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I. KoMmiekc 0CHOBHBIX XaPaKTEPUCTHUK MPOTrPaMMBbI

1. ITosicHuTEIBbHAA 3aIIMCKA
Cucremublii  agmuHHcTpaTop (aHri. System administrator — 10CIOBHO
«aIMUHUCTPATOp CHUCTEMBI») — TNpoPeccCHoHand B 00JacTH HH(GOPMALMOHHBIX

TEXHOJIOTHI, 00SI3aHHOCTH KOTOPOTO MOJIpa3yMEBaIOT O0ECreYeHUe IITaTHONH padoThI
KOMITHIOTEPHOU TEXHUKH, CETH U TPOTPAMMHOTO 00ECTICYCHHUSI.

CoBpeMEHHbIE  TEXHOJOTMM  NPENOCTaBJISIOT  MOJb30BATENI0  MOIIHBIN
MHCTPYMEHTApU JUIsl pEelICHUs] pa3InuHblx 3anad. [losBuiack BO3MOXKHOCTH
aBTOMAaTH3allMM HEKOTOPBIX MpolieccoB U (pyHkuii yepe3 Bed-untepdericel. MHorue
OpraHu3alMi UMEIOT COOCTBEHHBIE CAWTHI U CTpaHullbl B IHTEpHETE, HO /17151 TOTO, YTOOBI
co37aTh, MOIJAEPKUBATh CETh MPEANPUITHSI, HEOOXOIUMO 00JIalaTh OMpeaeIEHHBIMU
HaBBIKAMH U 3HAHUSIMU.

B mHacrosmee BpeMs HambOoJiee TMEPCIEKTHBHOW MPOQECCHOHATBHON Cpeon
aBisieTcs cepa MHPOPMAITMOHHBIX TEXHOJIOTHIA U TPOTPAMMHUPOBAHUS.

CucteMHOE aJIMUHUCTPUPOBAHUE UMEET 0CO00€ 3HAUCHHUE B Pa3HBIX 00JIaCTsIX, B
TOM YHCJIE M B OOpa30BaHUU. DTOT MPOIIECC MPECTABISECT COOOW IIENbI KOMILIEKC
CHEIUAIN3UPOBAHHBIX YCIYT, KOTOpbIE HAaIMpaBie€Hbl Ha TO, YTOOBI OOECHEeYUTh
OecrniepeOoitHyr0 paboTy Bcero 0OOpYAOBaHUS M KOMITBIOTEPHON TEXHUKH, a TaKkKe
HaJ&KHYIO 3alUTY TaHHBIX, COXpaHEHUE MH(DOPMAITMOHHBIX PECYPCOB U MAKCUMAJILHYO
O0e3omacHoCcTh ceTu. McmpaBHas paboTa TEeXHUKM JaéT BO3MOXKHOCTH Iefaroram
MCIIOJIH30BaTh B 00Pa30BAHMY MPUHIIUITUAIEHO HOBBIC TEXHOJIOTUH O0YUYEHUSI.

[Iporpamma  «CuCTEeMHOE  aJIMUHUCTPUPOBAHUE»  HUMEET  MEXHUYECKYIO
nanpaenennocmsp. OOyyarolmyecs B XOA€ 3aHATHN MPUOOIIAIOTCS K WHXKEHEPHO-
TEXHUYECKMM 3HAHUSIM B 00JacT WHGOPMAIIMOHHBIX TEXHOJOTHH, (OPMHUPYIOT
JIOTUYECKOE MBIIIJICHUE.

OcHoBaHWEM MJisi MPOEKTUPOBAHUS M pealln3alliu JTaHHON 00IIepa3BUBaIOIICH
IIPOTrPaMMBbl  CIIY>)KUT HepeYeHb CAeOyliouiux HOPMAMUEHBIX NPAGOEHIX AKMOE U
20Cy0apCcmeeHHblX  NPOZPAMMHBLIX  00Kymenmoe: DenepanbHbiii  3akoH  «OO0

obpazoBanuu B Poccutickoii deneparun» ot 29.12.2012 N 273-D3; Ctparerust pa3BUTHS



BocniuTanusi B Poccuiickoit ®enepaunu Ha mnepuon no 2025 roma. Pacnopsbkenue
IIpaButensctBa Poccuiickoit @enepaumu ot 29 mas 2015 r. Ne 996-p; IIucemo
MunuctepctBa oOpazoBanus u Hayku PO ot 18.11.2015t. Ne 09-3242 «O nanpaBieHuu
Meroanueckux pEeKOMeH1aui 1o MPOEKTUPOBAHUIO JOTIOJTHUTENbHBIX
oOluepa3BUBaOIIMX  [porpaMM  (BKJIrOYas  pa3HOYpPOBHEBBIE)»;  PacmopsixeHue
npasutenscTBa PO ot 04.09.2014 Ne 1726-p «O6 yrBepxkaennn KoHuenmuu pa3BuTust
JIOTIOJTHUTENBHOTO 00pa3oBaHus nerein»; «OcHOBBI 3akoHOAaTeNbcTB PD 00 oxpane
310pOBbs TpaXKAaH», yTBepkaeHHbIe BepxoBHbIM coBeTOM P® o1 22.07.1993 Ne 5487 -
(pen. ot 25.11.2009); ®enepanpubiii  3akoH oT  24.07.1998 Ne 124-03
«O0 OCHOBHBIX TapaHTHUSX IpaB pedéHka B PDy»; denepanpubiii 3akon ot 21.11.2011
Ne323-d3 «O6 ocHOBax OXpaHbI 310pOBbs rpakaaH B Poccuiickoit @enepanmn»; [Ipukas
MuHuctepcTBa MIPOCBEIIECHUS Poccun oT 09.11.2018 r.
Ne 196 «O6 ytBepxkaenuu [lopsiaka opraHu3amy U OCYIIECTBICHHS 00pa30BaTeIbHON
JESTeIbHOCTH M0 JIOTIOJHUTENBHBIM 0011e00pa3oBaTenbHbiM mporpammam» (IIpukas
Nel1008 oTmeHen).

Axmyanvnocmy  npozpammel  00yCIOBJIEHAa MOTPeOHOCTHIO O0IIEeCTBa B
TEXHUYECKU TPAMOTHBIX CHEIUATUCTaX U MOJHOCTHIO OTBEUYAET COLIMAIbHOMY 3aKa3y 10
MOJITOTOBKE KBaJU(PHUIIMPOBAHHBIX KaJIpOB. YUUTHIBAas CJIOXKHOCTH M MHOT000pasue
KOMITBIOTEPHOW TEXHHKH, CTAHOBUTCS IIOHATHO, YTO 3aHUMAThCS CHUCTEMHBIM
aJIMUHUCTPUPOBAHUEM MOXKET TOJBKO CIEIHAIUCT, OOJNaJarolnii HEOOXOIUMBIMU
3HAHUSAMHU U HaBBIKaAMH.

B o0s3anHOoCcTH J1I000TO0 CHCTEMHOTO aJAMHHHUCTPATOpa BXOJIUT pEIICHHE
OOJIBIIIOTO KOJUYECTBAa PAa3HOOOPA3HBIX 3a7a4, MPU3BAHHBIX OOJETYUTH KU3HD KaK eMy
caMOMy, TaK M TOJb30BaTesiM. T0, ¢ YeM MPUXOAUTCS CTAJIKHUBATHCS MOCTOSHHO, —
MOHHUTOPUHI CEpPBEPOB MJIM OTHAEIBHBIX MPOLIECCOB, PE3EPBHOE KOMMpPOBaHUE 0a3
JaHHBIX, MPOCMOTP JIOTOB C MOCIEAYIOUIEH BBIOOPKON HEoOXoAuMON HHGpOpMaIuH,
HACTpOlKa M COBEpIIEHCTBOBAaHWE CHUCTEMbl HWHGOPMAIMOHHON O€30MacHOCTH,
3aBEJICHUE U PEIAKTUPOBAHUE M10JIb30BATEIbCKUX YUETHBIX 3alIMCEU U T. 1.

Ceronnsi B 110001 chepe NeaTeTbHOCTH CYIIECTBYET OnpeeEHHbIN 00BEM 3a/1a4,

AJIs1 OIICPATHBHOI'O BBIITOJIHEHHUA KOTOPBIX HCO6XO)II/IMO COCAMHCHUC BCEX KOMIIBIOTCPOB
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B €IMHYIO JIOKaJbHYIO ceTh. I OoHa momkHa 4€TKOo (QyHKIMOHUpPOBaTh. B mpoTuBHOM
cily4ae BO3MOXHBI MOTEepU MHMOpPMAIK, 3aMeIJIEHUE WM TOJHAs OCTaHOBKA OOMEHa
naHHbIMU. [I03TOMY HacTpoiika ceTH, 00CIy)KMBaHUE U AMUHUCTPUPOBAHUE JIOKATbHON
CETU SABJISIIOTCS aKTyaJbHBIMHU 331a4aMU HACTOSILETO0 BPEMEHHU.

Takxke mnporpamMma akTyajbHa TEM, YTO HE HMEET aHaJOroB Ha pbIHKE
0011e00pa30BaTEIbHBIX YCIYT U SBISIETCS CBOETO POJia YHHKAIBHBIM 00pa30BaTeIbHBIM
IPOJYKTOM B 00JaCTH MH(GOPMALIMOHHBIX TEXHOJIOTHA.

Ilpoznocmuunocmo pOrpaMMBbl «CucremHoe aIMUHUCTPUPOBAHUE
3aKJIF0YAETCS B TOM, YTO OHA OTPAXKaeT TPEOOBAHUS U aKTyalIbHbIE TEHACHIIMH HE TOJIbKO
CErOJIHSIIHETO, HO Y 3aBTPAILHETO JIHS, a TAK)KE UMEET MEKIUCIIUIIIIMHAPHBIN XapaKTep,
YTO MOJHOCTBIO OTPAXKAET COBPEMEHHBIE TEHICHLIUN ITOCTPOEHUS KaK JIONOJHUTEIbHBIX
00111600pa30BaTeIbHBIX MIPOTPAMM, TaK U 00pa30BaHUS B 1IEJIOM.

JlanHas oOpas3oBaTelibHAsl IporpamMma BKIKOYAET B €€0s JOCTHXKEHHS Cpa3y
HECKOJIBKMX HampaBieHud. B mponecce agMUHUCTPUPOBAaHMS JE€TH  MOJIy4ar
JOTIOJTHUTENbHOE 00pa30BaHue B 00J1aCTH MAaTEMATUKH, SJIEKTPOHUKU U MH(DOPMATHKH,
a TaKKe 3HaHUS B 00JJACTH TEXHUYECKOIO aHTJIMHCKOTO S3bIKA.

[Iporpamma UMeeT NPAKTHYECKYIO HAIIPABJIEHHOCTh C OPUEHTAIIMEN HA PEAJIbHBIC
NOTPEOHOCTH, COOTBETCTBYIOLIME BO3pAacCTy OOY4YAIOIIETroCs; OXBaThIBAET Kak
AITOPUTMHYECKOE HANpPaBJIEHHE, TaK M BONPOCHI IMPAKTUYECKOIO HCIOJb30BaHUS
NOJIYYCHHBIX 3HAHUW TMPU PEIICHUH 3aJad U3 pa3JIMYHBIX oOJlacTell 3HaHMI;
OpHEHTHPOBAHA Ha CYIIECTBYIOIINI NAPK BBIYUCIUTEIBHON TEXHUKH U JOTIOJTHUTEIIbHbBIE
OTPAaHUYECHHUS; JOIYCKAET BO3MOYKHOCTH BapbUPOBAaHHS B 3aBUCHUMOCTH OT YPOBHS
NOJATOTOBKM W HWHTEJJIEKTYaJbHOTO YpPOBHS OOy4aromuxcs (Kak TpynmoBOro, Tak M
MHANBUAYAIbHOI0), a TAKXKE NMPEAyCMaTPUBAET BO3MOKHOCTh MHIUBUIYaIbHOU pabOThI
¢ 00yYaroIMMHUCH.

[TpakTHueckas 3HAYUMOCTh Kypca 3aKJIIOYaeTcsi B TOM, YTO OH CIIOCOOCTBYET
0oJjiee yCHeImHOMY OBJIAJICHUIO 3HAHUSMU U YMEHHUSAMHU IO HarpaBieHuio «CucTeMHoe
aAMUHUCTPUPOBAHUE» 4YEpe3 PpPa3BUTHE CAMOCTOSITENILHOCTH  OOYYaloOlUXCS U

ONTHUMU3AIIAIO CPEJICTB U METO/IOB 00YUEHUSI.



3HaHUS U YMEHUS, MPUOOPETEHHBIE B pe3yJbTaTe OCBOCHUS Kypca, MOTYT OBIThH
UCIOJIb30BaHbl oOydaromumucs npu caade EI'D, a Takxke npu oOydeHUM B CpellHE-
CHeIMaIbHBIX YUeOHBIX 3aBEACHUSIX U Ha HAYAIBHBIX Kypcax B BY3ax.

Omauuumenvhnasn ocobennocmsp npozpammol «CucreMHoe
aAMUHUCTPUPOBAHUE» B TOM, YTO OHA SIBJIAETCS IPAKTUKO-OPUEHTUPOBAHHOM. OCBOEHUE
MOJIPOCTKAMH HABBIKOB pa3pabOTKU CETU, BEO-CEPBUCOB U CETEBBIX CIYKO MPOUCXOIUT
B MPOIIECCE MPAKTUYECKON U CAMOCTOSITEIBHON pabOThl. DTO MO3BOJISIET OOYUAIOIIMMCS
MOJIy4aThb HE TOJIBKO TEOPETUYECKHE 3HAHUS B OO0JIACTH aJMUHUCTPUPOBAHHUS, HO U
yBEpPEHHO oOBIaaeBarh [T-TEXHONOrUSIMU, YTO TOMOXKET KM CaMOOIPEACIUTHCS U
BBICTPOUTH TPACKTOPUIO JMYHOCTHOTO pPOCTA B COBPEMEHHOM HMH(POPMAIIMOHHOM
oO11ecTBe.

N3yyeHne OCHOBHBIX MPHUHIMIIOB MOCTPOEHUS W AIMUHUCTPUPOBAHHUS CETEH
HEBO3MOXXHO 0e3 peryiaspHod mnpaktuku. OOydeHHe MNpOUCXOAUT Ha 0Oaze
oOpazoBarenbHOi Tuatdopmbl Cisco. Ha nanHoi muiatdopme NpeacTaBieHBI Bce
TEOPETHUUECKUE MaTepuasbl, OUOIUOTEKH, MNPAKTUYECKUE M TECTOBblE 3aJaHus. Y
KaXXI0ro peOeHKa ecTh CBOsI yu€THas 3amuch, OJarogaps KOTOpoi OH MOXKET MOJIYYUTh
JOCTYT K 0Opa3oBarenbHOl miatdopme ¢ mobdoro [1K u camocTosITe IbHO UCIIOIB30BATh
MaTepHuabl sl MOBTOPEHUSI U3yUYEHHOI0 MaTepualia v BBINOJHEHUS JOMAIIHUX padoT.
[Temaror mosydaeT CTaTUCTUKY IO YPOBHIO OCBOSHUS TTPOTPAMMBI KaXKIbIM PEOEHKOM.

B nporpammy 3ajokeH NOPUHIMI MOAYJIBHOCTH, KOTOpas oOecreunBaeT
BapUATUBHOCTh OOyYeHHs. Moaynb — CTPYKTypHas €IWHHIIA OO0pa30BaTEIbHOU
MpOrpamMMbl, UMEIOIIAs ONPEEICHHYIO JOTUYECKYIO 3aBEPIICHHOCTh MO OTHOUIEHUIO K
pesyabTraram o0ydeHus. KaXaplii MOIyib COCTOUT U3 KEHCOB (HE MEHEe JIBYX),
HalpaBJIeHHBIX Ha (opmupoBanue omnpenenéHubix kommereHmmii (hard u  soft).
Pe3ynbTraToM Kaxkaoro keica SIBISIETCS «IPOAYKT» (IpyNIoOBOM, WHIWBHUAYATbHBIH),
JEMOHCTPUPYIOMINI CPOPMUPOBAHHOCTH KOMIIETEHITUH.

Keiic Brirouaer Habop crenuaabHO pPa3pabOTaHHBIX Y4EeOHO-METOAMYECKUX
MarepuanoB. KelcoBble «IpOAYKTB» MOTYT ObITh CAMOCTOSITENbHBIM MPOEKTOM 10
pe3ynbTaTaM OCBOEHUS MOMAYJsS, WM OOIIEro NpoeKTa M0 pe3yjabTaTaM Bcel

oOpa3oBarenbHON TporpaMmbl. MOAynu MU KEHUChl PA3IMYaIOTCS MO CIOXHOCTH U



peanu3yroTcs MO MPUHLMITY «OT MPOCTOro K ciloXHOMy». Ilo conmep:kaHuto Momynu
JENATCS Ha IpeIMEeTHble (HEMOCPEICTBEHHO CBS3aHHBIE C O0JIACTBIO 3HAHUN),
oOmiepasBuBaioniye  (HampaBieHHble  HAa  (OPMHUPOBAHUE  IIO3HABATEIBHBIX,
KOMMYHHUKATHBHBIX KOMIIETEHIIUH).

[IporpammHOe coaep:KaHuE KaXIOro IOCIEAYIOUIEr0o MOAYJIA ONMPAETCA Ha
c(OpMUPOBAHHBIE 3HAHUS M YMEHHUS NPEABIAYIIETO, MPEANoyiaraeT UX paciIupeHue,
yri1yOJieHHe, a TaKk)Ke BHOCUT 3HAUNUTEIbHBIN 3JIEMEHT HOBU3HBI.

AOpecam odwepazeusarouieiit npozpammol

JlononHuTEnbHASA o0111epa3BUBAIOIIAs] porpaMma «CucreMHoOe
aJIMUHUCTPUPOBAHMUE» TMpeJHA3HAuUeHAa [JIs1 JeTed B Bo3pacte 12-16 gjer 06e3
OTPAaHUYECHUM BO3MOJKHOCTEW 310pOBbS, IPOSBIAIONIUX HMHTEPEC K YCTPOMCTBY
KOMIIBIOTEPA, JJOKAJIIBHOM CETH, CEpBEPHOMY U KOMMYTAllMOHHOMY 00OpYI0BaHUIO.

@DopMbI 3aHATHI TPYIIIOBBIE, KOJUYECTBO O0yUaroNIMXcsl B rpynmne 10 14 yenosek.
Cocras rpyIil NOCTOSTHHBIH.

['pyninel hopMupyrotes o Bo3pacty: 12—13 mer u 14-16 ner.

Mecro npoBenenus 3aHsaTui: T. Bepxuss [Isimma, np. ¥Ycenenckuit, 217

Bo3pacmmuuie ocooennocmu zpynnul

CopepkaHue TpOrpaMMbl  YUYUTBHIBAET BO3PACTHBIE M ICUXOJOTHYECKHE
0COOCHHOCTH JeTeld B Bo3pacte 12—16 IeT, KOTOpble OINpeaensiioT BBIOOp (opm
MPOBEICHMS 3aHATHI ¢ oOydaronumMucs. BolieneHHapie HaMu BO3pacTHBIE MEPUOAbI IPU
dbopmupoBanuu rpymn 12—16 jet 0a3upyroTCs HAa TMCUXOJIOTHYECKUX OCOOCHHOCTSX
Pa3BUTHUSI CTapIIETO MOAPOCTKOBOro Bo3pacta (1o 1. b. DnbkoHuny).

Jletn 9TOrO  BO3pacTa OTJIMYAIOTCS BHYTPEHHEH  ypaBHOBEIIEHHOCTHIO,
CTPEMJICHHEM K aKTHMBHOW MPAKTUYECKOW NESITEIbHOCTH, MOATOMY OCHOBHOW (hopMOit
MPOBEICHUS 3aHATUN BBIOpAaHbl MpPAaKTHUYECKUE 3aHATHs. Peldar Takke yBiIeKaer
COBMECTHAs, KOJUIEKTHBHAs JEATEJIbHOCTb, TaK KaK pE3KO BO3pacTacT 3HAYCHUE
KOJUIEKTHBA, OOIIECTBEHHOTO MHEHUS, OTHOIIEHMH CO CBEPCTHUKAMH, OIICHKHU
MOCTYIKOB U JACUCTBUN peOEHKA CO CTOPOHBI HE TOJIBKO CTApIIMX, HO U CBEPCTHUKOB.
Pe6GEHOK cTpemuTcs 3aBOE€BaTh B MX IJla3aX aBTOPUTET, 3aHATh JOCTOMHOE MECTO B

koJuiekthBe. [loaTomMy B mporpamMMy — BKIIFOUEHBI  MPAKTUYECKHE  3aHATHUA



COpPEBHOBATENILHOTO XapaKTepa, KOTOPbIE MO3BOJISAIOT KAXKIOMY MPOSIBUTH CeOs ¥ HAUTH
CBOE MECTO B JIETCKOM KOJUIEKTHBE.

Takxxe crnexyeT OTMETUTh, YTO JETH JAHHOM BO3PACTHOW  IPYMIIBI
XapaKTepU3yrTCd TAKUMHU MCUXUYECKHMH IPOLECCAMH, KAK H3MEHEHUE CTPYKTYPHI
JMYHOCTH U BOZHUKHOBEHHE MHTEpeca K Hel, pa3BuTue aOCTPAKTHBIX (JOPM MBIIIIICHUS,
CTAaHOBJICHHE 00Jie€ OCO3HAHHOTO W ILIEJICHANPABIECHHOIO XapaKTepa JAesTEeIbHOCTH,
NPOSIBJICHUE CTPEMJICHUS K CaMOCTOATEIBHOCTH M HE3aBUCUMOCTH, (POPMUPOBAHUE
CaMOOIIEHKHU. DTH MPOIIECCHI O3BOJIAIOT MOJIOKUTH Hadaslo (POPMHUPOBAHUIO HAYaJIbHOTO
po(eCcCUOHATBEHOTO CaMOOTIPEEIICHHS 00yUYaOIIUXCS.

Peorcum 3anamuii, 00vém o00wepazsusarOuiell NPopamMmul: JUIATEIHHOCTD
OJIHOT'O 3aHSTHS COCTABIISIET 2 aKaJIEeMUYECKUX Yaca, IEPUOANYHOCTD 3aHATHI — 2 pa3a B
HEJENIO.

Cpok oceoenus odwepazeusarouieil RPOPaAmMMpl ONPEIEISETCS CONECPHKAHUEM
porpammel 1 coctasisieT 2 roaa (144 gaca B ron).

Dopmbl 0OyueHua u 6uobl 3aHAMUI: COUCTAaHUE OYHOM U O0YHO-3a0YHOU dhopm
oOpa3oBaHMsi C MNPUMEHEHHEM JJEKTPOHHOTO OOy4YeHHMs W JAUCTAHLHOHHBIX
oOpazoBaTenbHbIX TeXHOJOTHM (3akoH Ne273-D3, rn.2, c1.17, m.2.).

OCHOBHOI THUI 3aHATUN — KOMOWHUPOBAHHBIN, COUETAIONINI B ceOe AIeMEHTHI
TEOPUHU U NPAKTUKHA. BOJBIIMHCTBO 3alaHWil Kypca BBIIOJHSIETCS CaMOCTOSTENIBHO C
MOMOIIBIO IEPCOHATILHOTO KOMIBIOTEPA M HEOOXOUMBIX MPOTPAMMHBIX CpecTB. Takxke
mporpaMMa Kypca BKIIOYAeT TpPYIIOBbIE W HHAUBHIyalbHbIE (QOpPMBI PaOOTHI
oOyyaromuxcsi (B 3aBUCUMOCTU OT TEMBI 3aHATHUSA).

Kaxnas tema Kypca HayMHAEeTCs C TMOCTAHOBKM 3a/laud — XapaKTEPUCTUKU
MpeIMETHOM 00J1acTH, KOTOPYIO MPEACTOUT U3yuuTh. C 3TOH 1eNblo eAaror mNpoBOIUT
JEMOHCTPALIMIO TMPE3eHTAllMU, a TaKXke pe3yiabTaT paloThl. 3aKperuieHHe 3HaHUN
MPOBOAMUTCS C MOMOIIBIO MPAKTUKH OTPAOOTKM YMEHUW CaMOCTOSITEIBHO pelaTh
MIOCTaBJIEHHBIE 3aJla4d, COOTBETCTBYIOLIME MHHHMAJIbHOMY YPOBHIO IUIAHHPYEMBIX
pe3ynbTaToB 00yueHus. OCHOBHBIE 3aJaHUS SBIISIIOTCS 0053aT€IbHBIMU ISl BBITIOJTHEHUS
BCEMHU OOYyYaroImIMMHCS TpyNmbl. 3aJaHusl BBIIOJHAIOTCA Ha KOMIBIOTEPE C

UCIIOJIb30BaHUEM oOpa3oBaTenbHOM TuiaTdopmel. [Ipu 3TOM 0Oyuarommecs He TOJIBKO



(GbOopMHUPYIOT HOBBIE TEOPETUUECKUE U MPAKTUYECKUE 3HAHUS, HO U IPHUOOPETAIOT HOBBIE
TEXHOJIOTMYECKHE HABBIKU.

Meroavka o0y4yeHUsT OPUEHTUPOBAHA HA MHIAMBUIAyaIbHbIM moaxoxd. s Toro
YTOOBI KXl MOAPOCTOK MONYYMJI HAWIYYIIUNA pe3yibTaT OOydeHHs, MpOrpaMMoin
NPEeIyCMOTPEHbl HWHANBUAYAlbHbIE 3aJaHUsl JUIsI CAaMOCTOSTENbHOW paboThl Ha
JAoMalIHeM KoMIbtotepe. Takas ¢popMa opraHu3anuu 00y4eHUs: CTUMYJIUPYET HHTEPEC
oOydJaronierocss K TMpeAMETy, AaKTUBHOCTh M CaMOCTOSITEIbHOCTh OO0YyYarolluXxcs,
CHOCOOCTBYET OOBEKTUBHOMY KOHTPOJIO TNIYOMHBI U IIUPOTHI 3HAHWUM, MOBBIIICHUIO
KauyecTBa YCBOEHUSI MaTepuana OOy4alollMMHUCS, I03BOJIIET TMENArory IMOdy4YUuTh
OOBEKTHBHYIO OLIEHKY BBIODAHHOW UM TaKTUKH U CTpaTerud pabOThl, METOIUKH
WMHANBUAYAIBHOTO 0O0y4eHUs: U 00y4eHHs B IPyIIE, BHIOOpa MPEAMETHOTO COJAEPKaHUSI.

st camocToATeNnbHOM pabOThl UCTIOIB3YIOTCS pPa3HbIE MO YPOBHIO CIOXHOCTH
3aganus. KomnuecTBo Takux 3a1aHuil B pab0Te MOXKET BapbUPOBATHCSI.

B xoxe oOydeHus mpoBOIUTCS MPOMEKYTOYHOE TECTUPOBAHUE MO TEMaM JJIs
OTIPE/ICJICHUS] YPOBHsI 3HAaHMK OOydJaromuxcs. BpIMOJHEHWE KOHTPOJBHBIX 3aJaHUM
CIIOCOOCTBYET AaKTHBHM3allUM YYCOHO-TIO3HABATEILHON JEATENHHOCTH U BEAET K
3aKPEIUICHUIO 3HAHUM, a TaKKe CIY>KUT MHIUKATOPOM YCIEIIHOCTH 00pa30BaTEIbHOTO
npoliecca.

[To Tumy opraHu3anuu B3aUMOACWCTBHUS NEAAroroB € OOYYAIOUIUMHCS MpH
peanu3aluy MporpaMMbl HCTOJIb3YIOTCS JIMYHOCTHO-OPUEHTUPOBAHHBIE TEXHOJIOTHH,
TEXHOJIOTUH COTPYAHUYECTBA.

Peanuzanus nporpaMMbl IpernosaraeT MCIojib30BaHUE 3/10pOBbecOeperaronmx
TEXHOJIOTUH.

3nopoBbecOeperaroniast 1esTeIbHOCTh PeaTn3yeTcs:

— yepes3 co3JaHue 0€30IacHbBIX MaTEPUAIbHO-TEXHUUYECKUX YCIOBHIA;

— BKJIOYEHHEM B 3aHATUE JUHAMUYECKHUX I[1ay3, [EPUOANYECKON CMEHBI
NEeATENBHOCTH 00YYarOIUXCS;

— KOHTpPOJIEM COOJII0IeHUsT 00yJaromumMucs rnpasui padotsl Ha [1K;

— 4yepe3 Co3/aHue OJaronpusTHOTO TCUXOJIOTHYECKOTO KIMMara B y4eOHOM

rpynIe B UEJIOM.



O0vém obuepazsusarouieni npopammsl COCTaBsieT 288 4acoB.

[Io ypoBHIO OCBOEHHMS Iporpamma OOIlEepa3BUBAIOIIASL, PA3ZHOYPOBHEBAA
(crapToBbIi, 0a30BbIi ypoBHM). OHa OOecreuynBaeT BO3MOXKHOCTh OOY4YEHMS JETeil C
JO00BIM YPOBHEM MOATOTOBKHU.

«Cmapmoebwlit ypoeenv (nepewlii 200 00yuenus)

Paccunran Ha nereii B Bo3pacte 12—13 ner, nposBISIFOIIMX UHTEPEC K YCTPOMCTBY
KOMITBIOTEPA, JTOKAIBHOU CETH, CEPBEPHOMY M KOMMYTAIIMIOHHOMY 000pYAOBaHUIO.

3auncnenve JeTed Ha TEpPBbI  Tox  OOydeHWs TPOU3BOAMTCS — 0e3
peABapUTEILHOI0 0TOOpa (CBOOOIHBIN HAOOD).

K koHIly nepBoro roja o0ydarommecs MnoixyyaT MepBUYHbIE HABBIKU YAAIEHHOTO
aJIMUHUCTPUPOBAHUS, OOECIeUeHUs] 3allUThl CETEBbIX YCTPOMCTB, H3y4aT OCHOBBI
IIOCTPOCHUSI CETeH YpOBHSA HEOOJBIINX O(PUCOB M (DUIMAIIOB, MPUOOPETYT HABBIKU
MOKCKa, aHaJIN3a, UCI0JIb30BaHus nH(popmanmu B cetu MHTEpHET.

«bazoewtii yposenwvy (6mopoit 200 00yuenu)

Paccuutan Ha pgereld B Bo3pacte 14—16 ner, mposBisitommx uHTepec k IT-
TEXHOJIOTHSIM, KEJIalOIIUX COBEPIICHCTBOBATh CBOM HABBIKU PAOOTHI C COBPEMEHHBIMU
KOMITBIOTEPHBIMU CUCTEMaMH, HUMEIONIMX MEPBUYHBIA OMNBIT aAMUHUCTPUPOBAHUS U
IIOCTPOCHMUS CETEM.

[To oxoHuaHuu 00y4YeHHsI HA CTAPTOBOM YPOBHE MPOBOJIUTCS MPOEKTHas paboTa,
rae oOydJarouiuiicss MOKa3blBa€T CBOM HAaBBIK B HACTPOMKE CETH, MO CTaHIAPTHHIM
MetonukaM. [lo pesynbraTam MpOEKTHON paboThl OOydYaromuecs MNepeBOASTCS Ha
0a30BbIl YPOBEHb. 3aUUCIICHUE JIeTel, paHee He 3aHUMABIITUXCS IO JaHHOM IIporpaMMme,
MPOUCXOMT IO Pe3yJIbTaTaM BXOJAHOTO KOHTPOJIS (TECTUPOBAHMUS).

OOyuenue no nporpamMmme «CUCTEMHOE aJAMHHUCTPUPOBAHUE» HA BTOPOM TOJY
yrayOmsieT 3HaHMsl, MOJTYYEHHbIE B MEpPBbIA ToJ OOyYEeHHs, U PaCHIMPAET MOHUMAHUE
OCHOB 0a30BbIX MPHUHIIMIIOB MOCTPOEHUS JIOKaIbHO-BhuncautenbHo cetu (JIBC) u
ceTeBOi MHPPACTPYKTYPHI.

K kxoHmy BrOoporo rojga oOy4deHUs TMOJPOCTKH CIOCOOHBI CaMOCTOSITEIHHO

OIIPCACIIATD HpO(I)eCCI/IOHaJ'IBHBIC 3a/1a9 U IIYTHU PCUHICHUA; PCAIIN30BLIBATL CPCAHHUC U
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KpYIHBIE NPOEKTHI [0 CBOMM 3ajayaM, yJaydllas WU OPUMEHSS HAa NPAKTUKE HaBBIKU
co3faHus 0oJee CI0KHBIX U MHOTO(YHKIIMOHATIBHBIX HHTEPHET-MIPOEKTOB.

[IporpaMmMa neMOHCTPHPYET OCHOBHBIE HAIpaBIICHUs B pa3paboOTKe ceTu, BeO-
CEPBUCOB M CETEBBIX CIYXKO, a TakKe MO3BOJISIET OCBETUTH YriyOJIeHHbIE MOMEHTHI C
IIPAKTUYECKON CTOPOHBI.

Ileoazozuueckasn yenecoodpaznocmop npozpammol

[Iporpamma «CucTeMHOE aIMHHUCTPUPOBAHUE» COCTABJIEHA B BHJIE MOJIYJIEW,
MO3BOJIAIOIINX MOJIYYUTH JIETAM HE0OX0IUMBII 00BEM 3HAHUN B 3aBUCUMOCTH OT YPOBHS
MOJTOTOBKHU U IOTPEOHOCTH.

Cmapmosbiii  ypogeHb  TIPEANOJNATACT  MCIOJIb30BAHUME U Pear3alulio
OOIIEIOCTYITHBIX M YHUBEPCAIbHBIX (DOpM OpraHuzanuy MaTepuaia, MUHUMAIbHYIO
CJIOKHOCTb MPEIAraéMOro JJIs OCBOEHHUSI COJECPHKAHUS IPOTPAMMBI.

basoeviii yposens mpenmnonaraeT MCHOIb30BaHUME U PEATU3aLUI0 Takux (opM
OpraHu3alMy MaTepuaa, KOTOPbIE TOMYyCKAOT OCBOCHHUE CIIELIMAIM3UPOBAHHBIX 3HAHUI
U fA3bIKa, TAPAHTUPOBAHHO 00ECIIEYMBAIOT TPAHCISAILMIO OOIIEH U IIENOCTHON KapTUHBI B
paMKax COIepKaTENbHO-TEMAaTUYECKOTO HAITPABIEHUS IPOrPAMMBI.

OcBauBasi J1aHHYIO Tporpammy, oOydarouiuecs OyAyT OBJa/JeBaTh HaBBIKAMU

BOCTPEOOBAHHBIX HA PHIHKE TPY/la CIIEIIHATBLHOCTEH.
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2. Iesn ¥ 3a12a4M IPOrPaMMbI
2.1. leau u 3agaum (mepBbIi 1o 00yueHus):

Ilenw npocpammer: HopMupoBaHHE UHTEPECA K TEXHUYECKUM BUIaM TBOPUECTBA,
pa3BUTHE  JIOTUYECKOTO, TEXHUYECKOIO  MBIIUICHUS CPEACTBAMH  CHUCTEMHOTO
aaMuHUCTpupoBanud. Co3/1aHue yCIOBUM JUIsl TBOPUYECKON camMOpeann3aluy JUYHOCTH
peOEHKa MOCPECTBOM MOJTYyUEHUSI HABBIKOB pa0OTHI C COBPEMEHHBIMU KOMITBIOTEPHBIMU
CUCTEMAaMHU aBTOMATU3WPOBAHHOTO MPOECKTUPOBAHUS.

Jlig ycnemHoil peanu3aluy MOCTAaBIECHHOW LT HEOOXOAMMO PEIIUTh PsiA
ME€JarOTMYECKUX, PA3BUBAIOIINX U BOCIIUTATENBHBIX 3a0au:

Ooyuarowue:

— ¢dopMUpOBaHME  TPEACTABICHUA O  HACTpoHMKe  OOJIbIIOW  CEeTeBOM
MH(PPACTPYKTYphI, BOCCTAHOBIICHHE €€ pabOTOCIIOCOOHOCTH TMOcie COOEB;

— (QopmupoBaHuE HABBIKOB YAANEHHOTO aIMUHUCTPUPOBAHUS;

— (opmMupoBaHUe MPaBUII PaOOTHI C MOJIB30BATENSAMU CETH, CPOPMUPOBATH HABBIK
MPOBEJCHUS MHCTPYKTaKEH JJI KIIMEHTOB CETEBOM MHPPACTPYKTYpHI;

— (opmupoBaHuE HABBIKOB 00€CTIEUEHHM S 3AIUThHI CETEBBIX YCTPOUCTB;

— oOyd4eHHE OCHOBAM TIOCTPOEHHUS CETel YypOBHS HEOOJbIUX OQUCOB W
¢bunuanos;

— (QopMUpOBaHUE HABBIKOB aIMUHUCTPUPOBAHMUSI.

Pa3zeusarwwue:

— Ppa3BUTHE JIOTHYECKOTO MBILIJICHUS U TEXHUYECKUX HABBIKOB;

— pa3BUTHE YMEHUS pelliaTh 0a30BbIE 3aJ]a4M YIIPABICHUSI CUCTEMOM U CEThIO;

— (GopMHpOBaHME M Pa3BUTHE HABBIKOB PabOThI C PA3NMUYHBIMU HCTOYHUKAMHU
uH(pOpMaU, YMEHUSI CAMOCTOSATENIbHO UCKATh, U3BJIEKATh U OTOMPATh HEOOXOIUMYIO
IUTS petieHust y4eOHBIX 3a/1ay MHPOPMALIHIO;

— (QopMupoBaHUE TPYJOBBIX YMEHUN U HABHIKOB, YMEHHUE IUIAHUPOBATH padoTy,
MPEABUAETh PE3YJIbTAT U IOCTUTATh €Tr0;

— pa3BUTHE YMEHUS IJIAHUPOBATh CBOM ACUCTBUS C yUu€TOM (aKTOpa BPEMEHH, B

00CTaHOBKE C 3JIEMEHTaMU KOHKYPEHIIUU.
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Bocnumamenwnuie:

— (QopMupoBaHUE aKTUBHOW KU3HEHHOW MO3UITNH, TPAKITAHCKO-TIATPUOTHIECKOM
OTBETCTBEHHOCTH,;

— BOCHHUTAaHUE STUKU I'PYIIOBON pabOThl, OTHOLLIEHUH J1IETI0OBOTO COTPYAHUYECTBA,
B3aMMOYBAKCHUS;

— pa3BUTHE OCHOB KOMMYHHUKATHBHBIX OTHOLIEHUN BHYTPH NPOEKTHBIX IPYIIN U B
KOJUICKTHBE B LIEJIOM;

— BOCHUTAHHUE YIIOPCTBA B JOCTUKECHUU PE3YJIbTATA;

— Tpormarasja 3J0poBOro o0pas3a KU3HU;

— ¢dopMHpoBaHUE MENCYCTPEMIEHHOCTH, OPraHU30BAHHOCTH, HEPABHOIYIIIHS,
OTBETCTBEHHOT'O OTHOILIECHUS K TPYAY, TOJEPAHTHOCTH U YBAKUTEIBHOTO OTHOIIEHUS K

OKPYAIOIKM.

2.2. Hean u 3a1a4u (BTOPOi roJ 00y4eHus):

Ienv npozpammor: GopMUpPOBaHKE TOTOBHOCTH OOYYAIOIIUXCS K CAMOPA3BUTHIO
U HENpPEephIBHOMY OOpa30BaHHUIO B OTPACId CHUCTEMHOTO aJIMUHUCTPUPOBAHUA.
Pacmupenne u yriyOneHue 3HaHMM B OOJACTH CHUCTEMHOTO aJIMUHUCTPUPOBAHUSA,
MOATOTOBKa K MpOo(ecCHOHATBLHOMY CaMOOIPEIEICHUI0, TPYIy, MpodhecCHOHATBHOM
NEATEIIbHOCTH.

Jlns ycrmemHoW peaniv3alid TOCTaBJIECHHOW IeJIM HEO0OXOJUMO PEeLIUTh P
MeIarOrMYeCKUX, Pa3BUBAIOIINX U BOCIUTATEIbHBIX 3a0au:

Ooyuarwwue:

— (QopMupoBaHuE MPEACTABICHUN O POJIM CHUCTEMHOTO aIMUHUCTPUPOBAHHS B
COBPEMEHHOM paboueM 0OI1IEeCTBE;

— yriyOJieHHe HaBBIKOB YJaJEHHOTO aIMUHUCTPUPOBAHUS,

— ¢opMHpOBaHHWE HABBIKOB TI0 AJMUHUCTPUPOBAHHUIO CETEH HEOOJBIINX
KOMITaHMH;

— ¢dopmupoBaHue  paboyuMx  CTaHAAPTOB B 00JIacTH ~ CHCTEMHOTIO
aIMUHHUCTPUPOBAHUS;

— OBJIQJIETh METOJIMKOM KOHPUTYPUPOBAHUS AKTUBHOTO CETEBOTO 000PYI0OBAHNS;
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— OBJIQJICTh METOAMKON KOH(UTYPUPOBAHUS OCHOBHBIX CETEBBIX CEPBUCOB.

Pa3zeusarwwue:

— Pa3BUTHE JJOTUUYECKOTO MBIIIJIEHUS U TEXHUYECKUX HABBIKOB;

— pa3BUTHE YMEHUS peliaTh 0a30BbIC 33]]a4u YIPABICHUS CUCTEMOMN U CEThIO;

— pa3BUTHE HABBIKOB PaOOTHI C pa3TUYHBIMU UCTOUHUKAMU HH(POpMALIH, YMEHHUSI
CaMOCTOSITEJIbHO MCKaTh, U3BJIEKATh U OTOUPATh HEOOXOIUMYIO JIJISl PEIICHUS YICOHBIX
3a/1a4 HHGOPMAITHIO;

— pa3BUTHE TPYJIOBBIX yYMEHHUM M HABBIKOB, YMEHHE IUJIaHUPOBaTh padoTYy,
MPEIBUAETh PE3YJIbTAT U IOCTUTATh €T0;

— pa3BUTHE YMEHUS TUTAHUPOBATH CBOM JCHCTBUS C yUu€TOM (pakTOpa BpeMEeHH, B
00CTaHOBKE C 3JIEMEHTaMU KOHKYPEHIIUU.

Bocnumamensnuie:

— (dopMUpOBaHNE AKTUBHOM KM3HCHHOM MO3UIIUH, TPaKIaHCKO-TTATPUOTHYSCKOM
OTBETCTBEHHOCTH;

— BOCIIMTAHME dTUKH IPYIIIIOBOM PabOTHI, OTHOIICHUH JISIOBOTO COTPYAHUYESCTBA,
B3alMOYBaKCHUS,

— Pa3BUTHE OCHOB KOMMYHHMKATUBHBIX OTHOIICHUI BHYTPHU MPOCKTHBIX TPYIIN U B
KOJUIEKTUBE B 1ICJIOM;

— BOCHUTAHHUE YIIOPCTBA B JOCTUKEHUU PE3YJIbTATA;

— Tpomarasja 370poBoro odpasa KH3HH,

— (dopMUpOBaHUE IIEICYCTPEMIIEHHOCTH, OPTraHU30BAHHOCTHU, HEPABHOIYIIUSI,
OTBETCTBEHHOI'O OTHOILIECHUS K TPYAY, TOJEPAHTHOCTU U YBAKUTEIBHOTO OTHOIIEHUS K

OKPYAIOILKM.
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3. Copnep:kanue 001epa3BuBaOIIeil MPOrpamMMbl

Y4eOHBbIH IUIAH EPBOIr0 rofaa 00y4eHus
(cTapToBBIi YPOBEHDb)

Tabmauma 1

KomnuectBo yacos

<
Ne Haspanue Moy, Keiica o S = Popwvi aTrecTatn/
n/n 5 a 3 KOHTPOJIS
5 3 g
=
Mopyas 1. BBenenne 35 17 18
1. | BBoaHoe 3ansiTHE 2 1 1 Bbecena
2. | Tomosorus JJIOKaJIbHBIX ceTel 4 2 2
2.1 | ®usnveckas TOMOIOTHS 2 1 1 becena, peiieine
n1abopaTopHOit pabOTHI
2.2 | Jloruueckas TOMOJOTHUs 2 1 1
3. | HOporokoas TCP/IP, IPX, NetBEUI 8 4 4
31 Crex npotokosioB TCP/IP. ba3zoBsie ) 1 1
" | noHsATHA
3.2 | Onpenenenue u pacuet [IPv4 agpeca 2 1 1 becena, yeTHbii onpoc,
MIpe3eHTAIHS PEIICHHUS
3.3 | Onpenenenune IPv6 anpeca 2 1 1
Hacrtpolika HHTepHET-NOAKITIOUECHUS
34 2 1 1
JUTSL ToMa 1 HeOoIbIoro oduca
4. | CereBble pecypchbl 12 6 6
4.1 | JloxanpHas KOMIBIOTEPHAS CETh 4 2 2
becena, npezenTauus
49 VY nanénnoe noAKIO4YEHUE K 4 ) ) pelieHus
) OKOHEYHBIM YCTPONCTBAM
4.3 | Tononorusa «Knuent-Cepaep» 4 2 2
5. | MapumpyTusanus B ceTsix 8 4 4
5.1 | Beaenue Tabnuisl MapuIpyTU3aluu 4 2 2
becena, pemenue
59 Hacrpoiika cTaTudaeckoit ) 1 1 n1abopaTopHOil paboThI
) MapuIpyTU3aluu
53 Hacrpoiika nuHamMuueckon ) | |
MapuIpyTHU3aluu
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KonTpoJsbHOe TecTHpOBaHue 1O

6. Moy.T10 1 0 1 Tect (ITpunoxxenue 4)
Mopayas 2. CucTeMbl HEHTPAJIU30BAHHOIO
ynpaBJjieHHs M0JIb30BaTeJIsIMU, BeO- 109 40 69
CepPBHUCHI, KOH(PUTYpPUpPOBaHUE
0TKA30yCTONYUBOI CeTH
JlokajIbHas OJHOPAHIoBasl CeTh
7. JIHOPp 10 5 5
(padouas rpynma)
BsaumonetictBue tumna «Kinuenr-
7.1 A 4 2 2
KINCHT? Becena, peenne
79 Bsaumopeiicreue tuna «KnueHt- 4 ) ) 1abOpaTOPHON PabOTHI
) cepeep»
73 [IpenmyiecTBa 1 HETOCTATKH ) 1 1
' OJIHOPAHTOBOM CETU
OMeH
g | 6 3 3
(ynpasasiemasi padouyasi rpymnmna)
2.1 OCHOBEI ,Z[OMGHH?FO B3aHUMOIEHCTBHUA ’ 1 1 Becena, mpe3zenrarus
paboymx cTaHLUI peleHns
8.2 | Cmyx0a karamoroB Active Directory 2 1 1
8.3 | Pabora ¢ Active Directory 2 1 1
9. | YnanénHoe ynpapJiieHHe 6 3 3
9.1 Br16op 1 cpaBHEHHE MPOTOKOJIOB ) 1 1
. YIATEHHOTO YIPaBICHUS Becena, pereHue
9.2 CrenuduuHble MIPOTOKOIBI YAAIEHHOIO ) | | 11abOPaTOPHOi PabOTEI
’ YIPABJICHUS I PA3HBIX CHCTEM
9.3 OcHOBBI 6€30MaCHOCTH TP yIATEHHOM ) 1 1
’ yIpaBICHUU
10 JloBepuTeibHbIE OTHOIIEHHSI MEKIY 6 3 3
* | ZoMeHaMHu
10.1 ey hopMupoBaHHS TOBEPUTEITHHBIX ) 1 1
" | oTHOLIEHUH
becena, pemenue
. 11a00paToOpHON PabOTEI
10.2 | Tunsl 10BEpUTENBHBIX OTHOLIEHUHN 2 1 1 patop P
Oco0eHHOCTH pEeTUTUKAIIAN
10.3 | monb30BaTENbCKUX MPaB U YUETHBIX 2 1 1
3anucen MeXay TOMEHAMU
11. | Tepmunaga-cepsep 4 0 4
becena, pemenue
nmabopaTopHOH PabOTHI
11.1 | OcHoBbl mpoTOoKoIa RDP 2 0 2
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11.2 | Ucnons3zoBanue RDS B opranuzauuu 2 0 2
12. | Internet Information Server (IIS) 3 0 3
121 OcHoBbI aiMHUHUCTpHpOBaHusT Web- 1 0 1 becena, pemenue
" | cepBepoB nabopaTopHOil paboThI
12.2 | Pacummpennsiit pynkumonan IS 2 0 2
13. IMoaxarouenue JOKaJILHOH CETH 8 0 8
K Internet
TexHOI0rus TPAaHCIALUU CETEBBIX becena, pemenne
13.1 4 0 4 .
aZpecoB nabopaToOpHOH PabOTHI
13.2 | OcHOBBI 3alLIUTHI IEPUMETPA CETU 4 0 4
14. | Hacrpoiika ycrpoiictB Cisco 20 10 10
14.1 | YcrpotictBa Cisco Jist TOKaTbHON CETH 4 2 2
140 YCTpOI/ICTfa MEKCETEBOIO 4 ) )
B3aUMOJICUCTBUS becena, pemenue
nabopaTopHO PabOTHI
14.3 | O630p Cisco 10S 4 2 2
14.4 | Ucnionb3oBanue KOMaHIbl Show 4 2 2
14.5 | Hacrpoiika cetu Cisco 4 2 2
15 | CereBas Oe30nmacHOCTH 14 7 7
15.1 | Xakepsl ¥ HapyIIUTEIN — KTO 3TO? 2 1 1
15.2 | Metonpb! atak 4 2 2 becena, pelvneHHe
nabopaToOpHOM PabOTHI
15.3 | MeToOb! 3alIUTEI 4 2 2
15.4 | 3HakoMcTBO C OpaHIMayIpOM 4 2 2
16. Cnoco0nl IIOCTpOCHI/lSIU?.aHII/ITbI 12 6 6
KOPNOPATHUBHBIX ceTeil
becena, ycTHbI onpoc
16.1 | be3omacHocts L2 4 2 2
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16.2 | be3zonacHocts L3 4 2 2
16.3 | be3zomacnocts L7 4 2 2
TecTrupoBaHue, NOMCK M YCTPAHEHHE
17 P ’ yerp 6 3 3
HeMmoJIAI0K
17.1 JericTBUs py BOBHUKHOBEHUHU ) 1 1 becena, pemienue
" | HEenonanoK n1abopaTopHOil paboThI
172 [Touck n ycTpaHeHHe HEMOJIAJOK B 4 ) )
CeTsAX
18 KouTpoabHoe TecTHpOBaHME MO ) 0 ) Tect
© | MmoxyJio (TTpunoxenue 5)
19. | IIpoexkTHasi NeATEIbLHOCTH 12 0 12
19.1 [Ipoext «Anpeca IPv4 u cereBbie ) 0 2
MOAKITIOYEHUS»
192 [Ipoekt «Hactpoiika 6ecipoBOIHOTO 2 0 7
" | MapmpyTH3aTopa 1 KJIUEHTa»
19.3 [Ipoekt «Co3anue ceTu, COCTOSIIIEN U3 ) 0 ) 3ammTa
" | KOMMyTaTopa U MapuUIPyTU3ATOPA» WHUBUIYTBHOTO/
[Ipoext «Ilouck 1 ycTpaHEeHHe TPYIIIOBOTO HPOCKTA
19.4 | HemomagoOK PU3NYECKOTO 2 0 2
MOAKITIOYEHUS»
19.5 [IpoekT «YnpasiieHre oprauu3anuen ’ 0 )
" | Ipu NOMOIIY IPYNIOBBIX MOJTUTHK»
[Ipoekt «Co3nanue KopnopaTUBHOU
19.6 | U30IMPOBAHHON CETH C OTPAHUYECHHBIM 2 0 2
pocrynnoM B MHTEpHET»
Uroro: 144 57 87
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Coaep:xanue y4e0OHOI0 IJIAaHA MEPBOro roja 00y4eHust
(cTapToBbIi YPOBEHDb)
Moayas 1. Beenenue

Tema 1. Beoonoe 3anamue

1.1 Cucremsl cemerictea Windows.

Teopus: cBeneHUs O Pa3IMYHBIX OMEPALMOHHBIX cUCTeMax cemeiricTBa Windows.
O0630p omepanoHHblx cucteM cemeiictBa  Windows. [IpuHuunel  paGoThI.
IIpenmymmecrBa. HegocraTku.

1.2 Ba3oBble MOHATUA JIOKATLHOU CETH.

Teopus: obmMe CBEICHUS O CETAX; MPUHIMIIBI MOCTpoeHUs ceTeil. [IpuMenenue
JIOKAJIbHBIX CETEW; KOMIIOHEHTHI JJISl TEHEpalNH JIOKAIBbHOUM CETH.

Tema 2. Tononozcusn 10Kan1bHBIX cemeil

2.1 ®usznyeckasi TONOJIOTHUSL.

Teopusa: tunbl cereil. 3Be3ma. Kombro. CereBble KapTOYKH, CBUYH, XaOBbl,
MapupytuzaTopbl. O030p ceTeBoro 000pyoBaHus. Tonoaorus CeTu.

2.2 Jlornueckas TOMOJOTHS.

Teopus: HeoOXO0aTUMOCTh OGOPMIICHUS JOTUYECKOW TOMOJOTUU. MHCTpyMEHTHI
JUISL CO3/TaHUSI JIOTUYECKOM TOTOJIOTUH. Y CJIOBHBIE 3HAKH, UCTIOIb3yeMble B JIornueckoit
TOIOJIOTUH.

Ilpaxmuxa.: Co3nanue JIornueckon TOMOJOTUU CBOEH JOMAIIIHEW CETH.

Tema 3. Ilpomoxonwvt TCP/IP, IPX, NetBEUI

3.1 Crex npotokosioB TCP/IP. ba3zoBbie moHsATHS.

Teopus: Cratuueckue [P-agpeca. Macka nojaceru.

3.2 Onpenenenue u pacuér [IPv4 aapeca.

Teopus: IIpeobpa3zoBaHue TBOMYHBIX YUCEI B IeCITUUHBIN Ppopmat. YacTu cetu u
yacTu xocra. Macka rojceru.

Ilpaxmuxa: YnpaxHeHus Ha pacueT [Pv4-anpeca u Macku MOJICETH.

3.3  Omnpenenenune [Pv6 agpeca.

Teopus: 1Pv6 u 1Pv4 otnuuus B agpecaruu. [Ipo6iema Henocrarka [P-anpecos.

CoBMecTHOE ncnolib30BaHue nmpotokoynoB [Pv4 u [Pv6. [IpaBuna 3anucu [Pv6-anpeca.
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Ilpaxmuka: YupaxHeHue Ha cokpamienne [Pvo-anpeca. Ynpaxkuaenne Ha paboTy C
npeduxcom [Pv6-anpeca.

3.4 HacTpolika HHTepHET-TIOAKITIOYSHUS IS JoMa | HeOOIbIIIoro oduca.

Teopus: llpaBuna o6xuMa kabest, 6a3oBast KOHGUTypaIus CETEBbIX HHTEep(deiicoB
koMmnbioTepa Ha 6aze OC Windows.

Ilpaxmuka: Hactpotika ceteBoro okpyxennst B OC Windows. O0kuM BUTOM mapbl
JUISl COEIMHEHUs IBYX KOMITbIOTEpOB U KoMMyTaropa. Hacrpoiika mporokona TCP/IP.
Hactpoiika npuHauie)XHOCTH KOMIBIOTEpA K TOW WM WHOW pabouel rpymme. Mms
KOMIIBIOTEPA.

Tema 4. Cemeegwie pecypcot

4.1 JlokanbHasi KOMIBIOTEPHAS CETb.

Teopus: OOuue ceTeBbie pecypchl. Pasrpannuenue npap 10CcTyIa.

4.2 Y naneHHoe NOAKIIYEHUE K OKOHEYHBIM YCTPOUCTBAM.

Teopus: IlpoTokomsl ynaieHHoro goctymna. [Ipunnumn padoTsl.

llpakmuka: O0XUM BUTOM Maphl JJI1 COCJUHEHUS HECKOJIBKUX KOMIIBIOTEPOB.
Hacrpoiika ceTeBoro o6opynoBanus. Hactpoiika mpoTOKOJIOB yAaJIEHHOTO JOCTYIIA.

4.3 Tonosorus “KinneHt-cepep”

Teopus: Tononorus “Kmuent-cepsep”. Ilpunuun paboThl U MOCTPOEHUE TaKOMH
CETH.

Ipaxmuxa: Co31anue NpOCTENIIEN KIMEHT-CEPBEPHON CETH.

Tema 5. Mapwpymuszayusa 6 cemsax

5.1 Benenue TabnuIpl MapiipyTH3ALMH.

Teopusa: Co3ganue Tabnui. Kak MapHipyTH3aTOpbl HUCIONB3YIOT TaOJIUIIBL.
[Ipobnema BbIOOpa yTH Tpaduka.

llpaxmuxa: Hacmpoiika ocnognozo winiosa.

5.2 HacTpolika cTaTH4e€CKOW MapUIPyTU3ALIMH.

Teopus: Tlpunnum paboThI CTATHYECKOW MAPIIPYTU3AIIHH.

Ilpakmuka: HacTpoiika CTaTUYECKOW MApPLIPYTU3ALUU HA MAPLIPYTU3ATOPE.

5.3 Hacrtpoiika niHHaMHA4Y€CKON MapIIpyTU3alUu.

Teopus: IlpuHuun paboThl AMHAMUYECKOW MapLIPYTU3ALIIH.



20

Illpakmuxa: HacTpolika TMHAMWYECKON MAPLIPYTHU3ALMU HA MapIIPYTU3ATOPE.

Tema 6. Konmponvnoe mecmuposanue no Mmooy

Ilpaxmuxa: Tect. AHanu3 pe3yJbTaToB.

Moaysb 2. CucTeMbl HEHTPAJIU30BAHHOIO YIIPABJICHUS 110J1b30BaTEIAMM,
Be0-cepBUCHI, KOHPUTYPUPOBAHHME 0TKA30YCTOHMYHUBOI CeTH

Tema 7. Jlokanvnas oonopanzogas cems (padouas cpynna)

7.1 B3anmonericteue tTuna « KimmeHT-KINEHTY.

Teopus: KiimeHT-cepBepHas MOJEIb.

Ipaxmuxa: Hactpoitka DHCP-cepepa Ha OC Windows.

7.2 Bzaumopeiicteue tumna « KinueHT-cepeepy.

Teopusa: N3ydyenne ocHOBHBIX KOMaH/: ipconfig, ping, tracert, nslookup. M3yuenue
IPYIIBI CETEBBIX KOMaH/I: net, net send, net time, net accounts, net use, net start, net stop.

Ilpakmuka: Pabora Cc KOMaHAOW CTPOKOW. YTpaBJICHHE MpoIleccCaMu W3
KOMAaHJIHOW CTPOKH.

7.3 Ilpeumy1iecTBa U HEAOCTATKU OJHOPAHTOBOM CETH.

Teopusa: OpnopanroBas cetb. [Ipuniun pabotsl. [IpenmyriecTBa U HETOCTATKU
OJHOPAHTOBOU CETH.

llpakmuka: CoctaBuTh TaOIUIy, T/I€ MPOMKUCATh MPEUMYIIECTBA U HEJOCTATKU
OJHOPAHTOBOM ceTH. [IpeoKuTh CBOM UIeH MO PEIICHUIO HEJOCTATKOB TAKOW CETH.

Tema 8. /lomen (ynpasnaemasn pabouas cpynna)

8.1 OCHOBBI JOMEHHOTO B3aUMOACHCTBUSI pabOUYMX CTAHIIUMA.

Teopus: Yto Takoe noMmeH? Peanuzanuu «Ynpasisemoit Paboueii rpymnmbsy Ha OC
Windows u OC Linux.

Ilpaxmuxa: CocTaBUTh HEJOCTATKH U MPEUMYIIIECTBA peAIM3aluU « Y IPaABISIEMON
Paboueii ['pynmb B paznuunbix OC.

8.2 Ciyx0a karanoros Active Directory.

Teopus: Omnpenenenne. Hasnauenue. Bo3MoxHBIE C€MOCOOBI  YCTaHOBKH.
Heob6xoaumbie TpeGoBaHMS.
Ilpakmuka: YcraHOBKa OCHOBHOIO KOHTpojuiepa nomeHa. lloaroroBka k

YCTaHOBKE.
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8.3 Pabora ¢ Active Directory.
Teopusa: Ctpykrypa. Pabota ¢ JOMEHHBIMHU MOJIb30BATEISIMHU.
IIpakmuka: YmupapiieHHe N0JIb30BaTesIMU JIoMeHa. Co3[aHue MOJIb30BaTEIIEH.

Co3nmanne rpynn Tmodb3oBareneil.  HacTpoilka mnapamMeTpoB  Y4ETHOW — 3alucH

MOJI30BATENS JIOMEHA.

Tema 9. Yoanénunoe ynpaeienue

9.1 Be160p 1 cpaBHEHHE MPOTOKOJIOB yIaJEHHOTO YIIPABICHUS.

Teopus: ITpoTOKOIBI YIATEHHOTO MTOAKIIOYCHUS. X OTIMYMS ¥ IPUHITUTT paOOTHI.

Ilpakmuka: W3ydenue koHcosm. [logxinroueHue K yman€HHOMY KOMIIBIOTEDY,
HAacTpoMKa YyHAlNEHHOTO KOMIIbIOTEpa NpU MNoMomu KoHconu. IloakmroueHne
yIaIEHHOMY pabodeMy CTOIY.

9.2 Cneuu@uyHbIe TPOTOKOJBI YIANEHHOTO YIPABIEHUS JIsl pa3HBIX CUCTEM.

Teopusi: OcoGeHHOCTH pabOTHI TPOTOKOJIOB YAAIEHHOTO TOCTYIIA.

Ilpakxmuxa: YcranoBka kimeHta RDP Ha crapbix onepalMOHHBIX CUCTEMAX.
Y nan€HHbIi MOMOIIHUK. BBI30B yIaJIEHHOTO MOMOIIHHKA.

9.3 OcHOBBI 0€30MaCHOCTH MPHU yIATEHHOM YIIPaBICHUU.

Teopusa: TlpoGaemMbl 0€30MaCHOCTH IPOTOKOJIOB YJAJEHHOTO YIPABJICHUS.
MeToab! 3alIUTHL.

IIpaxmuka: HacTtpolika npoTokoJa ynanésHoro gocryna SSH.

Tema 10. /losepumenvrvie omuouteHus MeHcoy 00MeHamu

10.1 Lenb popmupoBaHus JOBEPUTETHLHBIX OTHOIIIEHUH.

Teopus: TexHOIOTHS TOBEPUTEIHLHOTO OTHOIICHUS MEXIY JOMEHAMH.

Ilpakmuxka: 11ogroToBka cepBepoB K JaHHOW OINEPALIUH.

10.2 Turbl 1OBEPUTENBHBIX OTHOLIEHU.

Teopua: Tunbl JOBEPUTEIBHBIX OTHOLLIEHUM.

Ilpaxmuxa: Co3nanne JOBEpUTEIbHBIX OTHOILLICHUH. [{eiernupoBaHre yrpaBiIeHUS.
Co3znanre nmosib30BaTeNneil B yJal€HHOM JIOMEHE. YTIPABICHUE YAAIEHHBIM JOMEHOM.

10.3 OcoOeHHOCTH peIIMKAIUMU T0Jb30BATEIbCKUX TMPaB M yUYETHBIX 3amuceit

MEXAY JIOMEHAMM.
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Teopus: Tlpunnun paboTel perukamuu. HeoOXoammMocTh €€ HUCIoIb30BaHUS B
KOPHOPAaTUBHOM CETH.

Ilpaxmuxa: HacTpolika peniaukanuyu MexXay IByMsl JOMEHAMH.

Tema 11. Tepmunan-cepsep

11.1 OcuHoBsl npoTokona RDP

Teopus: Ilpunuun padoTel npotokoia RDP.

Ilpakxmuxa: Hactpoiika ciyObl. MOHUTOPHHT MOAKIIOYEHUNU. YTpaBieHUE
MOAKIIFOUCHUSIMH.

11.2 Ucnons3zoBanue RDS B opranuzamumu.

Teopus: ITpunnun padotel cucteMbl RDS.

Ilpaxmuxa: Hactpoiika neOounpioii cuctemsl RDS Ha Windows Server 2019.

Tema 12. Internet Information Server (I1S)

12.1 OcHOBBI aAMUHUCTpHpPOBaHUsS Web-cepBepoB.

Ilpakmuka: YcraHoBka u HacTpoiika ciayk0bl. Kombr ommbok. Co3gaHue HOBBIX
web-y3noB. Hactpoiika 0e3omacHOCTH web-y3ia, pasrpaHUueHUE MPaB MOJb30BaTENCH.
Pabota ¢ kojlaMu OIIKMOOYHBIX 3alIPOCOB. Y CTAHOBKA HECKOJIBKUX Web-y37I0B Ha OTHOM
cepBepe. Hactpoiika DNS Ha pa®oTy ¢ pa3nu4yHbIMH Web-y31amu.

12.2 Pacmiupennsii pynkimonan IIS.

Ilpakmuka: Pabora ¢ ynamenneiMu caiitamu. Hactpoiika mportokona https.
Hactpoiika ayreHTudUKALINN.

Tema 13. Ilookniouenue noxanvHoit cemu K Internet

13.1 TexHoJIOTUA TPAHCISLUU CETEBBIX aPECOB.

IIpaxmuxa: Hactpolika TpaHcasanuu ceTeBbix aapecoB. Hactpoiika SNAT, DNAT,

PAT. Pa30op oTiinuuii ¥ MpeuMyIIeCTB KaXA0Tr0 C1oco0a TPaHCISIIUN CETEBBIX aJpecoB.

13.2 OcHOBBI 3allIUTHI IEPUMETPA CETH.

lpaxmuxa: VI3ydeHue pa3InyHbIX YCTPOIMCTB, TEXHOJIOTHUN U PEIICHUN B 00J1aCTH
oOecrnieueHns 6€30MaCHOCTH MEPUMETPA CETH.

Tema 14. Hacmpoiika ycmpoiicme Cisco

14.1 YcrpoiictBa Cisco 115 JOKaJIbHOMN CETH.

Teopus: KomMyTaTopsl JOKaJIbHOU CETH U OECIIPOBOJHBIE YCTPOKCTBA.
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Ilpakmuka: YrnyOneHHOE N3y4YeHHE HACTPOCK KOMMYyTaTopa. basoBas HacTpoiika.
Hactpoiika maructpanbabix kKaHaioB. ba3el ganubix VLAN.

14.2 YcTpoiicTBa MEKCETEBOTO B3aUMO/ICHCTBUS.

Teopus: Mapuipytuzatopsl Cisco.

Ilpakxmuka: VYTiyOleHHOE U3YYE€HHE HACTPOEK MapuipytuzaTtopa. baszoBas
HacTpoiika. Hactpoiika momunTepdericoB. HacTpolika TpOTOKOJIOB TWHAMUYECKOU
MapuIpyTU3ALUH.

14.3 O630p Cisco 10S.

Teopus: YrnyOnenHoe nzydenue ctpykTypbl komana Cisco 10S.

Ipaxmuxa: Ctpyktrypa koman 10S. Cunrakcuc. KoMmoHeHTHI cripaBku. ['opsiaue
KJIABUIIW U KJIABUIIIU OBICTPOTO BHI30BA.

14.4 Ucnons3oBanue koMmauasl Show.

Teopus: TlpocmoTp nHopmarum 06 yCTpOHCTBE.

Ipaxmuxa: Vicnons3zoBanue komansl show Cisco 10S.

14.5 Hactpoiika cetu Cisco.

Teopus: HacTpoiika ceTd, BKIIIOYAOIIas B C€0s1 MapuIipyTU3aTop U KOMMYTATOp.

Ilpaxmuxa: TlpakTika HACTPOMKHU CETH, BKIIFOYAIOIIAsl B CEOsl MapIIpyTU3aTOp U
KOMMYTAaTop.

Tema 15. Cemesan 6e3onacrnocma

15.1 Xakepsl 1 HAPYIIUTENHN — KTO 3TO?

Teopusa: Kto Takue KMOepHpecTyIMHUKH?

Ilpaxmuxa: ChopMupoBath KiaccuPukamuo KHOESpIpeCTYIMHUKOB, Pa3IeIUTh UX
Ha TPYIIIIHIL.

15.2 Metonsl arax.

Teopus: Tunel kubepatak. Otkas B o0cnyxuBanuu. [IpocnymmBanue. [logmena.
ATtaka yepe3 nocpeaHuka. Ataku HyJieBoro AHs. KnaBuaTypHble IIIMMOHBL. ATaku Ha
MIPWIOKEHUS. ATaKi Ha OECIIPOBOIHBIE YCTPOWCTBA U MOOMIIBHBIC YCTPONCTBRA.

Ilpakmuxa:  Ataka Ha  OECHPOBOJHOW  MapIIPyTHU3aTOp.  YCTaHOBKa
«KnaBuaTypHOro ImInuoHa.

15.3 MeTton! 3alUThL.
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Teopus:  Cucrtembl  pasrpaHudeHuss  JocTyma.  MeKceTeBble  SKpaHbl.
AHTHBUPYCHBIE IPOTPAMMBI.

Ilpaxmuxa: HacTpolika CHCTEMBI, YCTOMYMBON K MHOKECTBY THIIOB aTaK.

15.4 3HakoMCTBO ¢ OpaHIMayIpPOM.

Teopus: MexcereBoii skpan Cisco ASA. Ipuramumns: padoter Cisco ASA.

Ilpaxkmuxa: ba3zoBas HACTPOKKA MEKCETEBOTO SKPaHa.

Tema 16. Cnocoowvt nocmpoenus 3augumosl KOpRopamueHvlx cemeil

16.1 bezonacHocts L2.

Teopus: Ananu3 ysa3BUMOCTEN ycTporcTBa Ha 2 ypoBHE MmoAenu OSI. Vsa3BumocTtu
npotokosioB STP, ARP, VLAN.

IIpaxmuxa: HacTpoiika CHCTEMBI 3alIUTHI OT aTaK, HAITPABIECHHBIX HA MTPOTOKOJIbI
STP, ARP, VLAN.

16.2 bezonacHocts L3.

Teopusa: Ananu3 ysi3BuMocTel yctpolicta Ha 3 ypoBHe Mojenu OSI. Ya3sumocTu
npotokosioB BGP, OSPF.

Ilpaxmuxa: HacTpoiika CUCTEMBI 3allIUTHl OT aTakK, HAIPaBJIECHHBIX HA MPOTOKOJI
BGP, OSPF.

16.3 be3onacHocts L7.

Teopusa: Ananu3 ysi3BUMocTel yctpolicta Ha 7 ypoBHe Mojenu OSI. Ya3sumocTu
npotokosioB HTTPS. Vs3sumocTu BeO-caiiToOB.

IIpaxmuxa: HacTpolika cuCTEMBI 3alIMThI OT aTakK, HAIPABJICHHBIX HA CEpBEpa U
CEPBUCHL.

Tema 17. Tecmuposanue, nouck u ycmpanenue HenoaadoK

17.1 [eicTBus 1pyu BOBHUKHOBEHUH HETIOJIAJIOK.

Teopus: YTo Takoe MOUCK U yCTpaHEHUE Henonaaok B cetu? Coop unpopmanuu.
Metobl NOWCKA U YCTPAHEHHUE HETOJIAJIOK.

IIpakmuka: Be160p MeTO1a IOWCKA U YCTPAaHEHUS HETOJIAIOK.

17.2 Ilouck u ycTpaHEHUE HEMONAA0K B CETAX.

Teopus: BeisiBnenue nmpobsieM ¢puznueckoro ypoBHs. CiryeOHbIe MPOTPpaMMBbI IS

IMOMCKa U YCTpAaHCHUA HCIIOJIa0K.



25

IIpakmuka: Wcnons3oBanue komaHabpl PING u IPCONFIG pns yctpanenus
HEMOJaJ0K.

Tema 18. Konmponvnoe mecmuposanue no mooyswo

Ilpakmuxa: TecT. AHAIN3 pe3yIbTATOB.

Tema 19. Ilpoekmnasa oeamenvHocmo

Ilpaxmuxa: 3amuTa UHAUBUAYATbHOTO/TPYIIIOBOTO MIPOEKTA.

19.1 IIpoext «Anpeca IPv4 u cereBble TOAKIIOYEHUSY.

Ilpaxmuxa: llonsatne anpecauu [P. Macku mnoxncern. Pacuer IP-ampecos.
Kiaccoras u VLSM-anpecanus. Konduryparmus noacuctems [P Ha pa3iuuHbIX CETEBBIX
ycrporictBax u OC.

19.2 IIpoekt «Hactpoiika OecripOBOAHOTO MapLIpyTH3aTOPa U KIHEHTaY.

Ilpaxmuxa: CpaBHenue u BbIOOp cranmaptoB 802.11. Hactpoiika OecripoBoiHOM
cetu Ha yactore 2.4 u 5 I'T1. bezonacHocts 6GecipoBoiHOi cetn. CpaBHEHUE, BEIOOD U
HaCTpOMKa IPOTOKOJIOB.

19.3 IIpoekt «Co3nanue ceTu, COCTOSIIEN U3 KOMMYTaTopa U MapiipyTU3aTopar

Ilpakxmuka: ®Ousznyeckas KOMMYTAIUs CETEBBIX YCTPOWCTB W  KJIMEHTOB.
[Tonumanue pabotel Auto-MDIX Ha mpaktuke. PaboTa ¢ mpoTokojgaMu KaHAJIBHOTO
ypoBHs (Spanning tree protocol, CDP, LLDP). be3onacHocTh kKaHaJIbHOTO YPOBHSI.

19.4 TIpoext «Ilouck u ycTpaneHre HEMONAO0K (HPU3UIECKOTO TIOIKITFOUCHHUSI

llpakmuka: Tlouck 0a30BbIX HEUCHPABHOCTEH B (HU3MUECKOM MPOBOJHOM U
OecrpoBOJHOM MOJKIIOYEHUH. 3ydueHrne HMHCTPYMEHTOB TECTUPOBAaHUS IMPOBOJHOM
(dbuznyeckoit cet. MzyueHne HHCTPYMEHTOB TECTUPOBAHUS O€CIIPOBOIHBIX CETEH.

19.5 IIpoekt «YnpaBieHue opranu3aluen Ipy MOMOIIY TPYIITOBBIX HOJATHK»

Ilpakmuxa: ba3oBasg HacTpoWKa TIpynnoBbIXx NOJHUTHK. llomutuku 1os
OPTraHU3alMOHHBIX IMOAPA3ACICHUN BEPXHEIO0 W HIKHErO YpOBHEH. PuibTpanus
IPYNIOBBIX MOJUTHK HA OCHOBE IPYII 0e30nacHOCTH. DUIIbTpalysi TPYNIOBbIX MOJTUTUK
Ha ocHoBe WML

19.6 IIpoekt «Co3nanre KOpHopaTUBHOW W30JIMPOBAHHON CETH C OTPAHUYEHHBIM

JOCTYIIOM B UHTEPHET
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Ilpaxmuxa: Pabota ¢ MynbTUBEHIOPHBIMU ceTsMH, U ¢ pasHbiMu OC. 3amura
BHYTPEHHETO U BHELIHETO NepuMeTpa ceTtu. M30as1us KIMEeHTOB BO BHYTPEHHEN ceTH,
HACTpOMKa JI0CTyNa B HHTEPHET IIpH MoMoIIH Proxy-cepBepa, TepMUHAIBHBIX CEPBEPOB,

MCKCCTCBOT'O 3KpaHa.
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(0a30BbIil ypOBEHD)

Tabauma 2

KomnuectBo yacos

Ne . s ®opmsI aTTecTarum/
Haszanue Moys, Keifca o = £
/o 5 3. = KOHTPOJIS
3 3 3
—~ [N
=
Monayasb 3. BBegeHue B pacliMpeHHbIH Kypc 30 14 16
«CHucTeMHOro aIMUHUCTPUPOBAHUS»
1. | BBoaHoe 3aHsITHE 2 1 1 Bbecena
2. | CoBpemMeHHBIE ceTeBbIE TEXHOJOTHHI 3 2 1
2.1 | CeTu B HallIel )KM3HU 1 1 0 becena, pe]UHeHHe
n1abopaTopHOil paboThI
29 N3yueHue ceTeBbIX HHCTPYMEHTOB JIJIst ) 1 1
) COBMECTHOM PabOThI
3. | JlokajbHbIE U IJ100aJIbHbIE CETH 9 4 5
3.1 | KoMIioHeHTHI ceTn 2 1 1
3.2 | Cern LAN 1 WAN 2 1 | | becena, ycrasiii onpoc,
' IIpE3EHTALMS PEIICHHUS
33 TexHOoIOorUM TOCTYIA MOAKIIOUEHUS K ) 1 1
’ Nutepnery
34 Hacrtpolika HHTepHET-NOAKIIOUECHUS 3 1 )
' JUTSL ToMa 1 HeOOoIbIoro oduca
4. | Certb Kak miargopma 6 3 3
4.1 | KonBepreHTHbl€ CETH 2 1 1
becena, npezenTanus
49 OTKa30yCTOMYMBOCTh U HAJIEKHOCTD ) 1 1 peleHus
" | cetn
4.3 | YnpaxxHeHHue: CO31aHUE HAJICKHON CETH 2 1 1
5 IHocTosiHHO MeHSAIOIIASICA ceTeBast 3 4 4
* | cpena
5.1 | Tennenuuu pa3BuTHs ceTeit 4 2 2
becena, npezenTtauus
59 CereBble TEXHOJIOTUY JJIS IoMa U ) 1 1 pelieHus
| oduca
5.3 | CereBas apxuTeKTypa 2 1 1
KounTpoabHoe TecTHpOBaHMe MO
6. Mony}:m P 2 0 2 Tecr (TTpunoxenne 6)
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Mopnyas 4. Co3nanue ceTH ¢

HCIO0JIb30BAHUEM CETEBOI0 000PY10BAHUS 114 51 63
Cisco
7. | CereBasi onepanuoHHAasi CUCTEMA 10 6 4
7.1 | Onepamnmonnas cuctema Cisco i0S 4 2 2
becena, npezenrauus
CTpyKTypa KOMaH][ U PEKHUMBI pabOThI PCIICHUS
7.2 T 4 2 2
Cisco 10S
73 ["opsiuve KIaBUIIM U KJIABUIIH ) ) 0
OBICTPOTO BHI30BA
8. | ba3oBas HacTpoiika yCTPOMCTB 4 2 2
g | Orpanmicnue rocryna K 5 i i becena, PCILICHAC
' | koHuUryparmam yeTpoiicTs nabopaTopHOil paboThI
82 Hacrtpoiika HayanbHBIX ITapaMETPOB ’ 1 1
) KOMMYTaTOpa
9. | Cxema aapecoB 6 3 3
9.1 | Hacrpoiika [P-aapecanun 2 1 1
becena, nmpezenTanus
pelieHus
9.2 | Cozpanue nNpocTou ceTu 2 1 1
9.3 OcHOBBI 6€3011aCHOCTH MPH YIATEHHOM ) 1 1
’ yIpaBJICHUHU
10. CereBble NPOTOKOJIBI U 6 3 3
KOMMYHHUKAIIUH
10.1 | OcHOBBI KOMMYHUKAIWA 2 1 1
becena, npezenTtanus
pelieHus
10.2 | CereBble IPOTOKOJIBI U CTAHIAPTHI 2 1 1
10.3 | [lepenaua qaHHBIX B CETU 2 1 1
11. | CereBoii noctyn 4 4 0
11.1 | IIpoTokosnsl (pU3NIECKOTO YPOBHS 2 2 0 becena, npesenrais
pelieHus
11.2 | IIpoTOKOJIBI KaHATBLHOTO YPOBHS 2 2 0
12. | Ethernet 6 4 2 becera, pereiite

nmabopaTOpHOM PabOTHI
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12.1 | ITporokomasr Ethernet 2
12.2 | KoMMyTaTopsl JIOKaJIbHBIX CETEH 2
12.3 | IIpoTokoi pa3peiieHus: aapecon 2
13. | CereBoii ypoBeHb 12
13.1 | IIpoTOKOJIBI CETEBOTO YPOBHS 2
becena, pemenue
13.2 | Mapupymisais 4 1abopaTopHOil paboThI
13.3 | Mapuipytuzaropsl 4
13.4 | Hactpotiika mapmpytu3aropa Cisco 2
14. | IP-agpecauust 16
14.1 | Ceresnie IPv4-anpeca 4
14.2 | CereBsle IPv6-anpeca 4 becena, pe]uHeHHe
nabopaTopHOil paboThI
14.3 | Pa3znenenue IP-cetelt Ha moacetu 4
14.4 Ocob6enHoctu npoektupoBanus [Pvo- 4
" | cereit
15. | Paznenenne IP-ceteit Ha moaceTn 10
15.1 | CermeHnTauus cetu 4
becena, ycTHBI opoc
15.2 | Cxema anpecanuu 4
153 OTpaboTKa KOMIIEKCHBIX )
"~ | IpaKTUYECKUX HaBBIKOB
16. | TpancnopTHBI YPOBEHb 8
becena, pemenue
16.1 | IIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHSA 2 NaGopaTopHoii paGoTHI
16.2 | TCP u UDP 2
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OOmeH JaHHBIMHU C UCITOJIB30BaAHHUCM

16.3 TCP u UDP 4 0 4
17 | YpoBeHb npui1oxeHuit 4 2 2
17.1 | IIpOTOKOIBI YPOBHS NPUIIOKEHUI 2 1 1 becena, ycTHBIi orrpoc
172 OO6111en3BeCTHBIE MPOTOKOJIBI U CEPBUCHI ) 1 1
" | YpOBHSI NPUIIOKEHUI
18. | Co3nanne He0OJIBLIIOH CeTH 14 7 7
18.1 | YerpoiicTBa B paMKax HEOOJBILION CETH 4 2 2
18.2 prmonceHuHe Y IIPOTOKOJIBI B 4 ’ ’
HeOOJIbIION ceTH Becena, peluenne
183 MaciTabupoBaHue 10 pa3MepPOB ) 1 1 n1abopaTopHoii padoThl
| KpynmHOH ceTH
18.4 | OGecnieueHue ceTeBoi OE30MACHOCTH 2 1 1
185 OcHoBHbIE paboyue XapaKTepPUCTUKH ) 1 1
ceTu
KonTpoabHoe TecTupoBaHue mo Tect
19. 2 0 2
MOIYJII0 (ITpunoxenwue 7)
20. | IIpoexTHas nesITeIbHOCTH 12 0 12
201 [TpoexT «Obecneuenne 6€30MacHOCTH ) 0 )
Ha KaHAJIbHOM YPOBHE»
202 HpOGiKT «HaCTpOHKzi OecTPOBOTHBIX ) 0 )
ceTell U «0ecIOBHON)» CeT»
0.3 [Ipoekt «ObecneueHne 6e30MacHOCTH ) 0 ) 3ammra
IIpoekT «HacTpoiika ceTu Ha OCHOBE TPYIIIOBOTO MPOEKTA
20.4 | OTKpBHITOrO MPOrPaMMHOTO 2 0 2
obecreueHus»
[TpoexT «HacTpoiika cepBHCOB H CITyKO
20.5 | Ha OCHOBE 3aKpPHITOrO IPOrPAMMHOI0 2 0 2
o0ecrieyeHus»
[Ipoext «Co3nanue cucrem
20.6 | aBTOMaTH3alMU IO Pa3BEPTHIBAHUIO 2 0 2
CeTU»
Uroro: 144 65 79
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Conep:xkanue y4e0HOr0 MJiaHa 2-ro roaa o0y4eHus
(0a30BbIil ypOBEHD)
Moayab 3. BBeneHue B paciiupeHHbl Kypc
«CHCTEeMHOro aAMUHUCTPUPOBAHUSD)

Tema 1. Beoonoe 3anamue

Teopus: IHcTpyKTax 10 TeXHUKU Oe3omacHOCTH. CeTu 0e3 IpaHwmil, CeTH — KaK
NOMOIIHUK B oOydeHuu, oOiieHuu, padore. CeTu pa3iMyHOTO pa3Mepa, KIUEHThl U
cepBepa, OoOIIME CBEAEHUSA O CETAX; MNPUHIUIIBI nocTtpoeHus cered. [Ipumenenue
JIOKAJIBHBIX CETEN; KOMIIOHEHTHI IS TEHEPALINH JIOKAIBHOU CETH.

Ilpaxmuxa: TloBTOpeHHe W3y4yE€HHOro Marepuasa. BeimonHeHue nabopaTopHOH
paboTHI.

Tema 2. Cospemennvle cemegbie mexHo102UU

2.1 CeTu B HallIel )KU3HU.

Teopus: TexHOJIOTMU MPOULIOTO W HACTOAIIETO, COBPEMEHHBIE TEHJCHIIUU B
CETEBBIX TEXHOJIOTHUSX.

2.2 V3y4yeHue CeTeBbIX MHCTPYMEHTOB JIJI1 COBMECTHOM paOOTHI.

Teopus: 3HaKOMCTBO ¢ 00JJAYHBIMHU TEXHOJIOTUSIMHU, TEXHOJOTUHA BUPTYyaJIU3aI[MU
1 HacTpOHKa COBMECTHOU yAanEHHON pabOTHI.

Ilpaxmuxa: neMoHcTpanusi paboOThl Ha OOJAYyHBIX cepBUcax, paboTa ¢
BUpTYyaJIU3alMed U yCTaHOBKA MIPOrpaMM JIJIsl JOMalTHel padoThl.

Tema 3. J/Iokanvnoie u 2100a1vHbie cemu

3.1 KoMnoHeHTHI ceTH.

Teopus: O0630p KOMIOHEHTOB CETH, OKOHEUHBIE YCTPONCTBA, MPOMEKYTOUHBIE
CETEBbIE YCTPOWCTBA, CPEACTBA CETEBOrO0 MOAKIIOUEHHS, MPEJACTABICHHUS CETH,
TOTIOJIOTUYECKHUE CXEMBI, MPEICTaBICHUE U (DYHKIIUM KOMIIOHEHTOB CETH.

Ilpakmuka: MOCTpOCHUE COOCTBEHHOMN TOTOJIOTHUHU CETH.

3.2 Cetu LAN u WAN.

Teopusa: Tumbl ceTel, JOKaJbHbIE CETH, IJI0OalbHBIE ceTH, ceTh MHTepHer,
Nurtpanert, Dxctpaner. TexHonoruii noaknoyeHus Kk MHTepHery.

Ilpaxmuxa: 3ananue Ha onpeiesieHUe TUIA CETH.
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3.3 TexHonoruu aAocTyna noJakJIouYeHus Kk THTepHery.

Teopus: nTepHET-MOIKIIIOUEHKE TOMAITHEN ceTh, He0obIoro oduca. CriocoObl
MOJKIIIOUEHUS K CETH.

Ilpaxmuxa: Hactpolika poyTepa, MoJKII0YeHNE YCTPOUCTB K HHTEPHETY U pa3zdoop
OCHOBHBIX MPOTOKOJIOB MOAKIIOUEHHS K CETH.

3.4 HacTpoiika HHTepHET-TIOAKITIOYCHUS IS JoMa B HeOOoIbIIoro oduca.

Teopus: Paboune craHmapThl JJiA NOAKIIOYEHUS I0Ma M HEOOJBIIOro oduca K
CETH.

Ilpakmuka: NHTEpHET-NOAKIIIOUEHUE IJIs IoMa U ouca — OTJIMYUS B HACTPOMKE
1 0COOEHHOCTH KOH(UTYpaAIlUU YCTPOMCTB, B 3aBUCUMOCTH OT YCIOBUN pa3BepThIBAHUS.

Tema 4. Cemv kak naampopma

4.1 KOHBEpPreHTHBIE CETH.

Teopus: TpaguimoHabie 000COOJICHHBIE CETH, KOHBEPTEHTHAS CETh.

Ilpaxkmuxa.: I3yueHne cepBUCOB KOHBEPTEHTHBIX CETEM.

4.2 OTKa30yCTOMYMBOCTh U HAJICKHOCTh CETH.

Teopus: CeteBas apXUTEKTypa, OTKa30yCTOMYMBOCTh, MAaCIITA0OUPYEMOCTb,
Ka4yecTBO 00CITyKUBaHUS, O€30MTaCHOCTb.

Ilpakmuka: Hactpoiika 0TKa30yCcTOMYMBOCTH B o(rice ¢ IByMs MpoOBaiijiepamu,
pPE3EpPBUPOBAHUE KAHAJIOB CBSI3H.

4.3 Ynpaxuenue: Co3nanue HaACKHOU CETH.

Teopus: CeteBasi apXUTEKTypa, OTKa30yCTOWYMBOCTh, MAaCIITAOMPYEMOCTD,
Ka4yecTBO 00CITyKMBaHMSs, 0€3011aCHOCTh

Ilpakmuxa: Hactpoiika oTkazoyctoilumBoctd Ha L2 ypoBHe, L3 ypoBHe.
OTKa30yCTONYMBOCTh Ha YCTPOKWCTBAX Pa3HbIX BEHIOPOB.

Tema 5. Illocmoanno menawwanca cemeeas cpeoa

5.1 TenneHuMu pa3BUTHUS CETEN.

Teopus: Howweie Tennmennmu, konmemnius BYOD, coBmectHas pabora depes
Nutepuer, CeTeBble TEXHOIOTUH IS JOMA.

Ilpakmuka: TepmuHonorus cereBor 6e3onacHocTH. M3ydenne Bakancuii B chepe

MH()OPMAITMOHHBIX TEXHOJIOTUN U CETEBBIX TEXHOJIOTHMA.
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5.2 CeteBble TEXHOJOTUY JJI IoMa U oduca.
Teopus: Texnoynornueckue TEHICHLIUU JUIsl ceTeil 0(UCOB U JA0Ma, OpraHU3aIMs
CETH 10 JIMHUU JIEKTPOIUTAHUS.
Ilpakmuxka: VI3ydeHne ceTu CBOEro A0Ma.
5.3 CerteBast apXUTEKTYypa.
Teopus.: CetreBas apxutekrypa Cisco
Ilpakmuka: Y1pa)xHEHUE HA CO3JAHUE HAJICKHOU CETH.
Tema 6. Konmponvnoe mecmuposanue no mooyJiro
Ilpakmuxa: Tect. AHAIN3 pe3yJIbTATOB.
Monayas 4. Co3nanue ceTH ¢ UCI0JIb30BaHNEM ceTeBoro ooopynoBanus Cisco
Tema 7. Cemesasn onepayuonnas cucmema
7.1 Onepannonnas cucrtema Cisco 10S.
Teopus: Haznauenne OC, cmocoObI 1OCTyMa, TPOTrPaMMbl IMYJISIIUA TEPMUHATIA,
HaBUTI'alUs B OIIEPALIMOHHON CHCTEME.
Ilpakmuxka: 1lonydeHue n1ocryna K yCTpOUCTBAM.
7.2 CtpykTypa KoMaHa u pexxumsl padbots! Cisco 10S.
Teopusa: baszoBas crpykrtypa komanpa 10S, cunTakcuc komanjg Cisco 108,
KOMITOHEHTHI cripaBku 10S.
Ilpakmuxa: PaboTa ¢ KOMaHIOM CTpOKOH. YmpaBiieHHE TMpoleccaMu U3
KOMAHIHOU CTPOKH.
7.3 T'opsiurie KJIaBUILU U KJIABUILN OBICTPOTO BHI30BA.
Teopus: I'opsiune KJIaBUILIU U KJIABUIIN OBICTPOTO BBI30BA.
Tema 8. bazosaa nacmpoiika ycmpoiicme
8.1 Orpannyenue qocTyna K KOHPUTypauusM yCTPOMCTB.
Teopus: 3amura 10CTyIa yCTPOUCTB, HACTPOMKA MaposieH, mudpoBaHue maposeH,
OaHHEpHBIE COOOIEHNUS, MHCTPYMEHT IPOBEPKU CUHTAKCHUCA.
Ilpaxmuka: Hactpoiika AAA monenu Ha o6opynoBanuu kommnanuu Cisco.
8.2 HacTpoiika HayaabHBIX MAPAMETPOB KOMMYTATOPA.
Teopusa: Coxpanenue ¢aina TeKylel KOHQUrypaluuu, U3MEHEHHUE TeKyIleh

KOH(Urypanuu, 3anuch KOH(QUTypaluu B TEKCTOBBIN (pait.
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Ilpaxmuxa: HacTpolika Ha4aJIbHBIX TApPaMETPOB KOMMYTATOPA.

Tema 9. Cxema aopecos

9.1 Hactpoiika [P-agpecanumu.

Teopuﬂ: HpOTOKOHLI, BSaHMOHCﬁCTBHC IMPOTOKOJOB, CCTCBLIC IIPOTOKOJIBI.

Ilpakmuxa: Hactpoiika IP-agpeca Ha koMMyTaTope, poyTepe, KOMIBIOTEPAX MO

ynpasinenueM OC Windows\Linux.
9.2 Co3nanue npocTon CEeTH.
Teopusa: Nutepdelicel u mopThl, HacTpoiika [P-agpecos.
Ilpaxmuxa: VHCTpyMEHTBl NpPOBEPKH CHUHTAKCHUCA, HACTPOWKA BHUPTYaJIbHBIX
UHTEp(DElicoB KOMMYTaTOpa, POBEPKAa CUHTAKCHCa, IPOBEPKA aJipecallii nHTepdeiica.
9.3 OcHOBBI 0€30MaCHOCTH NP yIAIEHHOM YIIPaBICHUH.

Teopusa: Tlporokonsl ynanéHHoro pgoctymna. KX HegocTaTku HW  CHOCOOBI

00€30IMacuTh yAAJICHHBINA JOCTYII.

Ilpaxmuxa: Hactpoiika AAA-moznenu, pabora ¢ RADIUS u TACACS+.
Tema 10. Cemeevie npomokKoibl U KOMMYHUKAUUU

10.1. OCHOBBI KOMMYHHKAIIHIA.
Teopusi: YcTaHOBJICHUE TPaBHUJI, KOJUPOBAHUE COOOINCHHWE, WHKAICYISIIIUS |
JCUHKATICYJISAIIS, CHHXPOHHU3AIMS COOOIICHWI U BAPUAHTHI JIOCTAaBKH COOOIIICHMUS.

Ilpakmuka: Ananmu3 xagpoB Ha L2 ypone. IlepexBaT KaapoB C IOMOILUBIO
crtoponHero [10.

10.2 CeTeBble IPOTOKOJIBI U CTAHAAPTHI.

Teopusa: IlpaBwia, periaMeHTHPYIOLIME CHOCOOBI OOMEHAa JaHHBIMH, CETEBbBIE
TIPOTOKOJIBbI, B3AUMOACHCTBHE MTPOTOKOJIOB.

Ilpakmuka: ConocraBnenne npoTokosioB Habopa TCP/IP.

10.3 Ilepenaya qaHHBIX B CETH.

Teopusa: CermeHTalus COOOIICHUS, €AMHUIIA JAHHBIX MPOTOKOJIA.

IIpaxkmuka: Onpenenenue ypoBHs PDU.

Tema 11. Cemeeoit 0ocmyn

11.1 IIpoTokosibl PU3NIECKOTO YPOBHSI.
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Teopus: ®u3nyeckuii ypoBeHb, CPEIICTBA MOIKIIOUCHUS (PU3NUECKOTO YPOBHS,
CTaHAApPThI GU3HUECKOTO YPOBHSI.

11.2 ITpoTOKOJIbI KAHAJIBHOTO YPOBHSI.

Teopusa: KaHalbHBIM YpPOBEHb, NOAYPOBHHU KAHAJIbHOIO YPOBHS, YIIPABICHUE
JOCTYIIOM K CpeJie, IPEAO0CTaBIEHUE JOCTyNa K CPEAE, CTaHAAPThl KAHAJIBHOT'O YPOBHS.

Tema 12. Ethernet

12.1 ITporokousl Ethernet.

Teopusa: Nukancynsuus Ethernet, nonypoens MAC, pasButue Ethernet, momns
kazapa Ethernet, mons kagpa Ethernet, mogyposau MAC u LLC, MAC-anpeca.

12.2 KoMMyTaTopbl JOKAJIBHBIX CETEH.

Ilpakmuka: Tabaua MAC-aapecoB, ocHOBHasi MH(pOpMaIUs 0 KOMMYTaTopax,
¢bunpTpanys Kaapos, noigydenne uHpopmaunuun o MAC-aapecax, ciocoObl MepechUIKU
uH(pOpMallK Ha KOMMYTaTope.

12.3 TIpoTOKOJI pa3pelieH s aIpecoB.

Teopusa: Ilpotokon pazpemienus aapecoB ARP, ¢pynkumm ARP, ARP-3ampoc,
ARP-otBer, Tabnuupst ARP, npo6iemsr ARP.

Tema 13. Cemeeoit ypogens

13.1 ITpOTOKOJIBI CETEBOTO YPOBHS.

Teopus: CereBOoil YpOBEHb, NPOTOKOJIBI CETEBOIO YPOBHS, HHKAICYJIALMS
npotokouna [P, xapakrepuctuka nporokona IP. ITaker [Pv4, maket IPv6.

13.2 MapuipyTtu3zanus.

Teopusa: Pelnienue o mepeagpecalid MAaKETOB XOCTOM, ILUIKO3 10 YMOJYaHUIO,
MCIIOJIb30BAaHUE NUII03a IO YMOJYaHMIO, Tabmuua MapuipyTu3auudud ys3na. Tabmuna
MapuIpyTH3allH poyTepa, pelieHUE O Mepeagpecali MappyTU3aTOPOM.

Ilpaxmuxa: OnpeneneHue IEMEHTOB 3alTUCH B Ta0JUIIE MapIIPyTU3AINH.

13.3 MapuipyTu3atopsl.

Teopusa: Mapupytu3zatop — 3TO BbluuchutenbHas wmamuHa, HII u OC
Mapuipytu3aropa, unrepdeiicel LAN 1 WAN, noakiodeHue K poyTepy, Mpolecc
3arpy3ku OC, ¢pusznueckue XxapakKTepUCTHKUA POyTepa.

Ilpaxmuxa: VIzydenue puznueckux XapakTEPUCTUK MapIIpyTU3aTOpA.
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13.4 Hactpoiika mapmpytuzaropa Cisco.

Ilpakxmuxa: ba3oBas HacTpoWKa MapIIpyTH3aTOpa, HAcTpolika HHTepdeicoB
MapILIPyTH3aTOPa, HACTPOMKA HUTK03a IO YMOJIYAHUIO.

Tema 14. IP-adpecayus

14.1 CeteBsie [Pv4-anpeca.

Teopus: Anpeca IPv4, no3unnoHHas HOTauusl, IpeoOpa3oBaHuE JBOMYHBIX YHCEI

B AecsatuuHblid popmat. Ctpykrypa [Pv4-aapeca, Mmacka mojceTH, TUIIBI aPECOB.

IIpaxmuxa: Pacuer IP-agpecanumn.

14.2 Ceressie [Pv6-aapeca.

Teopus: TlotpedHocts B IPVv6, npencrasienue IPv6-aapecon. JlnuHa npedukca,
tunbl [Pv6 aapecos, metonbl HacTpoiiku [Pv6 — SLAAC, EUI-64, DHCPv6, rpynnoBsie
[Pv6-anpeca.

Ilpaxmuxa: Onpenenenue tunoB IPv6-agpecoB. Hactpoiika IPv6-anpecoB Ha
CETEBBIX YCTPOUCTBAX.

14.3 Pa3znenenue [P-cereit Ha moaceTy.

Teopusa: CermeHrtanusi ceteil, paznenenHue [Pv4-cetu Ha mMOACETH, TpaHUILIBI

OKTETOB, Macka nojicetr, VLSM, paboTa ¢ 6ecki1accoBoOi ajipecanueil, mpenuMyIiiecTpa u
HEJIOCTATKH KJIACCOBOM aJpecaryu.

IIpaxmuxka: IlpakTuka o pacuetry IPv4-anpecanumu.

14.4 Ocob6ennocTtu npoektupoBanus [Pv6o-cerei.

Teopusa: I'nobanbHblil nHAMBUAYaANBHBIN [PVv6-anapecos, pa3dbueHnre Ha OJICETH C
HCIIOJIb30BaHKEM UJICHTU(HKATOPA TTOJCETH, pealu3allisi CXEMbl aJpecallui Ha MOJICETH
B [PVv6.

Ilpaxkmuxa.: Co3nanue cetu IPv6 s mpoekTa « Y MHBIN 10M.
Tema 15. Pazoenenue IP-cemeil na noocemu

15.1 CermenTanus ceTu.
Teopus: ]JloMeHbl MIMPOKOBEIIATEIHHOM pacchUlKU. [IpobiemMbl ¢ KpymHBIMU
HIMPOKOBEMIATEIbHBIMU IOMEHAMHU. [ [puuuHbI 17151 pa3faeneHus Ha MOJCETH.

Ilpaxmuxa: Co3nanue IByX, 4eThipex noacereid. VLSM Ha nmpakTuke.
15.2 Cxema aapecanuu.
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Teopus: IlnannpoBanue aapecaunu cetu. [[pucBoenune agpecoB ycTporcTBaMm.

Ilpaxmuxa: Pa3paboTka u peanu3aius cxemsl aapecanun VLSM.

15.3 OTpaboTKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

Ilpakmuxa: noaAroToBUTH cxemy aapecaiuu [Pv4 u IPv6, peannzoBaTh agpecanuto
IPv4 u IPv6 1 mpoBepUTH cETEBBIE OAKIIOYEHUS.

Tema 16. Tpancnopmmuuwiit ypoeens

16.1 ITpoTOKOJIBI TPAHCTIOPTHOTO YPOBHSI.

Teopusi: Ponb TpaHCIIOPTHOTO YPOBHS, (GYHKIMH TPAHCIIOPTHOTO YPOBHS,
MYJIbTUIJIEKCUPOBAHUE CEAHCOB CBSA3M, HAJIEKHOCTH TpaHCIOPTHOro ypoBHsA, TCP u
UDP, CooTBEeTCTBYIOIIMI MPOTOKOJ TPAHCIIOPTHOI'O YPOBHS MJISI COOTBETCTBYIOIIETO
MIPUIIOKECHUSL.

Ilpakmuxa.: CpaBuenue xapakrepuctuk TCP u UDP.

16.2 TCP u UDP.

Teopusa: @yuxumn npotokona TCP, 3aronoBok nporokona TCP, ®ynkuuun
nporokona UDP, 3aronoBok mnpotokosia UDP, oraenbHblE CE€aHCBHI CBS3M, HOMEpA
MOPTOB, TIAPBI COKETOB, TPYIITEI HOMEPOB TOPTOB, 0OMEH JaHHBIMU 110 poTokoy TCP,
obmeH na"HbIMU 110 TipoTokosry UDP, mpunosxenus, ucnosb3ytomue TCP, npuiioxenus,
ucnonp3ytromue UDP.

Ilpakmuka: HabmoneHnne 3a TPOIECCOM TPEXCTOPOHHETO KBUTHPOBAHUS
npotokosia TCP ¢ momompio mporpammbl Wireshark. M3ydeHue 3axBaueHHBIX MAaKETOB
DNS u UDP ¢ nomomisto nporpammsl Wireshark.

16.3 O6men ganaeimMu ¢ uctionb3osanueM TCP u UDP.

Ilpaxmuxa: MonenvpoBanue oOMeHa TaHHBIMU C uctoib3oBanueM TCP u UDP

Tema 17. Yposenv npunoscenuii

17.1 IIpoTOKOJIBI ypOBHS IPUIOKEHU.

Teopus: YpOBEeHb NPEACTABIECHUS W CEAHCOBBIM, IPOTOKOJIBI  YPOBHS
MPWIOKEHUN, MOJENb «KIUEHT-CEPBEP», OOIIEU3BECTHBIC MPOTOKOIBI M CEPBHUCHI
ypoBHs nipuiioxeHui. [IpoTokosnbl BeO-Tpaduka U 3IEKTPOHHOM MOUTHI, cepBUCHI [P-
aZipecalnu, CEpBUCH COBMECTHOTO JIOCTYIIA K (paitinam.

Ilpaxmuxa: Hactpoiika cepepa FTP, IIS WebServer, Apache?.
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17.2 O61en3BecTHBIE MPOTOKOIBI M CEPBUCHI YPOBHS MTPUIIOKEHUH.

Teopus: Ilpotoxonst HTTPS u HTTP. Ilpunmun padotst SMTP, POP, IMAP.

Ilpaxmuxa: VIHTEpHET U JIEKTPOHHAS [1OYTA.

Tema 18. Co30anue nebonvutoii cemu

18.1 YcrpoiicTBa B paMKax HEOOBIION CETH.

Teopusa: Tononoruu cereil HeOonbLIOTO pa3mepa. Bpibop ycTpoHcTB st
HeOoubmon cetu. I[P-ampecanust B pamkax HeOosbInoW cetn. PesepBupoBaHue B
HEOOJIBIIION CETH.

Ipaxmuxa: Co3iaHue TOMOJOTUH CBOEH OYyIyIIeH CeTH.

18.2 ITpunoxeHre U MpOTOKOJIbI B HEOOJIBIIIONW CETH.

Teopua: PacupocTpaHEHHBIE TPUIIOKEHUS W MPOTOKONBL. Ilpunmoxenus s
nepeaaydy rojioca u BUAEO.

IIpakmuka: Hactpoiika DHCP-cepBepa, Hactpoiika DNS-cepBepa Ha pa3HbIX
Windows u Linux.

18.3 MacmtabupoBaHue 10 pa3MEepPOB KPYITHOU CETH.

Teopus: Pactupenrie HeOOIBIION CETH, aHAJIA3 TPOTOKOJIOB, HCTIOJIB30BAHHUE CETH
COTPYIHHUKAMHU.

Ilpaxmuxa: Pa3paboTka MIaHOB 1Ji OyAyIIEero MacliTaOUuPOBaHUSI CETH.

18.4 O6ecnieueHue ceTeBoi OE30MaCHOCTH.

Teopus.: Yrpo3bl 0e30MacHOCTH U ysi3BUMOCTH. CeTeBbie aTaku. [IpenoTBparienue
CETEBbIX aTaK.

llpakxmuxa: W3ydeHwe yrpo3 O0€30MacCHOCTH CETH. YTPo3bl O€30MacCHOCTU U
YSI3BUMOCTH.

18.5 OcHoBHBIEC paboune XapaKTEePUCTUKH CETH.

Teopusa: Wcnonw3oBanue KoMaHabl ping. Komannbl traceroute u show.
Komanpna arp.

Ilpakmuka: VInTepniperaiius BpIBOJAa KOMaHbI ping, traceroute, show, arp.

Tema 19. Konmponvnoe mecmuposanue no Mmooy

IIpaxkmuka: Tect. AHanu3 pe3ynbTaToB.

20. IIpoekmnas 0eamenvHoCMb
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Ilpaxmuxa: 3amuTa UHAUBUAYATBHOTO/TPYIIIOBOTO MPOEKTA.

20.1 Ipoekt «O06ecneueHre 6€30MaCHOCTH Ha KaHAJTLHOM YPOBHEY.

Ilpakxmuxa: TIOHATHS O KOMMYTAaTOpax M KaHAJIbHOM YPOBHE. YS3BUMOCTH
KaHaJIbHOTO YpOBHS, TpoToKojbl STP, 3ammura or DDOS-atak Ha kommyTtatopsl, DHCP-
snooping.

20.2 Ilpoekt «HacTtpoiika 6€cipOBOTHBIX CETEH 1 «OECIIOBHOW» CETH.

Ilpaxmuxa: CpaBHenue u BbiOOp cranmaptoB 802.11. Hactpoiika OecripoBoiHOM
cetu Ha yactoTe 2.4 u 5 I'T'u. besonacHocTs 6ecnipoBoHOM ceT. Teopuss MESH-cereii.

20.3 IIpoekTt «O0ecneueHre 6€30MaCHOCTH Ha CETEBOM YPOBHEY.

Ilpaxmuxa: OcobenHoctu peanusanuu cpeActB IPSec, IIpoTtokon ynpapneHus
kpuntokatouamu IKE, 3amura nepenaBaeMbIX JaHHBIX C TOMOINIBIO TPOTOKOIOB AH 1
ESP, Apxutektypa cpencts 6ezonacnoctu [PSec.

204 IIpoekr «Hacrtpoiika ceTd Ha OCHOBE OTKPBITOTO HNPOrPaMMHOIO
obecrieueHus».

Ilpakxmuxa: TIOUCK OTKPBITOTO MPOTPAMMHOr0O OOECHeUYeHUs MJii HaCTPOUKHU
cereil. Hacrtpoiika cetu oduca, momb3ysich Ttonbko OC Linux. [IpeumymiectBa u
HEJ0CTaTKU KOH(PUTYPUPOBAHUS CETH, UCIOJIb3YsI KOMIIBIOTEPHI, B KAUECTBE CETEBOTO
obopynoBanus noa ynpasienuem OC Linux.

20.5 IIpoektr «Hactpoilka ceTH Ha OCHOBE 3aKpbhITOIO MPOrPAMMHOIO
obecrieueHus».

Ilpaxmuxka: TloucK 3aKpbhITOrO MPOrPAMMHOIO OOECIEUECHUS i HACTPOUKHU
cereir. Hactpoiika cetu oduca, nomaszysace toiabko OC Windows. [IpeumymiectBa u
HEJ0CTaTKU KOH(PUTYPUPOBAHUS CETH, UCIOJIb3YsI KOMIIBIOTEPHI, B KAUECTBE CETEBOTO
ob6opynoBanus nmoxa ymnpasieaueM OC Windows.

20.6 IIpoekTt «Co31aHue CUCTEM aBTOMATU3AIMHU 110 PA3BEPTHIBAHUIO CETH

Ilpaxmuxa: Pabota ¢ cuctemMamMu aBTOMAaTH3allMU, OPKECTPUPOBAHUS CETEH —

Ansible, Docker, Python u mogkmtogaembrit Moxysb netmiko.
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4. IInanupyemble pe3yJbTaThl

4.1. Ilnanupyembie pe3yJIbTAThI IEPBOTO rofxa 00y4eHust

Ilpeomemnuwie pesyromamel:

— 3HaHME  0a30BBIX  MOHATHM, NPHUHLUIIOB  IOCTPOEHUS  JIOKAJIbHO-
BBIUMCIIMTEIIBHOM CETH;

— 3HAHUE OCOOEHHOCTEW PAa3IMYHbIX OINEPALMOHHBIX CHUCTEM CEMENCTBA
Windows;

— 3HAaHME OCHOBHBIX CETEBbIX IPOTOKOJOB, CETEBBIX CIyXO, CpeacCTB
MOHUTOPUHTA;

— yMmeHue paboTatb ¢ 00OpYyAOBaHHMEM, TMOAKIIOYATH KOMIBIOTEPHI K CETH,
HACTpauBaTh U ONTUMHU3UPOBATH CETH, JMATHOCTUPOBATH HEIOJIAIKU U BOCCTAHABIMBATh
CUCTEMBI,;

— YMEHHUE CTPOHUTh OJHOPAHTOBBIE CETU U CETH JTIOMEHHOM CTPYKTYPBIL;

— HABBIKU a/IMUHUCTPUPOBAHUS.

JIuunocmmuoie pesyromameol:

— (hopMHpOBaHME OTBETCTBEHHOIO OTHOLIEHUS K YYEHHUIO, TOTOBHOCTH M
CIIOCOOHOCTH 00YyYaroIMXcsi K CaMOpPa3BUTHIO U CaMOOOPa30BaHHUIO;

— (popMHupoBaHUE YHUBEPCAIbHBIX CIOCOOOB MBICIUTEIBHON JEATEIBHOCTH
(a0CTpaKTHO-IOTMYECKOTO MBILUICHUS, TAaMSITH, BHUMAHUS, TBOPYECKOTO BOOOpAKEHHS,
YMEHHUSI IPOU3BOIUTH JIOTHUECKUE ONIEPaLUN);

— pa3BUTHE OIIbITA Y4YacTHsl B COLMAJIbHO 3HAYMMBIX IPOEKTAxX, ITOBBIIICHUE
YPOBHSI CAaMOOIIEHKHU OJ1arojjaps peajin30BaHHbIM MPOCKTaM;

— (opmupoBaHME KOMMYHUKAaTUBHOM  KOMIIETEHTHOCTH B  OOIIGHUU H
COTPYJHUYECTBE CO CBEPCTHMKaMM B IIpolecce 00pa3oBaTeabHOW, Yy4eOHO-
HCCIIEI0BATENIbCKON U MPOEKTHOM 1€ATEIbHOCTH;

— (opmupoBanue LEJI0CTHOTO MUPOBO33pPEHUS, COOTBETCTBYIOLLETO
COBPEMEHHOMY YPOBHIO Pa3BUTHSI HHPOPMAIIMOHHBIX TEXHOJIOTUH;

— (popmMHupoBaHUE OCO3HAHHOTO MO3UTHBHOIO OTHOLIEHUS K JPYroMy YelIOBEKY,

€0 MHCHHUIO, PC3YJIbTATY €TI0 ACATCIBbHOCTH,
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— (QopMupoBaHUE IIEHHOCTH 30POBOr0 1 0€30MacHOro 00pasa KU3HU;

— YCBOEHWE TPABWI WHAWUBUIAYATLHOTO H KOJUIGKTUBHOTO 0€30MacHOTO
NOBEACHUS NP paboTe C KOMITbIOTEPHOU TEXHUKOM;

— 3HAHUE AaKTYaJlbHOCTM U TMEpCIEeKTUB OCBOCHUS TEXHOJOTUH CETEBOIo
aIMUHUCTPUPOBAHUS JJIs PEIICHUS peabHBIX 3a]a4.

Memanpeomemmnuwle pe3ynomamel:

— OpPUEHTUPOBATHCS B CBOEHM CHCTEME 3HAHMM: OTJIMYaTh HOBOE 3HAHHE OT
W3BECTHOIO;

— mepepabaThiBaTh MOJYYCHHYI0 WH()OpPMAIUIO: JENaTh BHIBOJIBI B PE3yJIbTATE
COBMECTHO paboThl ITPYMIIbl, CPABHUBATH U IPYIIIUPOBATH IPEIMETHI U X 00pas3bl;

— paboTarhb MO NPEASIOKEHHBIM HHCTPYKIUSAM U CAMOCTOSTEIBHO;

— M3JIaraTh MBICJIHU B YETKOM JTIOTMYECKOM MOCIIeI0BATEIbHOCTH, OTCTAUBATh CBOIO
TOYKY 3pEHUS, aHAJIM3UPOBATh CUTYAIMI0O MU CAMOCTOATENHbHO HAXOJUTh OTBETHI Ha
BOIPOCHI MYTEM JIOTUYECKHUX PACCYKIACHUM;

— ompeaeniaTb U (HOpPMHUPOBATH IIENb JACSITEIBHOCTH HA 3aHATHHA C TIOMOIIBIO
YUUTETIS;

— paboTarthb B rpyIie U KOJIJIEKTUBE;

— YMETb PaccKas3bIBaTh O MMPOEKTE;

— paboTaTh HaJl IPOEKTOM B KOMaH/IE, 3(PPEKTUBHO pacHpeaensaTh 00s13aHHOCTH.

4.2. Ilnanupyembie pe3yJibTaThl BTOPOIro roaa 00y4eHust

Ilpeomemmnuwie pe3yromamoi:

— pacimupeHre 3HaHWi 0a30BbIX MOHITH, MPUHIIMIIOB MOCTPOCHUS JOKAJIBHO-
BBIYMCIIUTENILHOMN CETH;

— yrayOJeHHOE 3HaHHWE OCOOEHHOCTEH pa3JIMYHBIX OINEPAlMOHHBIX CUCTEM
cemeiictBa Windows;

— 3HaHME OCOOEHHOCTEHl OCHOBHBIX CETEBBIX IPOTOKOJIOB, CETEBBIX CIYXkO,
CPEICTB MOHUTOPHHTIA;

— YMEHHE CTPOUTh CETH IMPOMBIIUICHHOTO YPOBHS, CE€TH HEOOJBIIUX O(HUCOB,

IMOAKJIIFOYCHHUC K r100aIbHBIM CCTAM,
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— YMEHHME pa3BEpTHIBAHUS CHCTEM ILIEHTPAJIM30BAHHOTO  YIIPABICHUS W
KOMITBIOTEPAMU;

— yIIyOJICHHBIE HaBbIKH aIMUHUCTPUPOBAHMUS.

JIuunocmmuole pesyromameol:

— ¢opMHpOBaHHWE OTBETCTBEHHOTO OTHOIICHHUS K YYEHHWIO, TOTOBHOCTH W
CIIOCOOHOCTH 00YYaIOIIUXCs K CAMOPa3BUTHIO U CaMOO0OPA30BaHUIO;

— (QopMUpOBaHUE YHHUBEPCAIBHBIX CHOCOOOB MBICIUTENbHON JEATEIbHOCTH
(abCTPaKTHO-TOTHYECKOTO MBINIJICHUS, TaMSTH, BHUMAHHS, TBOPYECKOTO BOOOpaKEHUS,
YMEHUS TPOU3BOAUTH JIOTUUECKHE OTepalin);

— pPa3BUTHE OIbITA yYaCTHUS B COLMAJIBHO 3HAYMMBIX MPOEKTAX, IOBBILICHHUE
YPOBHSI CAaMOOIIEHKHU OJ1arofjaps peajin30BaHHbIM MPOEKTaM;

— ¢gopMupoBaHHE KOMMYHUKATHBHOW KOMIETEHTHOCTH B  OOIICHUH W
COTPYJIHMYECTBE CO CBEPCTHUKaMHM B TMpolecce o0pa3oBaTelbHON, Yy4eOHO-
HCCIIEIOBATENIbCKON U TPOCKTHOM JEATEIbHOCTH;

— (opmupoBanue LEJI0CTHOTO MHUPOBO33PEHUS, COOTBETCTBYIOILIETO
COBPEMEHHOMY YPOBHIO pa3BUTHS HH(POPMAIIMOHHBIX TEXHOJIOTUH;

— (QopMUpOBaHHE OCO3HAHHOTO MO3UTUBHOIO OTHOIICHHS K JPYroMy YeJIOBEKY,
€ro0 MHEHHUIO, pE3yJIbTaTy €ro JeATeIbHOCTH;

— (hopmupoBaHUE LIEGHHOCTH 3I0POBOTO M 0€30macHOro obpasa KHU3HU;

— YCBOGHHE TMPaBWJI MHAUBUIAYAIBHOTO M  KOJUIEKTUBHOTO 0O€30MacHOro
MOBEJICHUS ITPU pabOTE ¢ KOMIBIOTEPHOU TEXHUKOM;

— 3HAHUE aKTyaIbHOCTM U TIEPCIIEKTUB OCBOEHUSA TEXHOJIOTUH CETEBOIO
aIMUHHUCTPUPOBAHUS ISl PELICHUS PEAbHBIX 3a7a4.

MemanpedmemHnule pe3ynrvmamaol:

— OpPUEHTHUPOBAThCA B CBOEH CHUCTEME 3HAHUW: OTJIMYAaTh HOBOE 3HAHHE OT
U3BECTHOTO;

— nepepabaTbiBaTh MOJYYEHHYIO WH(OpMAaIuUIo: JeNaTh BBIBOJBI B PE3yJbTaTe
COBMECTHOU pabOTHI TPy, CPABHUBATH U TPYIIIAPOBATH IPEIMETHI M X 00pas3bl;

— paboTaTh MO NPEI0KEHHBIM HHCTPYKIUSAM U CAMOCTOATEIHHO;
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— U3Jarath MbICJIH B YETKOM JTOTMYECKON TOCIE0BATEIbHOCTH, OTCTANBATh CBOIO
TOYKY 3pPEHHUs, aHATU3UPOBATHh CHUTYAlMI0O M CAMOCTOSITEIbHO HAaXOJWUTh OTBETHl Ha
BOITPOCHI yTEM JIOTUYECKHUX PACCYKICHUM;

— omnpeaenarb U (HOopMUPOBATH IEJb JACSITEIIbBHOCTH HA 3aHATUU C TOMOUIBIO
YUUTETIS;

— paboTarthb B rpyIie U KOJIJIEKTUBE;

— YMETb PaccKas3bIBaTh O MIPOEKTE;

— paboTaTh HaJl MPOEKTOM B KOMaH/ie, 3 PEKTUBHO pacipeacssiTh 00sI3aHHOCTH.
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II. KoMmiekc opraHu3alHOHHO-NIeJArOrMYeCKHUX YCJIOBUH peaaiu3auumn
o0umepa3BuBaouieiil NPorpaMMabl

1. Kanenpapubiii yueOHblii rpadguk Ha 2021-2022 yuyeOHbI 1o

e OcHoBHBIE
/i XapaKTepPUCTUKHU
00pa30BaTeIbHOI0 Mpolecca
1. | KonmnaecTBo yueOHBIX HEJEb 36
2. | KonnuecTBO y4eOHBIX JTHEH 72
3. | KoinuecTBO 4acoB B HEECITIO 4
4 KonnuecTBo 4acoB B MEPBBIN IO 144
" | oOyueHus
5 KosimuecTBo 4acoB BO BTOPOU rof 144
" | oOyueHus
6. | Henens B I monyroguu 16
7. | Henensb Bo Il monyroauun 20
8. | Hauano 3ansituii 13 ceHTs0psI
9. | BeIxoaHsle THHA 30 nexabps — 09 siHBaps
10. | OkoHvanue yaeOHOro roja 31 mas
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2. YciaoBus peaju3alMy NporpaMmsl

Mamepuanvno-mexnuueckoe obecneuenue

Tpebosanus k nomeweHuro:

— MOMEIlEHUe JUIsl 3aHATUH, oTBevatoniue TpeboBanusaMm Canllun s
YUPEKICHUHN JTOMOJTHUTEIHOTO 00pa30BaHMS;

— Ka4eCTBEHHOE OCBEILICHHUE.

Obopyoosanue:

— CTOJIbI, CTYJbsl 1O KOJWYECTBY oOywarommxcs U 1 pabouyum MecToMm Jyist
nejarora;

— KOMIIBIOTEPHI U HOYTOYKH Ha KaXKJI0ro 00y4aronierocs U mpemnoiaBaress;

— aKyCcTHYecKasi CUCTEMA;

— poyrtep;

— KOMMYyTatopsl (Ha 24 u 48 nopToB);

— MapuIpyTHU3aTop ¢ MHTerpupoBaHHbIMU cepBucamu Cisco ISR 4321;

— Kalenu 1 00’)KMMHON MHCTPYMEHT, KOHHEKTOPBI,

— MaT4-NaHesb;

— unrepdeiicubiit HWIC monyib;

— mexcerteBoii okpan Cisco Firepower 1010 ASA Appliance, Desktop;

— mKag MOHTAXKHBINA HANIOJIbHBIN;

— moayab SFP+ tpancusep MikroTik S+2332LC10D;

— kvm KOHCOJIB;

— MOHOOJIOYHOE UHTEPAKTUBHOE YCTPONCTBO;

— HaroJibHasi MOOUJIbHAs CTOMKA JJI1 MHTEPAKTUBHBIX IOCOK UM YHUBEPCAILHOE
HACTEHHOE KPEeIJICHHUE;

— JIOCKa MarHUTO-MapKepHasi HACTEHHas;

— (pumyapr.

Hngpopmayuonnoe obecneuenue:

— MporpaMMHoOe oOecreueHue i CETEBOro aJMUHUCTpUpoBaHus: VMware

Workstation Pro, TeamViewer Premium, Microsoft Office 2019 Pro Plus.
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Kaopoeoe obecneuenue:

Peanu3oBpiBaTh MpOrpamMmy MOTYT TENAaroTd JOMOJHUTEILHOTO 00pa3oBaHMS,
oOnafaroue JIOCTATOYHBIMU 3HAHUAMH B 00JIACTM TEJArorukd W TCUXOJIOTHH,
METO/IOJIOTHHY, 3HAIOIMNE OCOOCHHOCTH OO0ydYeHHs 1o HampaBiieHnio «CHCTeMHOe

aIMUHHACTPUPOBAHKED.
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3. DopMBI aTTECTALUM U OLICHOYHbIC MATEPHAJIBI

Cucrema KOHTPOJSI 3HAHUM M YMEHHMM y4JalIuxcsl NpeJICTaBIsETCA B BUAE y4€Ta
pE3yJIbTaTOB II0 UTOTaM BBINOJIHEHUS 3aJaHUI OTIENbHBIX KEHCOB M MOCPENCTBOM
HAOJIIO/IEHUS, OTCIIC)KUBAHUS JUHAMUKH Pa3BUTHSI yUaIETOCS.

HtoroBas arrecranusi ywammxcsi ocymiectsisiercss no 100-OamibHO# 1mikane,
KOTOpasi MEpPEBOAUTCA B OAMH U3 YPOBHEN OCBOEHHs 0Opa3oBaTEbHOM IPOrpaMMBI

COTJIACHO Ta0JIHUIIE:

Tabmuma 4
banbl, HaOpaHHbIE 00Y4alOUIUMCS YpoBeHb 0CBOCHHUS
0-50 6ayoB Huskuit
51-75 GamioB Cpennmii
76—100 GanaoB Bricokwuit

@opMbl TIPOBENCHUA MTOTOB IO KAXIOM TEME U KaXIOMY pasdeiny
oO1epa3BUBalOIIEH TPOrpaMMbl COOTBETCTBYIOT 1iesisiM U 3a1ayam JJOOII.

NuauBuayanbHBIN/TPYNIOBOM MPOEKT OLIEHUBAETCA (HOpMHpPYyEeMON KOMHUCCHEH.
CoctraB xoMuccuu (He MeHee 3-X YeNoBeK): mejaror (B 00s3aTeIbHOM MOPSJIKE),
aJMUHUCTpalMsi  y4yeOHOW  OpraHu3aluu, MpHUBETCTByeTcs  mnpuBieueHue IT-
npodeccroHanoB, MPEACTABUTENCH BHICIINX U IPYTUX YU€OHBIX 3aBECHUI.

KoMroHeHTaMu OII€HKH WHIWBUYaJIbHOTO/TPYNIIOBOTO MPOEKTa SABIAIOTCS (10
Mepe yObIBaHMS 3HAUMMOCTH): KadecTBO UII, 0T3bIB pyKOBOOMTENS MPOEKTA, YPOBEHD
Ipe3eHTally U 3aUUThl TpoekTa. Eciau nmpoekT BBINOJHEH Ipynnoi 00y4aromuxcs, To
IIPU OLIEHUBAHUU YUYUTHIBAETCSA HE TOJIBKO YPOBEHB UCIIOJIHEHHUS MPOEKTA B LIEJIOM, HO U
JINYHBIN BKJIAJ KaXJ0T0 U3 aBTOPOB. PellieHne npuHuMaeTcst KoJuieruaiabHo. st OeHKH
IPOEKTAa 4YJIEHAM KOMHUCCHHM PEKOMEHIYETCS HCnoJib30oBaTh «biank ounenkn UID»

(ITpunoxxenue §).
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4. MeToauveckne MaTepUAaJIbI

OO0pazoBaTenbHbIN MPOLIECC OCYIIECTBISIETCA B OYHOU popme.

B o0pa3oBaTenbHOM MPOLECCE UCTIOIB3YIOTCS CIEIYIOLIUE MEMOObl:

1. OOBSICHUTETBLHO-UIUTFOCTPATUBHBIN;

2. Mertoa mpoOIeMHOro H3M0KeHHs (TOCTaHOBKA MpOOJEeMBbI M pelleHue e
CaMOCTOSITEJIbHO WM TPYIIION);

3. IIpoeKkTHO-UCCNETOBATENBCKU;

4. Harnagueii:

— JIEMOHCTpaIus [JIAKaTOB, CXEM, Ta0JIHII, TUArpaMM;

— HCIOJIb30BAHUE TEXHUYECKUX CPEJICTB;

— OPOCMOTP KHUHO- U TEIENPOTPaAMM;

5. IIpakTryeckuit:

— NPaKTUYECKHUE 3a1aHUSs;

— aHaJIM3 U pelieHue MPOOIEMHBIX CUTYaIlMi | T. 1.

Bribop MeTon0oB 00y4deHHsI OCYIIECTBISETCA MCXOAS U3 aHaliu3a YpPOBHS
TOTOBHOCTH OOYYalOIIUXCSI K OCBOCHHUIO COJAEP)KAHMUS MOMYJS, CTEIEHU CIO0XHOCTH
Marepuana, Tuna yueoHoro 3ansatusi. Ha BBIOOp MeTO10B 00yUYeHUs 3HAYUTEIBHO BIUSET
MEPCOHANILHBIN COCTAaB TPYMIbI, WHIWBUIyAIbHBIE OCOOEHHOCTH, BO3MOXXHOCTH U
3aIpOCHI IETEN.

Ouenounvie mamepuaivl 011 ammecmauuu 00y4arnwuUxcsa no Mooyio

Mooyns 1. Beeoenue

KoHTponpHOE TECTUPOBAHKUE IO MOIYIIO

Mooynb 2. Cucmemsbl uenmpaiu3z06anHo20 ynpasieHus noab306amenimu, 6eo-
cepeucol, KOHuzypuposanue omKazoycmouvueoil cemu

KoHTponpHOE TECTHPOBAHUE IO MOIYIIIO

IlIpoekmmnas deamenvHocmo

Hrtorossliil npoaykT Mmoayneu 1, 2

Mooyne 3. Beeoenue 6  pacwupennwviit  kypc  «Cucmemnozo
AOMUHUCMPUPOBAHU)

KoHTpoisibHOE TECTUpPOBAHKE 110 MOIYJIIO
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Mooyns 4. Cozoanue cemu ¢ ucnoyibzoeanuem cemesozo 00opyoosanus Cisco

KoHTpoJsibHOE TECTHPOBAHUE 110 MOIYIIIO

Ilpoexmmnasa oeamenvnocmo

Htorossiii npoayKT Moaynen 3, 4

Dopmwl 00yuenus:

— ¢pponmansvnan — npeanosaraeT paboTy memarora cpasy Cco BCEMH
00yJaromMUMHUCA B €IMHOM TeMIIe U ¢ OOIUMH 3amadamu. Jjis peanu3anuu oOydeHus
UCITOJIB3YETCSl KOMIIBIOTEp TMeJarora ¢ MYJIbTUMEIHA TIPOSKTOPOM, IOCPEICTBOM
KOTOPBIX YYEOHBIH Marepuan JEeMOHCTPHpPYETCS Ha oOmmid 3KpaH. AKTHUBHO
UCITONB3YIOTCS IHTepHET-peCypChl;

— 2pynnoeas — NPeIoiaraeT, YTo 3aHATUS IPOBOJATCSA C HOArpynnou. s storo
rpynmna pachpenensieTcss Ha MOATrpynmsl He Oornee 6 denmoBek, paboTa B KOTOPBIX
peryiaupyeTcs eJarorom;

— UHOUGUOyanIbHaA — NOJIPA3yMEBAET B3aUMOJICHCTBHE MIPEMNOIaBATENs C OJHUM
oOyuarormumcsi. Kak mpaBuno pgaHHas ¢opMa HCHOJB3YeTCsI B COYETAaHUM C
¢dbponTansHol. YacTh 3aHATHSA (0OBSICHEHHWE HOBOM TEMBbI) MPOBOAUTCS (POHTAIBHO,
3aTeM OOYYArOIIMICS BBITIOJHSIOT WHIWBUyAIbHBIC 3aJIaHUs WIM OOIIUE 3aJaHus B
WHUBUTyIbBHOM TEMIIE;

— OUCMAHYUOHHAA — B3aUMOJICHCTBHUE TeJarora 1 o0y4Jaromuxcs Mexay coooi
Ha PACCTOSHUU, OTPAKAIOIIEEe BCE MPUCYITHE YIEOHOMY MPOIECCY KOMIOHEHTHI. J[7s
peanu3aluyi UCTAHIIUOHHOW (OpMBI 00y4YeHUS BECh JUIAKTUYECKHA MaTepua
pasmeniaercsa B CBOOOHOM J10cTyme B ceTu MIHTepHeT, MporucxXoauT CBOOOAHOE 00IIICHUE
nejarora U 00yJaromuxcs B COIUATBHBIX CETSIX, IO JICKTPOHHOU MOYTE, MTOCPEICTBOM
BHUJICOKOH(EpEeHIIMN WM B o0meM dare. Kpome TOro, AUCTaHIIMOHHOE OOy4YeHUE
MO3BOJISIET MPOBOJANTHh KOHCYJIBTAIIMM OOYYaIOMIErocsl MPU CaMOCTOSTEIbHOU paboTe
noma. HamaxkeHHast cucTteMa CETEBOTO B3aMMOJICHCTBUSA TOJIPOCTKA U TIEAarora,
MO3BOJISIET HE OIPaHUYUBATH IIpoliecc 0OYUYCHHUS HaXOXKICHHEM B yYeOHOH ayJTUTOpPHH,
o0ecreunTh BO3MOKHOCTh HEMTPEPHIBHOTO OOYYECHHS B TOM YHUCIIE, JIsl 4ACTO OOJICIOIINX
JIeTel WM BCEX JEeTeld B IMEPUOJ CE30HHBIX KapaHTHUHOB (HAmpuMep, MO TPUIIIY) U

TEMIICPATYPHBIX OTPAHUYCHHUAX ITOCCHICHUA 3aHSITUH.
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Dopmul opeanuzayuu yueOH020 3aHAMUA:

B o6pa3zoBaTenbHOM Mpollecce MOMHUMO TPAJAUIIMOHHOTO Y4eOHOTO 3aHSTHS
HCIIOJIB3YIOTCS. MHOTOOOpa3Hbie (OPMBI, KOTOPbIE HECYT Y4eOHYIO Harpy3Ky U MOTYT
UCIIOJIb30BAaThCS KAaK AaKTHUBHBIE CIOCOOBI OCBOEHHUS JEThbMU 00pa3oBaTelIbHON
porpamMmbl, B COOTBETCTBMM C BO3PACTOM OOYyYarOUIUXCs, COCTABOM TI'pPYMIbI,
coJepkaHueM ydyeOHOro Momyss: Oeceda, JEKIUs, MAacTep-KJIacC, MPAKTUYECKOE
3aHATHE, 3alUTa NPOEKTOB, KOHKYPC, BUKTOPUHA, JUCITYT, KPYIJIbIA CTOJI, «MO3TOBOM
LITYPM», BOPKILIOI, IJIOCCUPOBaHUE, AEJIOBast UTpa, KBU3, SKCKYPCHSL.

Hekoropbie ¢Gopmbl TMpOBEACHHUS 3aHATUA MOTYT OOBEIUHSATH HECKOJIbKO
y4eOHBIX TPYNI WU BECh COCTaB OOBEAMHEHMS, HAPUMEP, DKCKYPCHs, BUKTOPUHA,
KOHKYPC H T. 1.

Memoobt 6ocnumanua: MOTUBaLUA, YOexJCHHE, MOOLIPEHHE, YIpPaKHEHUE,
CTUMYJINPOBAHUE, CO3JaHUE CUTYallUH yCIeXa U Jp.

Ileoazocuueckue mexnonocuu: WHIUBUAYAIU3aluUd OOYUYEHUS; TPYMIIOBOTO
0o0y4eHHUsI; KOJIJIEKTUBHOT'O B3aUMOOOyudeHMs; Iu(EepeHIIMPOBAHHOTO OO0y4CHUS;
Pa3HOYPOBHEBOTO OOYyYEeHUS; TPOOJIEMHOT0 OOYyYEeHHS; Pa3BUBAIOIICTO OOY4YEHUS;
JUCTAaHIIMOHHOTO OOY4YEHMs; UTPOBOM JIEATEIbHOCTH; KOMMYHHUKATUBHAS TEXHOJOTHUS
oOy4eHHs; KOJUIEKTUBHOW TBOPYECKON AESATENBHOCTH; PEIIEHUs H300peTaTeNbCKUX
3a]1a4; 3710poBbecOeperaronias TEXHOJIOTUsl.

Jludakmuueckue mamepuavl:

[TocoOus mo kaxkmou u3ydaemoi TeMe (B BUAE CIHUCKAa KOMaHA U BO3MOXXHOCTEH
JTAHHOM TIPOTrpaMMBbI C MIOSICHEHUSMHU ); YIIPAKHEHUS 10 KaXK 10U n3ydyaeMou TeMe (B BUJIE
CIINCKA JIOTUYECKHU CBSI3aHHBIX JIEUCTBUM C M3Yy4aeMOM NPOrpaMMoOM, NMPUBOLALINAX K
KaKoOMy-JIH0O pe3ynibTary); Marepuainbl mo TtepmuHojoruu [1O; MHCTpyKIuU 110

HAcCTpoWKe 000pyAoBaHUs; yueOHasl U TEXHUYECKas JIUTepaTypa.
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Cnmcok Jureparypsl

HopMmaTuBHbBIE TOKYMEHTbI:

1. denepanbHbiii 3akoH «O0 oOpa3zoBanuu B Poccuiickoit ®denepanuu» OT
29.12.2012 N 273-®3.

2. Ctparerus pa3Butus Bocnutanus B Poccuiickoit @enepannu Ha nepuon 1o 2025
roga. Pacnopsokenue IlpaButensctBa Poccuiickonn ®@enepanmu ot 29 mas 2015 .
Ne 996-p.

3. [TucekMo MunucrtepcTBa oOpazoBanus u Hayku PO ot 18.11.2015r. Ne 09-3242.
«O  HampaBineHMM ~ MeETOOMYECKMX  PEKOMEHJAaUWid 1O  IPOECKTUPOBAHHIO
JIOTIOJIHUTEBHBIX 00IIEPa3BUBAIOIINX MPOTrpaMM (BKIIIOUAsi Pa3HOYPOBHEBHIE )».

4. Pacnopspxenue npaputenabctBa PO ot 04.09. 2014 No 1726-p «O0 yTBEepKI€HUN
Konnenimu pa3Butus JOMOTHUTEILHOTO 00pa30BaHus AETE».

5. «OcHoBBHI 3aKk0HO1aTENbCTB PD 00 oxpaHe 3710pOBbs TpaXKIaH», YTBEPKICHHbBIC
BepxoBubiMm coBeTom P® o1 22.07.1993 Neo 5487 - (pexn. ot 25.11.2009);

6. ®enepanbubiii 3akoH 0T 24.07.1998 Ne 124-D3 «O0 0CHOBHBIX TapaHTHIX MPaB
pe6énka B PDy;

7. ®enepanbhblil 3akoH 0T 21.11.2011 Ne323-D3 «O6 ocHOBaxX 0XpaHbl 310pPOBbS
rpaxaan B Poccurickoit @enepanumn.

8. Ilpuxaz MunucrepctBa npocseuieHusi Poccun ot 09.11.2018 r. Ne 196 «O6
yrBepxkaeHun  [lopsinka  opraHu3almu M OCYIIECTBICHHS  0Opa30BaTEIbHOMN
JEeSATEIBHOCTH MO JOIMOJHUTENbHBIM 001eo0pa3oBarenbHbiM nporpammam» (IIpukas
Nel008 oTmeHnen).

Cnmcok JTuTepaTrypbl, HCNOJb30BAHHON NIPY HANIUCAHUM NPOTrPaAMMBbI:

1. AnmunuctpupoBanue JokanbHbix cered Windows NT/2000/.NET: Yuebnoe
nocobue. Hazapos C. B. — 2-e u3., nepepab. u nomn. — M.: ®unaHcs u ctatuctuka, 2003.
—480 c.: n.

2. AnmunucTtpupoBaHue cetd Ha npumepax. [lomsk-bparunckuit A. B. — CIIO.:
BXB-Ilerepbypr, 2005. — 320 c.: ui.

3. AnmapaTHble cpejcTBa JIOKalnbHbIX ceTed. DHiuknonenus / M. I'yk, — CII0.:

[Turep, 2004. — 573 c.: un.
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4. ApxuTekTypa KOMIBIOTEPHBIX CHCTeM U ceTed: YueO. mocobue /
T. Il. bapanosckas, B. W. Jlowiko u ap.; mox pen. B. U. Jloiiko. — M.: ®uHaHCH U
cratuctuka, 2003. — 256 c.: u.

5. BuptyaibHble MaIIMHBI: HECKOJBKO KOMIIbIOTEpOB B ojHoM (+CD). /
A. K. I'ynbrsieB — CII6.: [Tutep. 2006. — 224 c.: ui.

6. BeraucnutenpHbIe CUCTEMBI, ceTH U TenekommyHukammu / B. JI. bpoiino — CII6.:
ITutep, 2003. — 688 c.: ui.

7. BeruncnuTeNbHbIE CUCTEMBI, CETU U TEJIEKOMMYHHUKAIUU: YUYeOHUK. — 2-€ U31.,
nepepab. u gom. / A. Il. Ilatubparos, JI. Il. I'yneino, A. A. Kupuuenko; Ilox pen.
A. I1. [IatudparoBa — M.: ®unHaHCh U cTaTUcTUKa, 2004. — 512c.: ui.

8. 3ammuTa KOMIBIOTEPHOW HH(OpPMAIMK OT HECAHKIIMOHHUPOBAHHOTO JOCTYTIA.
A. 10. Hlernos. — CII6.: U3narensctBo «Hayka u Texuuka» — CI10.: BXB —IletepOypr,
2000. —384 c.: u.

9. 3nakomcTtBO ¢ Microsoft Windows Server 2003 / Ilep. ¢ anrin. / [Ix. XaHukar —
M.: U3natenbcko-ToproBoiid 1oM «Pycckas penakuus», 2003. — 464 c.: ui.

10. WUnaTepHeT: mpoToKObl Oe3omacHOCTH. YueOHblii kypc. bmk V. — CII6.:
ITutep, 2001. — 288 c.: ui.

11. Undopmaruka: Yueb. mocobue mis ctyd. neda. By3oB / A. B. Morues,
H. U. Ilak, E. K. Xennep; [lox pen. E. K. Xennepa. — 3-e u3z., nepepad. u gom. — M.:
N3parenbckuil neHTp «Akanemusi», 2004. — 848 c.

12. Dnpkonnd Jl. b. Jlerckas ncuxosnorus: yue6. mocoOue Jyuisi CTY. BBICIHI. y4eo.
3aBenenuit / JI. b. OnbkonuH; pen.coct. b. J[. DnbkoHuH. — 4-¢ u3d., crep. — M.:

N3parenbckuil ueHTp «Axanemusi», 2007. — 384 c.

dnekmponnsvie pecypcol:
1. CnoBappr  paboyux TEPMUHOB MO HOpeaAnpoPUILHON  MOITOTOBKE
[DNEeKTpOHHBIH pecypcl]. URL:

http://www.do.tgl.ru/files/specialized education/2347 3.pdf
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[Tpunoxenue 1

baank HaOJr0aeHns 32 00y4alOIUMHUCH

ITOKA3SATEJIH

LVLI9IUA€dd

INKLOOHHOII
IWHMOORMHXJL-OHIIreudoLen
3 BEOLUOOHLO OHLedAMMY

09100RMHIAdL0D 90901 BH LI

KULEHRE OUHORIL g
00do1HM ‘AdUIBUIIMHU LIBLEBOd] |

UULEHOLY
AWALOMD 01K40€LQ LIAEAIOLD]]

EULEHBS OUHOKhIL € HIIRLEWHHY|

I'pynma

0)5(0)

n/n

10

3a Kax0e coriacue ¢ yreepkaeHuem 1 — Gai.
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JInucr oueHku padoThI 00y4arOIMXCH
B Ipouecce padoThl ¢ cepBEPHBIM 000PYAOBAHHEM

[Tpunoxenue 2

Ne rpynmer: Jlara:
Ne dUO CI0XHOCTE CooTBeT- [Ipe3enTanus CreneHn Komnuect
n/ | oOy4aromierocsi | HaCTPOWKH CTBHE MOJIENH II0 YBJICUEHHOCTH BO
I 000OpyI0BaH | MOCTaBIICHH TJIaHy. MIPOIIECCOM U | BOIIPOCOB
ust ol 3a7a4u U Creneun CTpEMJICHHS K 51
(mo mkane | peanu3anuu BJIAJICHUS OPUTUHAJILHOC | 3aTpyaHE
or0 105 pelieHus CIIEIIHAIBHEI TH TIpU HUH
OaJIoR) (mo mrkane MU BBITIOJTHCHUH (T, 3a
or0 o5 TEepMHUHAMHU 3agaHui (1Mo OJTHO
OaJIIoB) (mo mkasne oT | mkane ot 0 10 | 3aHATHE)
0nmo5 5 6anoB)
0aJIJIOB)
1.
2.
3.
4.
5.
6.
7.
8.
9.

10.
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JInucer oueHku padoThI 00y4arOIMXCH
B IpoLecce HACTPOMKHA KOMMYTALIMOHHOI0 1 KOMIIBIOTEPHOI0

[Tpunoxenue 3

o0opynoBaHust
Ne rpymnisr: Jara:
Ne 0)4(0) CootBer- | CooTBerct- Crenenn Crenenn Kon-Bo
H/H 06yan0meroc;1 CTBUC BUEC BJIaACHU S YBJICUCHHOCTH BOIIPOCOB
MMOCTPOCHHOM| HAMMCAHHOW | CHEUUAJIbHBI- MPOLECCOM U 3aTpya-
KOHCTPYKIIMH| IIPOTrPaMMBI MH U CTPEMIICHUSA HEHUU
3aJlaHHOM | 3aJaHHBIM TEPMHUHAMU | K OPUTHHAIb- (.
MOJEIn LEIAM (mo mikae HOCTH IIpA 3a OJTHO
(mo mkase ot| (IO mIKaie ot 0105 BBITIOJITHCHUH | 3aHSTHE)
0nmo5 or0 o5 0amioB) 3a1aHui
OaJIIoB) 0aJIIoB) (mo mkae ot
0 1o 5 6anoB)
1.
2.
3.
4.
5.
6.
7.
8.
9.

10.
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[Tpunoxenue 4
IIpMep KOHTPOJIBLHOI0 TECTUPOBAHMSA 10 POrpaMMe
«CucreMHOe aIMUHUCTPUPOBAHUE» (CTAPTOBBIH YPOBEHB)
MonayJsb 1. BBenenne

r. Bepxuss [Ieimma Jara

Maxcumanvroe 8pems evinoaneruss 3a0anuil: 30 munym

®UO obdyuaromerocs I'pynna

Bomnpocsl TecTOBOIO 3a1aHUA
3amanue Ne 1

1.1. Kakue yctpoicTBa SBISIOTCS YycTpodcTBamMu BBoja? (Bwibepume Osa
sapuanma)
A.  TOpoexkTop
b udpoBoi ¢poroannapar
B JUHAMUKNA
I. IIPUHTEP
A

YCTPOMCTBO OMOMETPUUECKOI ayTeHTHU(UKALIUU

1.2. Kakoii TepMHH HCHOJB3yeTCS ISl OINPENEICHHUs] NPOBOJHHKOB Ha
MaTEpPUHCKON IIaTe, KOTOphle OOECMEeUMBaIOT MNEPEHOC MaHHBIX U3 OJHOW YacTu
KOMIIBIOTEpA B APYTYIO?

Hab6op muxpocxem

b. Moct
B. IInaTa BBOZA-BRIBOIA
I. [IInna

1.3. UYro, kak mpaBWUO0, KOHTPOJUPYETCS CEBEPHBIM MOCTOM 4HIICETa?
(Bvibepume 06a eapuanma)
A.  ob6men nannsiMu Mexny LI u 3BykoBoO# miaToit

b. JOCTYT K BUJICOKApTE
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obmen manubivMu Mexay L1 u sxecTkuM quckom

.

obmen ganHbiMu Mexay L1 u mopTamu BBoAa-BeIBOAA

noctyn k O3Y

1.4. Kakoli KOMITOHEHT OKa3bIBa€T HanOOJIbIIIee BIUSHIE HA BEIOOP KOpITyca U
0JI0Ka MUTaHUs NP co3faHuu HoBoro [1K?
A.  Twum )kecTKoro aucka
b Mopyne O3Y
B 3BYyKOBasl KapTa
I. MarepuHckas nara
A

Buneoananrep

1.5. Ilonp3oBarens, urparonmi B Bugeourpy Ha urposoM IIK co cranmaptHbIM
xectkuM auckoM EIDE 5400 o6/mMuH, 3aMeudaeT 3HAUYMTEIHHOE CHI)KCHHUE YPOBHS
MPOU3BOAUTENBHOCTH. Kakoil BapuaHT OOHOBJIEHHUS JKECTKOrO JUCKA TTOMOXET
NOBBICUTh YPOBEHb POU3BOJUTEIBLHOCTH, & TAKKE YBEJINUUT HAIE)KHOCTh KOMITBIOTEPA
Y CHU3HT €ro 3HepromnorpediaeHue?

A.  TBepIOTEbHBIN HAKONIUTEIIb

b Kectrnit quck SATA 10 000 06/mMuna
B.  Kectkuii quck SATA 7200 o6/mMuH
r Kectruit quck EIDE 7200 06/mMun

3ananue Ne 2

2.1. Kakme pgBa TpeOOBaHMS K amlapaTHBIM CPEJICTBaAaM KOMIIBIOTEpA
MIPEABSIBISIIOTCS B CIy4ae HEOOXOJUMOCTH 3aIlyCKa HECKOIBKUX BUPTYAIbHBIX MAITHUH?
(Bvibepume 06a sapuanma)
A.  HeckoapKO MOHUTOPOB
b bonwmoii 06bem O3Y
B.  Buaeoapanrep BBICOKOTO pa3pelICHUs
r

BricokockOpoCTHOM aanTep 0eCrpoBOIHOMN CBSI3U
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.  Mmuorosaepusii L1

2.2. Kakasg enuHWIIa W3MEPEHUN WCTOIB3YETCA MJIsi O0O3HAYCHHS CKOPOCTH
KECTKOro AUcCKa?
A.  Ywucno crpaHull B MUHYTY
b Yucno knacTepoB B MUHYTY
B.  Ywucno 060poTOB B MUHYTY
r

['uradamnTel

2.3. Kakoii Thn pa3béMa MOKHO MCIOJIb30BaTh IS MOACOEINHEHNS BHYTPEHHETO

YKECTKOIO JAUCKaA K MaTepHHCKOﬁ riare?

A. SATA

b USB

B. eSATA

r Thunderbolt

2.4. YxaxuTe Ha3HaueHue 0JIOKA MUTAHUS:

A. TIpeoGpa3oBaHue MepeMEHHOTO TOKA B IOCTOSIHHBIN TOK 060J1e€ HU3KOTO
HaIpsHKEHUS

b. [IpeoOpa3zoBaHue MEPEMEHHOTO TOKA B TOCTOSIHHBIN TOK 00JIe€ BHICOKOTO
HaIpsHKEHUS

B.  IIpeo6pa3oBaHue NOCTOSIHHOTO TOKA B IEPEMEHHBIN TOK 00Jie€ BLICOKOTO
HanpsHKeHUs

I. [IpeobpazoBaHue MOCTOSIHHOTO TOKA B IEPEMEHHBIN TOK 00Jie€ HU3KOTO

HaIpsDKEHUS

2.5. lHeHep BBINOJHIET OCMOTP MAaTEPUHCKOW IJIAThl U BUINUT 24-KOHTAKTHBIN
pazbem. Kakoil KOMIOHEHT MOAKIIOYAeTCsl K MATEPUHCKON IUiate yepe3 AToT 24-
KOHTAKTHBIN pazbem?

A. muck SATA
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OJIOK MUTAHUSA
BUJICOKApTa

IIpHUBOA THOKHX JHUCKOB

H O m

MPUBOJ ONITUYECKUX AUCKOB PATA

3aganue Ne 3

3.1. Komnbrotep ¢ oneparmonHoit cuctemorr Windows 7 Bkitouaercsi, Ho OC He
3arpyxaercs. MHxeHep MoJo03peBaeT, 4To ONEepaldoHHas cucTteMa Obula aTakoBaHa
BUPYCOM, 4YTO MpHUBEJIO K e HeucnpaBHOcTH. Kakue Mephl MOXHO NPUHATH IS
BOCCTaHOBJIEHUs paboTocrnocooHoctn OC?
A.  Brmonnuts chkdsk Ha moBpexaeHHOM IHCKE ISl BOCCTAHOBIIEHUSI CUCTEMHBIX
(haiiyoB 10 MOCIIEYCTAHOBOYHOTO COCTOSIHHUSI.
b.  Hcnonb3oBaTh mocie0BaTeIbHOE PE3EPBHOE KOMTUPOBAHKE IS BOCCTAHOBJICHHS
CUCTEMBI.
B.  Hcnonb3oBaTh pa3HOCTHOE Pe3€pPBHOE KOMUPOBAHUE ISl BOCCTAHOBIICHHUS
CUCTEMBI.
I. Hcnonb3oBaTh 00pa3 CUCTEMBI, CO3/IaHHBINA 10 BOSHUKHOBEHUS COOS, IS

BOCCTAHOBJICHUA CUCTCMBI.

3.2. UTto ucnonp3yeT onepanroHHas CUCTEMa JJIsl CBSI3U C allllapaTHBIMU
cpeacTBaMu?
A.  HHurepdeiic mporpaMMupoOBaHUs MPUIIOKEHUN
b HpaitBep ycTporcTsa
B. BIOS
I CMOS

3.3. HazoBuTe aBe GyHKIIUU OTIEPAIIHOHHON CUCTEMBI:

yrnpasieHue BIOS

SE

YIPaBICHUE NPUIIOKEHUIMHU

peaaKkTupoBaHue OJIOK-CXEM
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KOHTPOJIb JIOCTYTIa K 000y T0BaHHIO
KOMITHJISITIHSI TPOTPaMM
oOpaboTka TeKcTa

BBIXO/ B I/IHTepHeT

3.4. Kakoii TepMuH 0003Ha4aeT CIOCOOHOCTh KOMITBIOTEPA BHIMOIHSATh

OJIHOBPEMEHHO HECKOJIBKO MPUIOKEHU?

A.

b
B.
I

MHOIo3a1a4HOCTb
MYJIbTUMCIHUA
MHOTOII0JIb30BaTEIbCKUI PEKUM

MHOTOMpolieccopHas 00paboTka

3.5. Kakyto 0011yto nmporieaypy MOKET BHITIOJHUTh TEXHHUECKUI CTICITHATICT

JUISL OTIPEICSICHHUS] TPUYMHBI HETI0JIaIOK B paboTe ONepalimOHHON CUCTEMbI?

A.

b.
B.

[TpoBepuTh OJO0K MUTAHUS
[IpoBepuTh COETMHEHHS BEHTHIISITOPA U YOSAUTHCS B €r0 paboTOCIIOCOOHOCTH

3any3HTI> KOMIIBIOTEP B 0e301acHOM PEKUME, YTOOBI OInpCACINTDL, CBsA3aHa JIn

HETOJIAJIKA C JIpaiiBepaMu

I.

3a10KyMEHTUPOBATh BPEMSI, 3aTPAYCHHOE Ha pa3pelieHue NpooieMbl.
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[Ipunoxenue 5
IIpumep KOHTPOJIBHOI0 TECTHPOBAHMS (CTAPTOBbII YPOBEHb)
Mopyab 2. CucTeMbl HEHTPAJIN30BAHHOIO YIIPABJIEHHS M0JIb30BATEISIMHU, BeO-

CepBUCHI, KOHPUTYPUPOBAHUE OTKA30YCTOMYUBOU CETH

r. Bepxussa [Ismma Hara

Maxcumanvroe epems evinonrnenus 3aoanuii: 30 munym

D®UO obdyuaromerocs I'pynna

1. B yem 3akitogaeTcs HEAOCTATOK pa3BEPThIBAHUS OJHOPAHTOBOM ceTu?
1) TpyIHOCTH HACTPOMKH;
2) OTCYTCTBHE LIEHTPAJIN30BAHHOTO aIMUHUCTPUPOBAHMSI;
3) BbICOKAS CJIOKHOCTD;
4) noporoBusHa.
2. 3auem HyxeH [P-agpec?
1) [To3BossieT onpeAETUTh (PUINIECKOE PACTIOIOKEHHUE LIEHTPa 00padOTKH JaHHBIX.
2) [1o3BosisIeT ONPENENUTh MECTO B IAMSTH, U3 KOTOPOTO 3allyllieHa IporpaMma.
3) ITo3BouisieT onpeaeauTh OOPATHBIN agpec I OTBETHBIX SJIEKTPOHHBIX ITUCEM.
4) [1o3BoJsIET ONPEENIUTh UCTOYHUK M MECTO HA3HAUEHHUS MTAKETOB JIAHHBIX.
3. [lokynarens pazMeniaet cMapT(dOH PsIOM ¢ TEPMUHAIIOM OIJIaThl B Mara3uHe,
U TUIaTa 3a MOKYMKHU yCIeUHO ocyiecTisiercs. Kakoii Tum 6ecripoBOIHOM TEXHOJIOTHU
UCIIOJIb30BAJICS?
1) Bluetooth
2) NFC
3) Wi-Fi
4)3G
4. CeteBoii Kaledb Kakoro THMA OOBIYHO HCHOJB3YETCS MJsl MOJKIIOYCHUS
O(HMCHBIX KOMITBIOTEPOB K JIOKAJIBHON CETH?
1) KoakcuanbHBIN KabeIb;

2) BUTas Mapa;
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3) BOJIOKOHHO-ONITHYECKHUI KaOelb;
4) noMMepHbIN BOJIOKOHHO-ONITUYECKUI KaOellb.

5. KakoBbI peuMymiecTBa UCIOIb30BaHMS BOJIOKOHHO-ONTHYECKOTO Kabens 1Jis
HNOJKIIIOUEHUs YCTpoicTB? BriOepuTe 1Ba BapuaHTa.

1) BonokoHHO-onTHYECKH  Kabelb  yCTOWYMB K  JJEKTPOMAarHUTHBIM |
BBICOKOYACTOTHBIM MTOMEXaM.

2) JlivHa BOJIOKOHHO-OIITUYECKOT0 KaOessl MOKET IOCTUTaTh HECKOJIBKUX KUIIOMETPOB.
3) B BOJIOKOHHO-ONTUYECKOM Kalese HCIOIb3yeTCs TOMOJHUTEIbHOE YKPAaHUPOBAHHE
JUIS 3aIUThl MEHBIX IPOBOJIOB.

4) BoIOKOHHO-ONITUYECKUN KaOeb yI00€H B YCTaHOBKE.

5) BonokonHo-onTHuUecKHid  Kabedb OOBIYHO  HCHOJB3YeTCs B HEOOJBIINX
KOPIOPATUBHBIX U JOMAIIHUX CETSIX.

6. OyHKIHMH KaKuX JBYX ypoBHEN Mozaenn OS] cOOTBETCTBYIOT YPOBHIO CETEBOIO
noctyna moaenu TCP/IP? Beibepute n1Ba Bapuanra.
1) ypoBeHb NPUITOKEHUH;

2) usnueckuii;
3) TpaHCIIOPTHBIN;
4) ceTeBoOl;

5) KaHAJIBHBIN.

7. KakoB MUHHUMaIbHBIN pa3mep nonyctumoro kajapa Ethernet?

1) 48 Gaiir;
2) 64 GaiiT;
3) 96 Gaiir;
4) 128 Oaiir.

8. K cnenmanucty mo KOMIbIOTEPHBIM CETSIM OOpaTHIIHCh JUTS pa3pabOTKU CXEMbI
[P-anpecanuu B cetu 3aka3zumka. B cetn OyayTt ucrnosb3oBatbes [P-agpeca u3 cetu
192.168.30.0/24. Crneuunanuct Bbimenser 254 I[P-agpeca aiisi XOCTOB B CETH, HO
uckmouaer [P-aapeca 192.168.30.0/24 u 192.168.30.255/24. Tlodyemy cCHEUHAIUCT

JIOJKEH UCKIIIOUUTH 3TH J1Ba [P-aapeca?
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1) IP-agpeca 192.168.30.0/24 u 192.168.30.255/24 3ape3epBUpOBaHBI JJIsi CEPBEPOB
37eKTpOHHOM 1ouThl 1 DNS-cepBepos.
2) IP-agpeca 192.168.30.0/24 u 192.168.30.255/24 3ape3epBUpOBaHbI ISl BHEITHUX
MOJIKIFOYEHN K IHTEpHETY.
3) IP-aapec 192.168.30.0/24 smnsiercst ceteBbiM [P-ampecom, a 192.168.30.255/24 —
IMpOKOBeImarenbHbIM [P-anpecom.
4) 192.168.30.0/24 sBnsercsa [P-agpecom, 3ape3epBUPOBAHHBIM JJIs OCHOBHOI'O 1034,
a 192.168.30.255/24 — IP-anpecowm, 3ape3epBupoBanabiM 11t DHCP-cepsepa.
9. Kako#lt mpoTOKOJI UCIIOJIb3YyeTCs I aBTOMAaTUYecKoro HazHaueHus [P-aapecon
xocTtam?
1) DNS
2) NAT
3) DHCP
10. KakoBbI TpH NpeUMyILIECTBA UCIIOJIb30BaHUs YacTHBIX [P-anpecoB u NAT?
BriGepute Tpu BapuaHra.
1) sxoHOMUT 3aperucTpupoBaHHble MyOnnuHbie [P-anpeca;
2) ymenbiaet 3arpy3ky L1 Ha KIMEHTCKUX MaplIpyTU3aTOPaX;
3) co3naeT HecKoIbKo MyOonnuHbIX [P-anpecos;
4) cKpbIBAET YAaCTHYIO a/IPECALIMIO JIOKAJIBbHOM CETH OT BHEIIHUX YCTPOUCTB,
NOJIKJIIOYEHHBIX K HTEpHETY;
5) pa3penraet paciMpeHre JOKAIbHONU CeTH 0€3 UCIIOIH30BAHUS
JOTIOJTHUTENbHBIX MyOanuHbIX [P-anpecos;
6) NOBBIIIAET MTPOU3BOAUTEIILHOCTh MAPIIPYTU3ATOPA, TOAKIIOYEHHOTO
K HTepnery.
11. KakoBa npuuunHa co3aaHus U BHeApeHus [Pv6?
1) ynpoienue ureHust 32-6UTOBOTO aapeca;
2) npenoTBpallleHre ucueprnanus aapecon [Pv4;
3) obecnieueHre JOMOTHUTENBHOTO aIPECHOTO MPOCTPAHCTBA B PEECTPE UHTEPHET-

uMeH (Internet Names Registry).
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12. Kakue tpm Onoxa mHdpopmaruu ykassiBaeT URL-ampec? Bribepute Tpu
BapHaHTA.
1) MAC-anpec BeG-cepBepa;
2) UCTIONB3YEMBIN MPOTOKOJT;
3) uMs JOMEHA, K KOTOPOMY OCYIIECTBIISAETCS JOCTYII,
4) IP-anpec nutro3a;
5) Bepcus Opaysepa;
6) MECTOMOJIOKEHUE pecypca.
13. Kakoii mpoTOKOJI UCIIOJIb3yETCs BEO-cepBepaMu JJisl MPEJOCTABICHHUS
BeO-cTpaHuIl?
1) FTP
2) HTTP
3) IMAP
4) POP
14. I[ToueMy npuI0KEHUS TIOTOKOBOTO ayAMO0 U BUJIE0 UCTIOIB3YIOT TpoToKoa UDP
Bmecto TCP?
1) [IpunoskeHus MOTOKOBOrO ayJ M0 U BUAECO TPEOYIOT MOTYUYEHHUSI BCEX AKETOB,
HE3aBHCUMO OT 3aJEPKKHU.
2) TpexsTanHoe KBUTUPOBaHUE, Ucoyib3yeMoe B UDP, yckopsieT moToku ayuo-
Y BUJICOJAHHBIX.
3) B npunoxxeHusx NOTOKOBOTO ayAHO U BHJIEO HE JIOITYCKAKOTCS 3aEPIKKH,
BbI3BAHHBIE IIOBTOPHOU MEPEIAYEH.
4) UDP rapanTupyeT 10CTaBKY CETMEHTOB JIJIsl HaJI)KHOU MMOTOKOBOM Mepeiaun
ayJlio U BUJEO.
15. Ha xakom ypoBue mojenu TCP/IP paboraet npotokos TCP?
1) TpaHCTIOPTHBIIA;
2) ypOBEHb NPUIIOKEHHI;
3) MEXCETEeBOM;
4) nocTym K CEeTH.

16. Kako#t mpoToKoJI UCTIOJIb3YETCs I TIepeiaun BeO-CTpaHUI] ¢ BeO-cepBepa Ha
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KJINEHTCKOE YCTPOKCTBO?
1) HTML
2) SMTP
3) HTTP
4) SSH
5) POP
17. ®unbTpanuio ycTpoMCTB KAaKOTo TUIIAa MOKHO aKTUBUPOBATh HA HEKOTOPBIX
TOYKaX OECIIPOBOTHOTO JOCTyMa WK O€CIIPOBOAHBIX MapIIpyTU3aTOpax?
1) ayrentudukanus;
2) IP-anpec;
3) uaeHTuduUKaTOp MOIH30BATEIIS;
4) MAC-anpec.
18. Kakast TeXHOJIOTHsI UCTIONB3YeTCs AJI YHUKAIbHON UIEHTU(UKALIUN
6ecnpoBoaHOM TokanpHOM cetn (WLAN)?
Ta6muma MAC-aapecos
1) SSID
2) WEP
3) WPA
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[Tpunoxenue 6
IIpumep KOHTPOJIBHOIO TECTHPOBaHMS (0230BbIil YPOBEHD)
Mopayab 3. BBenenue B pacuiupeHHbI Kypc
«CHCTEeMHOro aAMUHUCTPUPOBAHUD)

r. Bepxuss [Ieimma Jara

Maxkcumanvroe spems vtnoanenus 3adanuts. 30 murym

®UO obdyuaromerocs I'pynna

1. 3aueM ycTpOMCTBO YpOBHS 3 BBINOJIHSET JIOTUYECKYIO omnepanuto U s IP-
aZipeca Ha3HAYCHUSI U MACKU MOJICETU?
1) 4TOOBI ONpeAeTUTh NPOKOBEIATENIbHBIN aipec CeTH Ha3HAUCHUS;
2) yToOBI ONPEEINUTD Y3JIOBYIO YACTh aJIpeca y3Jia Ha3HAUCHMUS;
3) 4TOOBI ONpeAeIUTh OMKMOOYHBIE Ka/IPHI,
4) yTOOBI ONIPEICIUTH CETEBYIO YACTh aJpeca CETH Ha3HAUYCHHSI.
2. VYxaxure auana3zonsl [P-ampecoB, 3ape3epBUPOBAHHBIX I BHYTPEHHETO
YaCTHOTO UCNOJb30BaHus. BriGepure Tpu BapuaHTa.
1) 10.0.0.0/8
2) 64.100.0.0/14
3) 127.16.0.0/12
4)172.16.0.0/12
5) 192.31.7.0/24
6) 192.168.0.0/16
3. Kakue Tpu azpeca sBISIOTCA ACHCTBYHONIMMU MyOnuuHbiMu? Beibepurte Tpu
BapHaHTA.
1) 198.133.219.17
2) 192.168.1.245
3) 10.15.250.5
4)128.107.12.117
5) 192.15.301.240
6) 64.104.78.227
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4. K xakomy tuny otHocutcs aapec [IPvé FE80::1?
1) loopback4;
2) JIOKAJIbHBIN aJipec KaHama;
3) rpynnoBoii ajpec;
4) rno0anbHBIA WHIWBUTYATBHBINA apec.
5. IlocmoTpute Ha m300paxkeHue. Vicxoas u3 pesynbrata KOMaHIbI, KaKUe JIBa

YTBCPKIACHUA O CBA3HU 110 CCTU ABJIAIOTCA BCpHBIMI/I? BBI6CpI/ITC ABa BapuaHTa.

C:\Windowshsystem3Z> tracert 192.165.100.1

Tracing route to 1892.168B.100.1 over a maximum of 30 hops
1 1l m= <1 m=s <1 m= 10.10.10.10

Z Z ms 2 ms 1 ms 152.1608.1.22

3 Z ms 2 ms3 1 ms 182.1668.1.62

g 2 m=s 2 m=s 1l m=s 17216011

5 Z ms 2 ms 1 ms 132.168.100.1

Trace complete

1) wumeercs CBSI3b MEXKIYy JaHHBIM YCTPOMCTBOM M YCTPOMCTBOM IO aApecy
192.168.100.1;
2) cCBA3b MEXIYy JABYMS OTUMM y3JIaMH  [IO3BOJISIET  BBINOJHSATH  BBI3OBBI
BUJICOKOH()EPEHIICBS3H;
3) MeXIy 3TUM YCTPOHCTBOM U YCTpOoMCTBOM mo ajapecy 192.168.100.1 umeetcs 4
TPaH3UTHBIX y371a;
4) cpegHee BpeMs Mepelay JAHHBIX MEXY IBYMsI Y3JIaMH COCTAaBIISIET 2 MC;
5) Ha 3TOM y3JI€ IITI03 0 YMOJIYaHUIO HE HACTPOECH.

6. Kakas moacets Oynet comepskath aapec 192.168.1.96 B kauecTBe MpUTOTHOTO
JUTSl UICTIOJIb30BAHMS ajipeca y3na?
1) 192.168.1.64/26
2) 192.168.1.32/27
3) 192.168.1.32/28
4) 192.168.1.64/29

7. KakoMy KOJMYECTBY Y3JIOB MOXXHO HA3HAUUTh ajpeca B CETH C MACKOU
255.255.255.248?
1)2
2)6
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3)8
4) 14
5) 16
6) 254
8. Kakoe ytBepkaenue o0 aapecali C HCIOJb30BAHHMEM MAacCOK MOJACETU
MIPOU3BOJILHOMN JJIMHBI BEPHO?
1) Bce moaceTH UMEIOT OJIMHAKOBBIN pa3Mep;
2) pa3Mephbl TIOJIceTel MOTYT Pa3IMdaThCs B 3aBUCUMOCTH OT TPEOOBaHUN;
3) mojiceTH MOTYT pa30UBaThCA Ha TIOJCETH TOJIBKO OJIMH Pa3;
4) 11 co3AaHus JOTIOTHUTEIHHBIX MOCETEeH OMTHI BO3BPAIAIOTCS, a HE 3aUMCTBYIOTCSI.
9. Tlocmorpute Ha wuzoOpaxkenue. Paccmorpum I[P ampec 192.168.10.0/24,
Ha3HAYECHHBIM 37aHUI0 WIKOJBI. B camoil Oospmion cetd B »toM 3gannu — 100
ycrpoiictB. Ecin 192.168.10.0 siBnsercs HOMepoM HamOoOjblIeH ceTH, Kakoil OyneT

HOMEp Y CIIeIYIOIIEH Mo pa3smepy ceTH, cocrosieit u3 40 yctpoilcts?

Caman bonbwan
nokaneHana cetk (100 yanos)

192.168.10.0/7

Homep cetw
77

Bropan no
BenuYMHe
nokansHaA ceTb
(40 yanos)

1) 192.168.10.0
2) 192.168.10.128
3) 192.168.10.192
4)192.168.10.224
5) 192.168.10.240
10. B kakux aByx cutyanusax npotokon UDP cienyer npeamnodyects NpOTOKOITY

TCP B kauecTBe TpaHCIOPTHOrO MpoTOKoJia? BriGepuTe 1Ba BapuaHTa.
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1) xorma mnpuIOKEHUSIM HEOOXOAMMO TapaHTUPOBATh, YTO MAaKeT OyAeT MOIydeH
LIEJIMKOM, B IIPaBUJILHOM IOpsIZIKe, 0€3 AyOInpoBaHus;

2) xorga HeoOXo MM 0oJiee OBICTPBIM MEXaHU3M JIOCTABKH;

3) xorja J0NOJHUTENbHbIE HAKJIaHbIE PACXO/IbI HE SBISIOTCS IPOOJIEMOI];

4) Korjga NpUIIOKEHUSIM HE HY’KHO TapaHTUPOBATh TIOCTABKY JAaHHBIX;

5) xorja HoMepa NOPTOB HaA3HAYEHUS SBIIAIOTCS JUHAMUYECKUMU.

11. Kakas BaxkHast nHopmanus 100aBisieTcs K 3aroJIOBKY TPaHCIIOPTHOI'O YPOBHSI
TCP/IP nns obecrieueHus 0OMEHa AAaHHBIMH W TOAKIIOYEHUS K YJAJICHHBIM CETEBBIM
yCTpoucTBaM?

1) napameTpsl BpEMEHU U CUHXPOHU3ALH;

2) HOMepa NOPTOB HA3HAYEHUS U UCTOYHHKA,;

3) dusnueckue agpeca Ha3HAYCHUS U UCTOYHUKA,;

4) nornyeckue ceTeBble aApeca Ha3HAYECHHSI U HICTOYHUKA.

12. Kakoit Mmexanu3m TCP 1o3BoJISIET IPEIOTBPATUTH NEPETPY3KY CETU?

1) TpexcTOpOHHEE KBUTHPOBAHHUE;
2) mapa COKETOB;

3) ABYXCTOPOHHEE KBUTHPOBAHMUE;
4) CKONB3SIIEE OKHO.

13. Kakue Tpu yTBEpKI€HHA XapakTepu3ytoT nporokoia UDP? Beibepure Tpu
BapUaHTA.

1) UDP o6ecnieunBaeT OCHOBHBIE (DYHKIIMU TPAHCHIOPTHOTO YPOBHS 0€3 yCTaHOBJICHHUS
COCIMHEHHSI.

2) UDP o6ecnieunBaeT OBICTPYIO N€penaudy AaHHBIX YpPOBHS 3 C YCTaHOBJICHUEM
COCIMHEHHSI.

3) UDP ucnonbs3yeT npoTOKOIbl YPOBHS MPUIIOKEHUN SISl BBISIBICHUS OLIMOOK.

4) UDP — »53TO mOpoTOKOJ C HHU3KMMHM HAaKJIAJHbIMU pacxoJaMHu, KOTOPBIM He
MO/JIEPKUBAET MEXAHU3MBI YIIOPSA0OYEHUS WU YIIPABIEHUS TOTOKOM.

5) UDP ucnomas3yet npotokos I[P 11 BeISIBICHUS U YCTpaHEHUSI OIHUOOK.

6) UDP npenocTaBiisieT c0KHbIE MEXAaHU3MBI YIIPABIECHUS IOTOKOM.

14. Kakue ne dbyHKIMU TpUHAJICKAT YPOBHIO ITpeAcTaBieHus? Boioepute aBa
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BapuaHTa OTBETA.
1) xommpeccus;
2) aapecarusi;
3) mudpoBanue;
4) yrpaBlIeHUE CEaHCAMU;
5) ayrenTuduUKaLus.
15. Kakue naBa mnpoTtokojia pabOTalOT HAa CaMOM BBICOKOM YpPOBHE CTeKa
npotokosioB TCP/IP? BriGepute nBa Bapuanra.
1) DNS
2) Ethernet
3)IP
4) POP
5) TCP
6) UDP
16. Kakue nBe poiau MOKET BBINOJHATH KOMIIBIOTEP B OJIHOPAHTOBOM CETH MPHU
OTKPBITUU JIOCTyma K ¢aiily ¢ OJHOTO KOMIBIOTEpa HJisi JPYyroro KommbioTepa?
BriOepute n1Ba BapuaHTa.
1) knueHT;
2) Benymiuit;
3) cepsep;
4) BeJIOMBI;
5) NpOMEKYTOUHOE YCTPOUCTBO.
17. Ykaxure HasHauenue cooOmenust HTTP GET.
1) 3ampoc BeO-CTpaHUIILI C BeO-CcepBepa;
2) otnpaBka nHpopmaluu 06 onmoKe ¢ BeO-cepBepa Ha BEO-KIIMEHT;
3) 3arpy3ka KOHTEHTa Ha BeO-cepBep C BeO-KIUECHTA;
4) mony4yeHre cCOOOIIEHUN AIIEKTPOHHOM MOYTHI KIIMEHTA C TIOYTOBOTO CEpBEpa uepes
TCP-nopr 110.
18. BbecnpoBogHomy y3imy HeoOxomumo 3ampocuTh IP-agpec. Kakoi mpoTtoxon

Oynet o6pabaThiBaTh ATOT 3aMPOC?



1) FTP
2) HTTP
3) DHCP
4) ICMP
5) SNMP
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[Ipunoxenue 7
IIpumep KOHTPOJIBHOIO TECTUPOBaHMS (0230BbIil YPOBEHD)

Monayasb 4. Co3naHue ceTH ¢ HCIOJIb30BaHUEM ceTeBoro ooopynosanus Cisco

r. Bepxussa [Ismma Hara

Maxkcumanvroe spems vtnoanenus 3adanut. 30 murym

®UO obdyuarommerocs I'pynna

Bomnpocsl TecTOBOIO 3a1aHUA

1. Komnanus pacmmpsier cBoi OM3HeC B Apyrux cTpaHax. Bece gpunmanbl 10KHBI
OBITh TIOCTOSIHHO TIOJIKJIFOYEHBI K TJaBHOMY oducy kopmoparuu. Kakas cereBas
TEXHOJIOTHSI TpeOyeTcsl st TOro?

1) noxanbHas cets (LAN);

2) ropojackas cetb (MAN);

3) rnobanbHas cetb (WAN);

4) 6ecripoBoiHas mokainbHas ceTb (WLAN).

2. Ilonmp3oBaTenb JOMAIIHEr0 KOMIIbIOTEpAa MOAbICKMBAET I[SP-moakitoueHue,
o0ecreynBaroliee BHICOKOCKOPOCTHYIO LIM(GPOBYIO Mepeaady 1o 0ObIYHBIM TeJle(OHHBIM
muHusaM. Kakoil tun nogkimrouenus Kk ISP emy cineayer ucnonb3oBaTh?

1) DSL;

2) KOMMYTHPYEMBIH TOCTYIT;
3) CIyTHUKOBAsI CBA3b;

4) COTOBBII MOJIEM;

5) xaOenbHBIN MOJIEM.

3. Kak xauectBo o6cmykuBanus (QoS) moMoraer ceTy MoAepKUBaTh UPOKUM

CIIEKTp MPUJIOKEHUN U CEPBUCOB?

1) cHmKast MOCIEACTBUS OTKa3a CETH;

2) cniocoOCTBYsI OBICTPOMY BOCCTAHOBJICHUIO TTOCJIE OTKAa3a CETH;

3) mpeaoCcTaBIIsAs MEXaHU3MbI YIIPABJICHHS CETEBBIM TPa()UKOM NP TIEPETPY3KE;

4) obecrneunBas BO3SMOKHOCTh PACIIUPEHUS CETU JJIsl TTOAKIIOUCHHST HOBBIX
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II0JIb30BATENEN.

4. Ha xakoMm uHTep(eiice koMmMyTaTopa aMUHUCTPATOP JAOHKEH HAacTpouTh IP-
ajipec AJisi BO3MOKHOCTH yIaJEHHOTO yIPaBICHHUS 3TUM KOMMYTaTOpOM?
1) FastEthernet0/1
2) VLAN 1
3) vty 0
4) console 0

5. Tlocne u3MeHeHHMs] HACTpoeK Ha KoMMmyTtarope Cisco agMUHHCTPATOp CETH
BBITIOJIHAET KOMaHAy copy running-config startup-config. Ykaxure pe3ynbTaT BBOJA
3TOM KOMAaHJBI.
1) HoBas xonduryparus 6yaeT coxpaHeHa Bo (el maMsTH.
2) HoBas koHburypaius 0yeT 3arpyxeHa rnocje nepesamycka KoMmMyTaTopa.
3) Texymwuit ¢aitn [0S 6yaet 3ameHeH (aiiioM ¢ HOBBIMU NTapaMeTpamMu
KOH(UTYpaLHH.
4) zmenenus koHGUryparuy Oy1yT yAaJICHbI, & UCXOAHBIC MTapaMeTphl OyAyT
BOCCTAHOBJICHBI.

6. Barnsiaute Ha pucyHok. CeTeBoW aJMUHUCTPATOpP HACTPAWBAET YINpaBIICHUE
noctynom Kk kommyTtatopy SW1. Eciiu anMuarCcTpaTop ucnosib3yet npotokost Telnet s
MOJIKJIIOUEHUSI K KOMMYTAaTopy, KakoW mapoiib TpeOyeTcs BBECTH IJs JOCTyNa K

puBHIETHPOBaHHOMY pexumy EXEC?

Enter configuration commands, one per line. End with CNTL/Z.
SW1l(config)# enable password letmein
SW1l(config)$# enable secret secretin
SW1l(config)# line console O
SWl|config-line)# password lineconin
SWl({config-line)# login
SW1l({config-line)# exit

SWl(config)# line vty 0 15

SW1l (config-line)# password linevtyin
SWl (config-line)# login
SWl(config-lin=)# and

SWi#

1) letmein
2) secretin

3) lineconin
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4) linevtyin

7. Kakoe noakitouenue oobecnieunBaet O0e3omnacHbiii ceanc CLI ¢ mmdpoBanuem

koMmmyTaTopy Cisco?

1) KOHCOIBHOE MOAKIIOYEHUE;

2) noaxiarouenune AUX;

3) nonkiroueHue no npotokory Telnet;
4) nonknrouenue SSH.

8. CereBoil MHXEHEp HacTpauBaeT HHTEpPQENC, BBOIS CIEAYIOIIYI0 KOMaHAY:
SanJose(config)# ip address 192.168.2.1 255.255.255.0. Komanna OTKJIOHsETCS
ycTporcTBOoM. B ueM npuunna?

1) komaH/Aa BBOJUTCS B HETIPABUIILHOM PEXKHUME PaOOTHI;

2) UCTIONB3YETCSl HEMPABUIbHBIA CUHTAKCUC KOMaH/bL;

3) HenpaBUJIbHAS MacKa MOJICETH;

4) unTtepdeiic BHIKIIOYEH U JOJHKEH OBITh BKIIIOUEH 10 TOr0, KaK KOMMYTAaTOp
yrtBepaut IP-anpec.

9. Uto mpousonaeT nocie Haxarus kiaBuii Tab npu BBoge koMan sl B [0S?

1) mpepbiBaHKEe TEKYIIEH KOMaH bl U BO3BPAT B PEKUM HACTPOUKHU;

2) BBIXOJ] U3 peKHMMa HACTPOMKHU M BO3BpAT B MOJIb30BaTebckuil pexkum EXEC;
3) nepemenieHue Kypcopa B Ha4ajio CIeayoend CTPOKH;

4) BBOJI OCTaBUICICSl YACTH HETOJIHOCTHIO BBEJICHHOT'O CJI0BAa B KOMAH/E.

10. Uto siBIsieTCS XapaKTEPUCTUKOIN COOOIEHUI MHOTOAAPECHON PACCHUIKHU?

1) OHu oTnpaBisitoTCss M30PAHHOM TPYIINE XOCTOB.

2) OHHU OTOPABISAIOTCS BCEM XOCTaM B OJIHOW CETH.

3) Onu TpeOyIOT MOATBEPKICHUS.

4) OHM OTHPABIAIOTCA B €IMHCTBEHHOE MECTO HA3HAYEHUSI.

11. Kakoii mpOTOKOJ OTBEYAET 33 YIPABICHUE Pa3MEPOM CEIMEHTOB H CKOPOCTBIO
oOMeHa CerMeHTaMH MEXy BeO-KIMEHTOM U BeO-cepBepom?
1) TCP
2) 1P
3) HTTP
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4) Ethernet
12. Kakoit ypoBeHnb B Mojienu TCP/IP oTBeuaeT 3a MapuipyTH3aIu0 COOOIIESHUM
MEXIY CETAMU?
1) MexceTeBoM;
2) TpaHCHIOPTHBIN;
3) ceTeBoil AOCTYIL;
4) ceaHCOBBIH.
13. Kakoe yTBeprkieHuEe TOYHO onuchIBaeT npoiecc nukancymsiiuu TCP/IP, ecau
KOMITBIOTEP OTHPABJISIET IAHHBIE MO CETU?
1) JanHble nepegaroTcsa ¢ MHTEPHET-YPOBHS HA YPOBEHb CETEBOI0 JOCTYIA K CETH.
2) ITakeTsl OTOPABIISIFOTCS C YPOBHS CETEBOrO JOCTYIIA HA TPAHCIIOPTHBIN YPOBEHD.
3) CerMeHTHI IEpeIatOTCsl C TPAHCIIOPTHOTO YPOBHSI HA UHTEPHET-YPOBEHb.
4) Kaapel nepeatoTcsi ¢ ypOBHs CETEBOTO JIOCTYNAa HA HHTEPHET-YPOBEHb.
14. Kaxoii yHHKaIbHBIN aapec BCTPOEH B ceTeBYI0 HHTep¢elicHylo miaty Ethernet
U UCIIOJIb3YyeTCs 111 0OMeHa JaHHbIMU 110 ceT Ethernet?
1) anpec y3na;
2) IP-anpec;
3) MAC-anpec;
4) ceTeBol aapec.
15. CereBoil aIMUHHUCTPATOP YCTPAHSAET HEMOJAIKU MOJKIIOYEHHUS Ha CepBEpE.
C nomo1pko TecTepa aIMUHUCTPATOP OMPEIEISIET, YTO CUTHAJIBI, CO3/1aBAEMbIE CETEBBIM
KOHTPOJUIEPOM CepBepa, UCKAXEHbl U HE MOAXOAAT ISl MCMOJb30BaHMs. B kakom u3
ypoBHe# Moaenu OS] BeimonHsAETCS KiaaccuUKaius omuOKu?
1) ypoBeHb npeacTaBiIeHUs;
2) ceTeBO ypOBEHb;
3) ¢usnueckuii ypoBeHb;
4) KaHaJIbHBIA YPOBEHD.
16. CeTeBoilt HHXKEHEp U3MEPSET CKOPOCTh Nepeiauu OUT MO0 MarucTpaabHON CeTU
KOMITAHWM  JJIS ~ BaXXHEWIMX  (UHAHCOBBIX  NPWIOKEHUH.  AJMUHUCTpATOP

oOHapy»XuBaeT, 4YTO (paKTUYECKass TMPOMYCKHAsi CIOCOOHOCTh OKa3ajgach HIXKE
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TEOpEeTUUEeCKH BO3MOXHOU. Kakue Tpu (akTopa MOTIM MOBIMITh HA TAKOE MU3MEHEHHUE
POIYCKHOM criocoOHOCTH? BribepuTe Tpu BapuaHTa.
1) Texymuii o0bem Tpaduka cerTu;
2) CIOKHOCTh crIOco0a MHKAIMCYJISIUU, TPUMEHSIEMOTO K JJAaHHBIM;
3) Tun Tpaduka ceTu;
4) 3aepkKa, BOHUKIIAS U3-32 KOJMUECTBA CETEBBIX YCTPOUCTB, 10 KOTOPHIM
IPOXOJST JJAHHBIE;
5) nonoca nponyckanus rnpu nogxiaoueHnn cetu WAN k UnTepHer;
6) HaJIeX)KHOCTh MarucTpajibHOM uHdpacTpykTypsl Ethernet gigabit.

17. Kakasg meToauKa MCHOJIb3yeTCs JJii YMEHbILICHUS] NEPEKPECTHBIX MOMEX B
MEIHBIX Ka0emsax?
1) Hanmu4Ke HaJIekKalllero 3a3eMIICHNUS;
2) cBUBaHHE MEXIY COOOW MPOBOAHUKOB U3 OHON MaphI;
3) 00€pThIBaHKE CBSI3KU MPOBOJOB C UCIIOIH30BAHUEM METAILTNYECKOTO
AKPAHUPOBAHUS;
4) pazpaboTka KabenpbHOU HHPPACTPYKTYPHI IS IPEAOTBPAIICHUS BO3ICHCTBHS
NEPEKPECTHBIX TTOMEX;
5) oTcyTcTBUE MEperuO0B MO OCTPHIM YTIIOM BO BPEMs YCTaHOBKH.

18. Ykaxure xapakrepuctuky nogyposus LLC.
1) On obecnieunBaeT HEOOXOIUMYIO JIOTHUYECKYIO ajipecalluio, KoTopas onpeaeseT
YCTPOMCTBO.
2) On obecrnieunBaeT pa3rpaHUUCHUE TAHHBIX B COOTBETCTBUU C TPEOOBAHUAMU
(U3MYEeCKON CUTHATU3aluK CPEebl epeaadn JaHHBIX.
3) On nomemaeT HHGOPMALIMIO B KaJIp, YTO MO3BOJISAET HECKOJIBKUM MIPOTOKOJIAM YPOBHSI
3 UCTIOB30BATh OJAMH U TOT K€ CETeBOW MHTep(eElc U cpeny nepeiadu JaHHbIX.
4) OH ompenenseT MporpaMMHBIE MPOIIECCHI, KOTOPHIE 00ECIIEUYNBAIOT padoTy
(U3UYECKOTO YPOBHSI.

19. Kakoii MeToja MCIONb3yeTCs IJisi YNPaBIEHUS aCCOIMATUBHBIM JIOCTYIIOM B
OecrpoBOAHOM ceTn?

1) CSMA/CD;
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2) IPUOPUTETHOE YNIOPSAOUYEHUE;
3) CSMA/CA;
4) scraernas mepenaya.

20. YUro mpoucxoauT B MpoOLECcCe HMHKANCY/SIUMM Ha KaHAJIbHOM YPOBHE Ha
KOMIIBIOTEpE, MOAKIIOUeHHOM K ceTtu Ethernet?

1) no6asmsiercs [P-anpec;
2) no6aBsAeTCs JJOTUYECKUI aapec;
3) noGaBnsercs pu3NIECKUA apec;
4) nobaBisgeTCs HOMEp MopTa Mpoliecca.

21. B 4em 3akiO4yarOTCs TPU OCHOBHBIE (YHKIIMOHAJIbHBIE BO3MOXKHOCTH,
MPEIOCTABIIIEMbIE HHKAMCYIISIINEeH TaHHBIX YpoBHA 2?7 BriOepuTe Tpu BapraHTa OTBETA.
1) ucnpapieHue omMOOK C TOMOIIBIO METOIa OOHAPYKEHUS KOJUTU3U;

2) ynpaBJI€HHE CEaHCAMU C HUCIOJIb30BAHUEM HOMEPOB ITOPTOB;
3) agpecanys KaHaJIbHOTO YPOBHS;

4) pazMmelieHne U yJalIeHUe KapoB U3 CpPelbl IEPEAAYUN JAHHBIX;
5) oOHapyxenue omubok B pamkax pacuétoB CRC;

6) pasjiesieHue TpynI OUTOB B KaJphl;

7) npeoOpa3zoBaHre OUTOB B CUTHAJIBI TAHHBIX.

22. Hazosure aBe xapaktepuctuku MAC-aapeco Ethernet? BriGepute naBa

BapUaHTA.

1) oHu sABISAIOTCA INI00ATBHO YHUKAJIBHBIMU;

2) OHM BcerAa MaplIpyTU3NpyroTCs B MIHTEepHETE;

3) oHu BeIpaxarotcs 12 mectHaauaTepuuHbIMU HUppaMu;

4) MAC-aapeca UCHIOIB3YIOT THOKYIO HEPAPXUUECKYIO CTPYKTYPY;

5) MAC-agpeca [0KHBI OBITh YHUKaJIbHBIMUA i uHTepdeiica Ethernet u
MoCJIeI0BAaTEILHOTO HHTEpJeiica ycTpoiicTBa.

23. Yro cnenmaeT ycTpoicTBO mpu nosrydeHuu kaapa Ethernet pasmepom 60 6aiiT?
1) oTGpocut kasp;

2) 00paboTaeT Kaap Kak ecTh;

3) oTpaBUT coodIIeHHE 00 OIIMOKE HA YCTPOMCTBO-OTIIPABUTEND;
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4) noGaBUT OaMTHI CO CAyYallHBIMU JAHHBIMU JUIsl JOCTHXKEHUSI pa3mepa Kajapa B 64
OailTa, mocie yero nepenuier Kaip.
24. Uto cnmenmaetr y3en B cetu Ethernet, ecnmu momyuut kaap ¢ MAC-agpecom
HA3HAYEHUs, KOTOPbIA HE COOTBETCTBYET ero coocrBeHHomy MAC-anpecy?
1) Ot6pocur kamp.
2) Ilepenuier kaap Ha CIEIYIOMIHUMA y3€l.
3) Yaanur kaap u3 cpeasl.
4) OTOpOoCHT 3aroJIOBOK KaHAIBHOTO YPOBHS AJisi poBepku [P-anpeca mosryuaresns.
25. B kakux AByX clly4asix KOMMYTaTOp MEPELUIET Kaap U3 KaXA0ro nNopTa, Kpome
MopTa, 4Yepe3 KOTOPHIi 3TOT Kaap ObuI oydyeH? Beibepure qBa BapuaHTa.
1) st kagpa B Ka4eCcTBE a/ipeca Ha3HAUYEHUs YCTAaHOBJIEH IIMPOKOBELIATENBHBIN apeC;
2) KOMMYTaTOpy HEM3BECTEH a/IpeC Ha3HAUCHUS,;
3) agpec HCTOYHHUKA B 3aroJI0OBKE KaJipa SIBISETCS IIMPOKOBEIIATEIbHBIM aIpECOM;
4) anpec HICTOYHUKA B KaJIpe SIBJIAETCS TPYIIIOBBIM aJpECOM;
5) aapec Ha3HAUYEHUS B KAJPE SIBISIETCS U3BECTHBIM MHIUBUTYAIbHBIM aJ[PECOM.
26. Kakoii crmocob6 KOMMyTalluid UMEET CaMblii HU3KUH YPOBEHB 3aJICPKKU?
1) ckBO3Hasi KOMMYTAIHUS,
2) KOMMYTaIHsl ¢ MPOMEKYTOUHBIM XpPaHCHHEM;
3) koMMyTalus ¢ UCKII0YeHHEM (parMeHTOB;
4) ObIcTpas TepechuIKa.
27. Kakue nBe KOMaHIBI MOXHO HCHOJb30BaTh Ha y3ne Windows, YTOOBI
0TOOpa3uTh TaONMIy MapuipyTu3anuu? BeiOepuTte 1Ba BapraHTa OTBETA.
1) netstat -s
2) route print
3) show ip route
4) netstat -r
5) tracert
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[Ipunoxenue 8

[TpoeKT sABNIAETCS OJHUM W3 BUIOB CAMOCTOATEIHLHON PabOThI, MPEAYCMOTPEHHOM
B Xoje oOydeHus mo nmporpamme. [legaror okasplBaeT KOHCYJIbTAlMOHHYIO MTOMOIIb B
BBITIOJITHEHHUH MPOEKTA.

B kommiekr  o0O0s3aTeNbHBIX ~ MaTepUajoB, KOTOPBIE  MPEACTABISIOTCS

0oOy4JaronMmMcs, BXOJIUT: UCXOJIHBIN KOJ MPOTPaMMBbI B apXUBE, IPE3CHTALIMS IPOEKTA.

Baank oneHKE HHIHBHIYAIBHB L/ TPYIIIOBHIX IPOEKTOB




80

AHHOTALIUA

ITporpamma  «CucreMHOE  aJAMMHUCTPUPOBAHUE»  HMMEET  TEXHUYECKYIO
HAIpPaBJIEHHOCTh, B XOJ€ OO0y4YeHHs oOydarommecs NPUOOIIAIOTCA K HMHXKEHEPHO-
TEXHUYECKUM 3HAHUAM B 00J1acTU HMHQPOPMALMOHHBIX TEXHOJOTHH, (popMHUpYyOT
JIOTUYECKOE U TEXHUYECKOE MBIIIJIEHHE.

Jlannast oOpa3oBareibHas HporpaMma BKIIIOYaeT B ceOsl JIOCTIDKEHUS cpasy
HECKOJIBKMX HampaBlieHHH. B mpomecce aIMUHUCTpUPOBAHMSI JI€TH  IOJIy4yaT
JOTIOJIHUTEbHOE 00pa3oBaHre B 00JACTH MaTEMAaTHKH, AIEKTPOHUKU U UH(POPMATHKH,
a TaKkKe 3HaHUS B 00JJACTH TEXHUYECKOIO aHTJIMHCKOTO S3bIKA.

ITporpamMma «CucTeMHOE aJIMHUHUCTPUPOBAHME» IO3BOJISIET MOJIYYUTh ACTAM
HEO0OXOUMBINA 00BEM 3HAHUHN B 3aBUCUMOCTH OT YPOBHS MOATOTOBKH U TOTPEOHOCTH.

[Iporpamma paccunTana Ha ooyyaromuxcs 12—16 jer.
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