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L. KoMiiekc 0CHOBHBIX XapaAKTEPUCTUK NMPOTrPaMMbl

1.1 IMosicHUTEIBLHAS 3aNIMCKA
B XXI Beke 0011ecTBO HAXOAUTCS HA dTATe TI00AThHOW HHPOPMATH3AITUN

U KommbloTepusanuu. [loaToMy Bo3pacTaer MOTPeOHOCTh B CIEHUATUCTAX C
BBICOKMM YypOBHEM BIaJeHUS WH(GOPMAIIMOHHBIMU KOMIIETEHIIUSMH, KOTOpPbIE
OTBEYAIOT COLIMAIHLHOMY 3aKa3y IO MOJATOTOBKE KBAJIM(UIMPOBAHHBIX KaJIpOB B
00JIaCTH CHUCTEMHOI0 aJIMHHHUCTpUpoBaHUs. Ha cerogHsmHuil JeHb B KaxIO0M
COBPEMEHHOW KpPYIHOW KOMIAHUU €CTh OOJIbIIIOE KOJUYECTBO KOMITbIOTEPHOM
TEXHUKU M PA3JIMYHBIX CETEBBIX ycTpoucTB. W misa ux OecrniepeOoitHON paboThI B
KOMITAaHUU TpeOyeTcsl CETEBOM aJAMUHUCTPATOpP, BIAACIOMIMI HEOOXOIUMBIMU
KOMIIETEHIIUSIMU U HaBBIKaAMHU.

CoBpeMEHHBIE TEXHOJOTUHM MPEAOCTABISAIOT IOJIb30BATEN0 MOIIHBIN
WHCTPYMEHTApUN JUIsl PEIICHHS pa3IudHbIX 3a1ad. llosiBuiiach BO3MOXKHOCTH
aBTOMATU3allUd HEKOTOPBIX MpoLeccoB W (QyHKUuN uepe3 BeO-unTepdeiics.
MHorue opranuzaiii UMEIOT COOCTBEHHBIC CalThl M CTpaHullbl B IHTEpHETE, HO
JUIsL TOTO, 4YTOOBI CO34aTh, MOJIJEPKHUBATh CETh MNPEANPUATHS, HEOOXOAUMO
o0naaaTh OnpeaeIéHHBIMU HAaBBIKAMH U 3HAHUSIMU.

B Hacrosimiee Bpemst Harbosiee nepcreKTUBHOM MpodeCcCHOHAIBHON Cpeioi
apisieTcs cepa nHGOPMALIMOHHBIX TEXHOJIOTHN U IPOrpaMMUPOBAHHS.

CucremMHOE aJIMUHHCTPUPOBAHUE HMEET 0CO00€ 3HAYEHHWE B Pa3HBIX
o0JlacTsIX, B TOM 4YHCJ€ U B 0Opa3oBaHUHU. DTOT MPOIECC MPEACTaBIsET COOOM
eI KOMIUIEKC CTIEIMAIM3UPOBAHHBIX YCIIYT, KOTOPBIE HAITPaBJIEHBI HA TO, YTOOBI
obecrieunth OecriepeOoiiHyt0 paboTy Bcero 00OPYNOBaHUS W KOMIIBIOTEPHOM
TEXHUKHU, a TaKXKe HaJEKHYIO 3alllUTy JaHHBIX, COXpaHEHHE HH(POPMAIMOHHBIX
pPECYpPCOB U MaKCUMaJIbHYIO 0€30MacHOCTh ceTh. McnpaBHas paboTa TeXHUKH HaéT
BO3MOKHOCTh T€AaroramM HMCIHOJIb30BaTh B OOpa30BaHUM MPHUHIIMIHAIBHO HOBBIE
TEXHOJIOTUU 00yUYEHHS.

[Iporpamma «CucteMHOE aIMUHHCTPUPOBAHUE)» HMEET MEXHUYECKYIO

nanpagnennocmy. OOydaroumecss B X0J€ 3aHATHI MPUOOIIAIOTCA K MHKEHEPHO-
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TEXHUYECKUM 3HAHUSM B 00JIaCTU MH(POPMALMOHHBIX TEXHOJOTUH, (HOPMHUPYIOT
JIOTUYECKOE MBIILICHHE.

OcHoBanueM  JJIsi  NPOEKTHUPOBAHWST W peajnu3alud  JaHHOMU
oOlIepa3BUBAIONIEH MPOTPaAaMMBbl CIIYKUT HEPeYeHb CAeOYHUUX HOPMAMUEGHBIX
NPAGoEvIX AKMOE U 20CYy0apCmEEHHbIX NPOZPAMMHBIX OOKYMEHMO0E:

1.®enepanbabiit 3aK0H 0T 29.12.2012 Ne 273-D3 (pen. ot 31.07.2020) «O6
obpazoBanuu B Poccuiickoit ®deaeparun» (C U3M. U JIOM., BCTYIl. B CHIIy C
01.09.2020);

2.®enepanbhbiii 3akoH 0T 24.07.1998 Ne 124-D3 «O06 0CHOBHBIX TapaHTHUAX
npaB peOEHka B POy;

3.®enepanbubiii 3ak0H 0T 21.11.2011 Ne323-®3 «O0 ocHOBax OXpaHbI
310pOBbs Tpaxiad B Poccuiickon denepanuny;

4.1Tpuka3z MununcrepcrBa npocsemenuss Poccun ot 09.11.2018 r. Ne 196
«O0 ytBepxknenuu Ilopsimka opraHu3alvy U OCYIIECTBICHUSI 00pa3oBaTEILHOMN
JESTEILHOCTH T10 JIOTIOJTHUTENIbHBIM 00111e00pa30BaTebHBIM IPOrpaMMam»;

S.IIpuka3 MunucrepctBa mpocBenieHus Poccuiickoit ®enepanuu  OT
30.09.2020 r. Ne533 «O BHECEHHMM HM3MEHEHUW B MOPAIOK OpraHu3aluu |
OCYILIECTBJIICHUSI ~ O0pa3oBaTEIbHON  JIEATENIBHOCTH IO  JIONOJHUTEIbHBIM
00111e00pa30BaTeIbHBIM MpPOrpaMMaM, YTBEPXKICHHBIM MPUKAa30M MHUHHUCTEPCTBA
npocselenust Poccuiickoit ®enepannu ot 09.11.2018 r. Ne196x»;

6.1lpukaz MunucrepctBa mnpocsenienus Poccuiickoir denepanuu  OT
03.09.2019 1. Ne 467 «O06 yTBep)knenuu LleneBoit MoaeIN pa3BUTHS PETHOHAIBHBIX
CUCTEM JIOTIOJTHUTEIILHOTO 00pazoBanus nerei» pen. ot 02.02.2021r.;

7.Ilpukaz MwuHHUCTEpCTBA TpyJa M COUUAIBHOW 3amuThl Poccuickon
®enepanuu ot 22.09.2021r. Ne 652 «OO0 yTBepkaeHHH MTpodhEeCcCCHOHATHLHOTO
cranaapra «llegaror TONOTHUTENBHOTO 00OpA30BaHUs AETEH U B3POCIIBIX);

8.Ilpukaz MunuctepcTBa obpa3oBanus U Hayku Poccuiickoit deneparun
ot 09.01.2014 1. No2 «O06 ytBepxaenuu [lopsigika mpuMEHEHHs] OpraHU3aIUsIMHU,

OCYIICCTBIIAIOINMHA O6p3.30BaT€JIBHy}O ACATCIIbHOCTb, 3JICKTPOHHOI'O O6y‘ICHI/I$I,



JVCTaHIIMOHHBIX o0Opa3oBaTeIbHBIX TE€XHOJIOTUI npu peanuzanuu
00pa3oBaTeIbHBIX MTPOTPaAMM;

9.ITuceMo MunuctepctBa oopazoBanus U Hayku PO ot 18.11.2015r. Ne 09—
3242. «O wnHanpaBieHHUH MeETOOUYECKUX PEKOMEHIALMN IO MNPOEKTUPOBAHUIO
JOTMOJHUTENBHBIX OOLIEPA3BUBAIOLIUX IMPOTrpaMM (BKIIFOUAsl pA3HOYPOBHEBBIE)»;

10.Pacniopsixkenue IlpaBurensctBa CBepyoBckoit obmactu Ne 646-PI1 ot
26.10.2018 «O cozmannu B CBepJIOBCKOM OOJACTH IICJICBOM MOJICIH Pa3BUTHS
PETrMOHATBHOM CUCTEMBI JOTIOJHUTEIIBHOTO 00Pa30BaHuUs JIETEID;

11.ITonoxenuem 0 JOTIOJIHUTEIIbHBIX 0011e00pa3oBaTeNbHbBIX
oOIIepa3BUBAIONINX TPOrpaMMax TrOCyJapCTBEHHOTO aBTOHOMHOTO HETHIIOBOTO
oOpazoBaTenbHOro yupexaeHus CBepIoBcKoil obnactu «J[Boper MoJIoaéxum»,
yTBepkaeHHoro npukazoMm '’AHOY CO «/IBopeny monoacxku» ot 29.11.2018r.
Ne593-J1;

12.ITocranoBnenue ['maBHOro rocyAapCTBEHHOr0 CaHUTapHOTO Bpadya PD ot
28.09.2020 r. Ne 28 «O6 yrBepxaenun  CanlluH  2.4.3648-20
«CaHUTapHOAIHUIEMUOJIOTHYECKHE TPEOOBaHUSA K OpraHu3alusM BOCIUTAHUS U
oOy4eHHMsI, OTAbIXA U 03I0POBIICHUS JIETEH U MOJIOICIKIY.

13.Ctparerus pa3Butusa BocnuTanus B Poccuiickoit denepanuy Ha IEPUOL
10 2025 rona (yrBepxkaeHa pacnopsbkenueM [IpasutensctBa PO ot 29.05.2015 Neo
996-p «O6 yrBepxkaeHun CrpaTeruu pa3BUTHS BocmuTaHus B Poccuiickoit
®denepanuu Ha niepuoA a0 2025 rogay);

14.Konnenuusi pa3BUTHS JOMOJHUTEILHOTO oOpaszoBaHus aereir 10 2030
roja, yreepxiaeHa pacnopsokeHuem lIpasurensctBa Poccuiickon denepanuu ot
31.03 2022r Ne 678-p;

15.T'ocynapcrBennas mnporpamma Poccuiickoit ®enepauun «Pa3Butue
obOpazoBanus» (yrBepxaeHa [locranosnenunem IlpaButensctBa PO ot 26.12.2017
Ne 1642 (pen. ot 22.02.2021) «O0 yTBEp:KJI€HUU TOCYAAPCTBEHHOW MPOrpaMMBbI
Poccuiickoit @enepanuny» Pa3zsutne oOpazoBanus;

16.Metoauueckue peKOMEHAAIMU IO CO3JaHUI0 U (PYHKIIMOHUPOBAHUIO

HeHTpoB 1udpoBoro odpazoBanusi «IT-kyOG» (yTBEp>KIAEHBI pacHopsLKEHHEM
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MunucrtepctBa npocsenienus: Poccuiickoit @enepanuu ot 12 ssuapst 2021 r. Ne P-
5).

Axmyansnocms npozpammsl 0OyCIOBIICHa TOTPEOHOCTHIO OOIECTBA B
TEXHUYECKHM TPAMOTHBIX CIELUATUCTAX M TMOJHOCThIO OTBEYAET COIUATBHOMY
3aKa3y MO TMOJATOTOBKE KBATU(HUIIMPOBAHHBIX KAJAPOB. YUHUTHIBAS CIOXXHOCTH U
MHOT000pa3re KOMITBIOTEPHOW TEXHUKH, CTAHOBHUTCS IMOHSTHO, YTO 3aHUMATHCS
CUCTEMHBIM aJMUHUCTPUPOBAHHEM MOXKET TOJIBKO CIEIHUATIUCT, 00JIaJatomuni
HEO0OXOIMMBIMH 3HAHUSIMU 1 HAaBBIKAMH.

B o00si3aHHOCTH J11000T0 CHCTEMHOTO aJIMMUHHCTPATOPA BXOJUT pElICHUE
OOJBIIIOr0 KOJIMYECTBA Pa3HOOOPA3HbIX 33J1a4, MPU3BAHHBIX OOJIETYUTh KU3Hb KaK
€My caMOMy, TaK W TIOJB30BaTEIsIM. 10, ¢ YeM MPUXOIUTCS CTaJIKUBATHCS
MOCTOSIHHO, — MOHHMTOPHUHI CEpPBEPOB WJIM OTIEIBHBIX IPOIIECCOB, PE3EPBHOE
KONMMpOBaHWE ©0a3 JaHHBIX, MPOCMOTP JIOTOB C TMOCIEAYyoUeld BBIOOPKOH
HeoOXxoauMon uWH(OpMAIMK, HACTpPOHWKa W COBEPIICHCTBOBAHHE CHCTEMBI
uHOOPMAITMOHHOU 0e30MacHOCTH, 3aBeIcHUE u peIaKTUPOBAHHE
TIOJIB30BATEIHCKUX YUETHBIX 3aMMUCEH U T. 1.

Ceroans B 000 cdepe AeATeTLHOCTH CYIIIECTBYET ONPEACIEHHBIN 00BEM
3a/1a4, M1 OMEPATUBHOTO BBITIOJHEHUS KOTOPHIX HEOOXOJAMMO COCIMHEHHE BCEX
KOMITBIOTEPOB B €IMHYIO JIOKATLHYO0 ceTh. M OHa moymkHa 4€TKO (DYyHKITMOHHPOBATS.
B npoTuBHOM ciyyae BO3MOKHBI OTepU MH(MOpMAIUK, 3aMeIJICHUE WM TOJTHAs
OCTaHOBKa OOMeHa JaHHBIMH. [lo3TOMy HacTpoiika ceTH, OOCITy)XHUBAaHHUE W
aIMUHUCTPUPOBAHUE JIOKAJTBHOM CETH SIBJISIOTCA AaKTyalbHBIMH  3aJjadyaMu
HACTOSIIIETO BPEMEHHU.

Taxke mporpamma akTyajdbHa TEM, YTO HE MMEET aHAJOTOB Ha PBIHKE
o0mieo0pa3oBaTeNbHBIX  yCIYT H  SABISETCS CBOETO pOJa  YHUKAIBHBIM
o0pazoBaTeIbLHBIM MTPOAYKTOM B 00J1aCTH MHGOPMAITMOHHBIX TEXHOJIOTHUM.

Ilpocnocmuunocmy tnporpammbl  «CUCTEMHOE  aIMUHHUCTPUPOBAHHE)
3aKJIFOYAETCS B TOM, YTO OHA OTPa)kaeT TPEOOBAHUS M aKTyaJIbHbIC TCHACHIIMHA HE
TOJIBKO  CETOJHAIIHEr0o, HO W  3aBTpallHEero JHSA, a TaKKEe HMEeT

MC)I(I[I/ICI_II/IHJ'II/IHaprlf/'I XapaKTep, UYTO IIOJHOCTBIO OTpaXacT COBPCMCHHBIC
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TEHJIEHIIMU MOCTPOCHUSI KaK JIOMOJHUTEIBHBIX 0011e00pa30BaTEIbHBIX MPOTPAMM,
Tak 1 00pa30BaHUs B LIEJIOM.

JlanHast oOpa3oBaTeNbHAsI MPOrpaMMa BKIIFOUAET B CEOsI JOCTHIKEHUS Cpasy
HECKOJbKMX HampaplieHuid. B mpoliecce aaMUHUCTPUPOBAHUS JIE€TH MOJTydaT
JOTIOTHUTENIbHOE 00pa3oBaHWe B OOJACTH MaTEMaTUKH, DJJICKTPOHUKH U
nH()OPMATHKH, a TAKXKE 3HAHUS B 00JIACTH TEXHUYECKOTO aHTJIMHCKOTO SI3bIKA.

[Iporpamma MMeeT NPaKTUYECKYIO HANpPaBICHHOCTh C OpPHUEHTAIMEeW Ha
peanbHbIC TOTPEOHOCTH, COOTBETCTBYIOIINE BO3PACTY O0YJAIOIIETOCS; OXBATHIBACT
KaK aQJIrOpUTMHUYECKOE HalpaBieHHWE, TaK M  BOMNPOCHl  MPAKTUYECKOTO
WCITIOJIb30BAHUS TTOJIYYCHHBIX 3HAHUN TP PEIICHUU 3a]1a4 U3 Pa3IMYHbIX 00JacTei
3HAHWUM; OPUECHTUPOBAHA HA CYIIECTBYIOUIWM MAapK BBIYUCIUTEILHOW TEXHUKU H
JOTIOJTHUTENIbHBIE OTPAHUYCHHUS;, JIONMYCKAeT BO3MOXKHOCTh BapbUpPOBaHUS B
3aBUCUMOCTH OT YPOBHS MOJATOTOBKHU M UHTEIUICKTYaJIbHOTO YPOBHSI O0yJaroOuxcs
(kak TpynmoBOro, TaK M HWHAMBUAYAJIBHOr0), a TaKXe MpelycCMaTpUBaeT
BO3MOKHOCTh MHAUBUAYAJIBHON pabOThl C 00yYaArOIIMMHUCS.

[IpakTyeckass 3HAYMMOCTh Kypca 3akKJO4aeTcss B TOM, UTO OH
CIIOCOOCTBYET 0oJiee YCMENIHOMY OBJAQJCHUIO 3HAHUSMU M YMEHUSAMH TIO
HaIpPaBJICHUIO «CucremHoe aJIMUHUCTPUPOBAHUECH yepes pa3BUTHE

CaMOCTOATCIIBPHOCTHU O6y‘laIOHII/IXC$I " ONITUMU3aINIO CPCIACTB U METOAOB O6y‘lCHI/I$I.

3HaHUA U YMEHUsI, IPUOOPETEHHBIE B pPE3yJIbTaTe OCBOCHUS Kypca, MOTYT OBbITh
UCIIOJIb30BaHbl OOydJarommMucs mpu craade EID, a Takxke mpu oOydeHUH B
CpellHe- creualbHbIX YUeOHBIX 3aBEICHUIX U HAa HaYaJIbHBIX Kypcax B BY3ax.
Omauuumenvhnas ocobennocmop npozpammol «CucremHoe
aAMUHUCTPUPOBAHKHE» B TOM, UYTO OHA SIBJISETCS MPAKTUKO-OPUEHTHPOBAHHOM.
OcBoeHME TOAPOCTKAMU HABBIKOB Pa3pabOTKU CETH, BEO-CEPBHUCOB M CETEBBIX
CIIy0 TIPOUCXOJIUT B MPOIECCE MPAKTUUYECKON U CaMOCTOSITEIHbHOU paboOThl. ITO
MO3BOJISIET 00YUYAIOIMIUMCSI TTOJTy4aTh HE TOJIBKO TEOPETUUYECKHUE 3HAHUS B 00J1acTH
aIMUHUCTPUPOBAHMS, HO U YBEPEHHO OBJafieBaTh I T-TeXHOJIOTUSIMHU, YTO TOMOKET
UM CaMOOMPENEIUThCS U BBICTPOUTH TPACKTOPUIO JIMYHOCTHOTO pOCTa B

COBPEMEHHOM UH(OPMAIIMOHHOM OOIIECTBE.



N3y4yeHne OCHOBHBIX IPUHLUIIOB IOCTPOEHUS U aIMUHUCTPUPOBAHUS CETEN
HEBO3MOXXHO 0e€3 peryispHoil mnpaktuku. OOydeHHe TpPOUCXOIUT Ha Oasze
obpazoBarensHOM maTdopmel Cisco. Ha manHoii miuatdopme mpeacTtaBieHbl BCe
TEOPETUUECKHE MaTepuabl, OMOIMOTEKH, MPAKTUUECKUE U TECTOBBIEC 3aJaHUs. Y
KOKJIOro peOeHKa €cTh CBOSI y4€THAsl 3alKcCh, OJlaroaps KOTOPOW OH MOXKET
MOJIyYUTh TOCTYH K 00pa3zoBaTenbHoi mardopme ¢ modoro 1K u camocTosaTensHO
UCIIOJIb30BaTh MaTepUabl AJi1 MOBTOPEHUS U3yUYEHHOTO MaTepHralla U BbIIIOJIHEHUS
nomamHuX paboT. Ilemaror mosy4aer CTaTHUCTUKY IO YPOBHIO OCBOCHHS
IPOrpaMMbl KaKIbIM PEOEHKOM.

B nporpamMmy 3aiiok€H HPUHLUI MOIYJIBHOCTH, KOTOpas oOecrnedyuBaeT
BApUATUBHOCTh 00y4YeHUs. Molynb — CTPYKTypHas €IMHHLIA 00pa30BaTEIbHOU
OpOrpaMMbl, HUMEIOIIAsl ONPEJCIICHHYIO0 JIOTUYECKYIO 3aBEPIIEHHOCTh IO
OTHOUIEHUIO K pe3yibTaTaM o0yuyeHus. Kaxablii MOIyJIb COCTOMT W3 KEHMCOB (HE
MEHEE JBYX), HaIllpaBJICHHBIX Ha (HOpPMHpOBAHHE OIMpPENEIEHHBIX KOMIIETCHIIUN
(hard u soft). Pe3ynbratoM KakIoro Keiica SIBISIETCS «IPOIYKT» (TPYMIIOBOH,
WHIUBUYaJIbHBIN), T€MOHCTPUPYIOWKKA chOpMUpPOBaHHOCTh KomneTeHui. Keiic
BKJIFOYAET HA0Op CHEIHAIBHO pa3pad0OTaHHBIX Y4EOHO-METOANYECKUX MaTEPUATIOB.
KelicoBbie «POAYKTBD MOTYT OBITh CAMOCTOSTEIBHBIM IIPOEKTOM I10 pe3yIbTaTaM
OCBOEHHMSI MOJYJIsI, MJIM OOILEro MpOEeKTa Mo pe3ysbTaraM Bcel 00pa3oBaTeNbHON
nporpaMMbl. Moyl U KEWChl paziUyaroTCs MO CIOKHOCTH U PEaM3yIOTCs IO
NPUHIUIY «OT IPOCTOTO K clokHOMY». [lo comep:kaHuio MOy AENATcs Ha
npeaIMeTHble  (HENOCPEACTBEHHO  CBA3aHHbIE € O0JIACTBIO  3HAHMI),
oOmiepa3BuBatone (HampaBJIeHHbIE Ha (QOPMHUpPOBAHUE TO3HABATENbHBIX,
KOMMYHHKATHBHBIX KOMITETCHIINH ).

[IporpamMMHOE cosepkaHre KaxI0To MOCIEIYIOIIEro MOYJIs ONUpaeTcs Ha
copMUPOBAaHHBIEC 3HAHUS U YMEHHSI TIPEIBITYIIETO, PEANoIaraeT uX paciiupeHue,
yrayOJeHne, a TaKkke BHOCUT 3HAUYUTEIBHBIN 2JIEMEHT HOBU3HBI.

Aopecam oduiepaszsusaroueii npozpammol

JlononHuTeNbHAS oO1epa3BUBaroLas nporpamma «CucremMHoe

aJMUHUCTPUPOBAHUE» TNpEIHa3HauYeHa Ui AeTell B Bo3pacte 14-16 yer 0e3
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OTrpaHUYECHUIM BO3MOXXHOCTEH 370pPOBBS, IPOSBISIOIIUX HHTEPEC K YCTPOMCTBY
KOMIIBIOTEPA, JTOKAJILHOM CETH, CEPBEPHOMY U KOMMYTALIUOHHOMY 000pYI0BaHUIO.
@OopMBbI 3aHATUN FPYIITIOBbIE, KOJIMYECTBO O0YUYAIOIMIMXCA B rpyIe — 12 yenoBek.

CocraB rpyIir OCTOSHHBIN.

['pynmsr popmupyrores mo Bozpacty: 14—16 ner.

Mecto npoBenenus 3ansatuil: r. EkarepunOypr, Yemnuonos, 11.

Bo3spacmuwie ocobennocmu cpynnoi

ConepxaHue NpOrpaMMbl YYHUTHIBAET BO3PACTHBIE U IICHXOJIOTMYECKUE
0coOeHHOCTH JieTed B Bo3pacte 14—16 neT, KOTOpbIe ONMpenessitoT BeIOOp (popm
IPOBEJCHUS 3aHATHI ¢ 00ydaromuMucs. BeiieneHHble HaMU BO3PaCTHBIE IEPHOIbI
npu ¢GopmupoBanur Tpynn 14-16 ner 0a3upyroTcs Ha ICHUXOJOTHYECKHX
0COOEHHOCTSIX pa3BUTHS CTAPIIETO MOAPOCTKOBOrO Bo3pacta (1o . b. DnbkoHuny).
Jletn 3TOTO BO3pacTa OTIMYAKOTCS BHYTPEHHEHW YPaBHOBEIIECHHOCTBIO,
CTPEMJIEHUEM K AKTUBHOW NPAKTUYECKOU AEATEIBHOCTH, IOAITOMY OCHOBHOM
(dbopMoil mpoBesieHUsI 3aHATUN BBIOpPAHBI MpaKTUUYECKUE 3aHATH. PebsAT Tarke
YBIIEKAET COBMECTHAs, KOJUIEKTUBHAS JESATEIBHOCTh, TAK KAK PE3KO BO3PACTAET
3HaYeHHE KOJUIEKTHBA, OOIIECTBEHHOTO MHEHUS, OTHOLIEHUI CO CBEPCTHUKAMH,
OLICHKHM MOCTYNKOB U JIEUCTBUI peOEHKA CO CTOPOHBI HE TOJIBKO CTApLIMX, HO U
CBEPCTHUKOB. PeOEHOK CTpeMHTCs 3aBOEBaTh B UX TIJla3aX aBTOPHUTET, 3aHATH
NOCTOMHOE MeCTO B KojulektuBe. IloaTomMy B 1porpaMMmy  BKJIFOYEHBI
MIPAKTUYECKNUE 3aHATHSI COPEBHOBATEIBHOTO XapaKTepa, KOTOPBIE IO3BOJISIIOT
Ka)KZOMY MPOSIBUTH ce0sl M HATH CBOE MECTO B IETCKOM KOJIJICKTUBE.

Taxxe crnexyer OTMETUTb, YTO JETH JAaHHOM BO3PACTHOM TI'PYIIIbI
XapaKTEepU3yTCs TAKUMU TICUXUYECKUMU MPOLIECCAMU, KaK N3MEHEHHUE CTPYKTYPBI
JUYHOCTH M BO3HMKHOBEHHME HHTEpeca K HEH, pa3BuTHE aOCTpakTHBIX (opM
MBIILJICHUS, CTAHOBJIEHUE OOJI€€ OCO3HAHHOTO M IIeJIEHANPABICHHOIO XapakTepa
JEATEIIbHOCTH, TPOSIBJIEHUE CTPEMIIEHUS K CAMOCTOATEIBHOCTH U HE3aBUCUMOCTH,
(dbopMUpOBaHHE CAMOOLIEHKH. OTH IMPOLECCHl MO3BOJIAIOT TOJOXKUTh HaYyallo
(bopMHpPOBaHHUIO Ha4yaJbHOIO po(eccCuOHaNBbHOTO CaMOONPEACIICHUS

00yJaronmxcsl.



Peosrcum 3anamuii, 00vém 00uiepazsusarouieli npozpammol: JIMTEIbHOCTh
OJIHOTO 3aHATHS COCTABIISIET 2 aKaJEMUYECKUX Yaca, IPOJO0KUTENBHOCTh OJTHOTO
aKaJIeMUYECKOr0 Yyaca COCTaBIIICT 45 MUHYT, 00s13aTEIbHBIN NEPEPhIB MKy HUMU
10 munyT. [leproAMYHOCTD 3aHATUH — 2 pa3a B HEJEIIO.

Cpox  oceoenus  oodwepazeusairowiellt.  nPOZPAMMblL  ONPEACISECTCS
coJiep>KaHUeM nporpaMmbl U coctasisieT 1 rox (144 yaca).

Dopmol 0Oyuenun u 6udbl 3aHAMUN: COUYCTAHUE OYHOU U OYHO-320YHOMI
dbopm oOpa3zoBaHUS C TPUMEHEHUEM DBJICKTPOHHOTO OOYYCHHS M JUCTAHITMOHHBIX
oOpa3oBarenbHbIX TexHoJorui (3akod No273-D3, rn.2, ct.17, m.2.).

OcCHOBHOIM THUN 3aHATUM — KOMOWHHPOBAHHBIM, coyeTarouii B cebe
AJIEMEHTHl TEOPUM M NPAKTUKU. DOJBIIMHCTBO 3aJaHUl Kypca BBITIOJHSIETCA
CaMOCTOATENLHO C TIOMOIIBIO TEPCOHATBHOTO KOMIIBIOTEpA U HEOOXOIUMBIX
MPOrPaMMHBIX CpelCcTB. Takke mnporpaMma Kypca BKIKOYAeT TPYNIIOBBIE H
WHAUBUYyalIbHbIE (OpMBI paboThl oOydaromuxcst (B 3aBUCMMOCTH OT TEMBbI
3aHATHA).

Kaxnas Tema Kypca HaUMHAETCA C MOCTAHOBKHU 33J]a4l — XapaKTEPUCTUKU
MpPEAMETHONW 00JacTH, KOTOPYI0 MTPeacTouT u3yunThb. C 3TOW IeNblo Tenaror
MPOBOJUT AEMOHCTPALIMIO MPE3EHTAINH, a TAKXKE Pe3yJIbTaT padoThl. 3aKperjieHue
3HAHUW TPOBOJUTCS C MOMOIIBIO MPAKTUKUA OTPAOOTKH YMEHHUM CaMOCTOSATEIHHO
pemaTh MOCTAaBJIEHHBIE 3aJadyd, COOTBETCTBYIOIIME MHHUMAJIbHOMY YPOBHIO
MJIAHUPYEMBIX — pe3ynbTaToB  oOydeHusi. OCHOBHBIE  3aJaHUsl  SIBISIOTCS
00s3aTEIbHBIMUA JIJIS1  BBITIOJIHEHHUSI BCEMHU OOYYaIOIMUMUCS TPYNMbl. 3adaHus
BBITIOJTHSFOTCSI HA KOMITBIOTEPE C MCTOIB30BAHUEM 00pa30BaTEeIbHON TIAT(HOPMBI.
[Ipu sTOM oOOyuwaromuecs He TOJBKO (OPMHUPYIOT HOBBIE TEOPETUYECKUE U
MPAKTUYECKUE 3HAHUS, HO U IPHUOOPETAIOT HOBBIC TEXHOJOTUUECKIE HABBIKH.

Mertoauka oOydeHUs OpUEHTHPOBAHA HA MHAMBUIYATbHBIN Toaxoxd. s
TOr0 4YTOOBI Kbl MOJPOCTOK TMOJYyYMJI HAWIYUYIIUWA pe3ysibTaT OOyudeHHs,
MpOrpaMMOi MPEAYCMOTPEHbl MHAWBUYAIbHBIE 3aJaHUsl JI1 CaMOCTOSITEIbHON
paboTbl Ha pAomMamiHeM KommbloTepe. Takas ¢opma opraHuzauum o0y4yeHUs

CTUMYJUpPYET HHTepec oOydyaromierocs K  IOpeAMeTy, aKTHUBHOCTh U
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CaMOCTOSITENIbHOCTh  O0YYaroIIUXCsl, CHOCOOCTBYET OOBEKTHMBHOMY KOHTPOIIIO
rmyOMHBl M INUPOTHl 3HAHWW, TMOBBIIICHHWIO KAadyecTBA YCBOCHHUS Marepuaia
00y4aroIUMHUCS, TO3BOJISAET MEJArory MoJIyYuTh OObEKTUBHYIO OIICHKY BRIOPaHHOM
UM TaKTUKA M CTpaTerud palboThl, METOAMKH WHAWBUIYaJIbHOTO OOyYeHUS U
oOyueHus B TpyIIe, BEIOOpa MPEeIMETHOTO COIEP KAHMUS.

s caMocTOSITeNbHOM pabOThl HCMONB3YIOTCSl pa3Hble M0  YPOBHIO
CIIO’KHOCTH 3a/1aHusl. KoianmuecTBo Takux 3aaHuii B paboTe MOKET BApbUPOBATHCHL.
B xoxe oOydeHus mpoBOAMTCS MPOMEKYTOUHOE TECTUPOBAHUE IO TEMaM JJIs
OTpe/eNIeHUs] YPOBHS 3HaHWUU oOydaromuxcs. BrIonHeHHE KOHTPOJBHBIX
3aJJaHUil CIOCOOCTBYET aKTUBU3ALMU YUeOHO-TI03HABATEIbHON JEATENBHOCTH U
BeJET K 3aKPEIUICHUIO 3HAHWW, a TaKXKe CIYXHUT WHIUKATOPOM YCHEIIHOCTH
00pa30BaTeIBLHOrO MpoLEcca.

[To Tuny opranu3anuy B3aMOJEUCTBHS NIEAArOroB ¢ 00yYarOUMMUCS IPU
pealM3aliid  TPOTPaMMbl  HCTONB3YIOTCS  JIMYHOCTHO-OPUEHTHUPOBAHHBIC
TEXHOJIOTMH, TEXHOJIOTMH COTPYIHUYECTBA.

Peanmsamus IPOrpaMMBI mpeoaraeT MCTIOJIb30BaHNE
310pOBbecOeperarnmx TEXHOJIOTHH.

3n0opoBbecOeperaronas JesiTeIbHOCTh pealln3yeTcs:

- yepe3 co3gaHue 0e30MacHbIX MaTEPUAIBHO-TEXHUUYECKUX YCIOBHIA;

- BKJIIOYEHUEM B 3aHATHE JWHAMUYECKUX May3, NepUOJUYECKON CMEHBI
JESITEIbBHOCTH 00yYaroIIuxcs;

- KOHTPOJIEM COOIOICHUS 00y4YarommuMucs npasui padotsl Ha [1K;

- dYepe3 co3AaHHE OJaronmpuUsTHOTO IICHXOJIOTUYECKOro KiuMmaTa B
y4eOHOM IpymIie B LIEJIOM.

00vém obouepaszsusarouient npozpammst coctapisier 144 yqaca.

[To ypoBHIO OCBOEHHMsI Iporpamma oOI1epa3BuBarolas, 6a30Boro ypoBHs,
PEKOMEHYETCSI OCBOCHHE MPOrPaMMBbI MPEABIAYILIErO roja - CTapTOBOIO YPOBHSL.
3auucneHue JeTel, He 3aHUMAaBLIMXCS [0 MpPOrpaMMe CTapTOBOIO YPOBHS,
IPOUCXOAUT IO Pe3yJIbTaTaM BXOJHOTO KOHTPOJIS (TECTUPOBAHUS).

«bazoevtii yposenwv) (emopoit 200 00yuenus) pacuuTaH Ha JE€TEH B
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Bo3pacte 14—-16 ner, nposBisitonux HUHTEpEC K IT- TEXHOJOTHAM, KETaroUuX
COBEPILIEHCTBOBATh CBOM HAaBBIKM PA0OTHI C COBPEMEHHBIMU KOMIIBIOTEPHBIMU
CUCTEMaMH, UMEIONIUX TMEPBUYHBIN OMNBIT AJIMUHHCTPUPOBAHUS W TOCTPOCHUS
cereu.

[To oxoHuaHuu OOy4YeHHWS Ha CTAPTOBOM YPOBHE MPOBOAMTCS MPOSKTHAS
paboTa, re OOydYarollUiiCsl TMOKAa3bIBAET CBOM HAaBBIK B HACTPOMKE CETH, MO
CTaHAapTHbIM MeTonukaMm. [lo pe3ynpTaTaM HpPOEKTHOW paboOThl OOydYaromIuecs
NEPEBOASTCS Ha 0a30BBIN yPOBEHb. 3aUNCICHUE IETEN, paHEE HE 3aHUMABILUXCS 110
JAHHOW mporpamMMme, TMPOUCXOAUT IO Pe3yJbTartaM BXOJHOTO KOHTPOJIA
(TecTupoBaHus).

OO6yuenue no nporpamme «CHCTEMHOE aIMUHHCTPUPOBAHUE» HA BTOPOM
rojly yriiyoyisieT 3HaHus, MOJY4YEHHbIE B TMEPBbIA TOJ OOyYeHHUs, U pPACIIUPSET
MOHMMAaHUE OCHOB 0Aa30BBIX MPUHIMUIIOB MOCTPOCHUS JIOKAIHHO-BBIYUCIUTEIHHOM
cetu (JIBC) u cereBoil HHPpaCTPyKTYypHI.

K xonity BTOpOro roga o0y4eHusi MOAPOCTKH CIOCOOHBI CaMOCTOSITEIIbHO
ONpEAENATh MPOPECCHOHATIBHBIE 33141 U ITyTH PEIICHHS; PEATM30BbIBATh CPEAHUE
Y KPYITHBIE TPOEKTHI [10 CBOUM 3aJa4yam, yIydllas i IPUMEHsISl Ha IPAKTUKE HABBIKU
co3/iaHust 00Jiee CIOKHBIX U MHOTO(PYHKIIMOHAJIBHBIX HHTEPHET-MIPOEKTOB.

[Iporpamma 1eMOHCTPUPYET OCHOBHBIE HANpaBIICHUS B pa3pabOTKE CETH,
BeO- CEpBHCOB U CETEBBIX CIYKO, a TaKKe IMO3BOJISIET OCBETUThH YIITyOJICHHBIC
MOMEHTBI C TPAKTUYECKON CTOPOHBI.

Ileoazozuueckasn yenecooodpaznocmop npozpammol

[Iporpamma «CucTeMHOE aAMUHUCTPUPOBAHHME» COCTABJIEHA B BHJE
MOJyJICH, TO3BOJIAIONIUX TOJYYUTh JAETIM HEO0OXOAUMBbIH OOBEM 3HAHUN B
3aBUCUMOCTH OT YPOBHS MOATOTOBKU U TOTPEOHOCTH.

ba3zosviii yposenv TipeAmnonaraeT HWCHONb30BAHUE M PpeATU3alMI0 TaKUX
bopm OpraHu3aluu MaTtepuana, KOTOpbIE JIOMYCKatoT OCBOCHHE
CIEIUAM3UPOBAHHBIX 3HAHWM W  S3bIKAa, TapaHTHPOBAHHO O0O0ECTICUUBAIOT
TPaHCISIMIO OOIed W UENOCTHOM KapTUHBI B paMKax CoOAepKaTeabHO-

TEMATUYECKOI'0 HAIIPABJICHUS IPOIrPAMMBI.
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OcBauBasi JaHHYIO T@porpammy, oOydaromuecs OyayT OBJaJIeBaTh

HaBBbIKaMH BOCTpe6OBaHHBIX Ha PBIHKC TpyIa CHCHI/IaJILHOCTeI\/’I.
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1.2 esau u 3apa4u (BTOPOI 1o 00ydeHus):

Ileny npocpammer: (HoOpMUPOBAaHHE TOTOBHOCTHM OOyYaromuxcsi K
CaMOpa3BUTHUIO U HENPEPHIBHOMY OOpa30BaHMIO B OTpacid CHCTEMHOTO
aMUHUCTpUpOBaHus. Pacimpenne u yriayOiaeHue 3HaHuid B 00JJaCTH CUCTEMHOTO
aJIMUHUACTPUPOBAHMS, TMOJATOTOBKAa K MPO(GECCHOHAIBLHOMY CaMOOMPEICIICHUIO,
TPYAY, Ipo(ECCUOHATBHON AESITEIbHOCTH.

JUtst ycriemHoi peain3aiiy NOCTABICHHON LIeJIM HEOOXOAUMO PEIIUTh P
NEarOrM4eCcKuX, pa3BUBAIOIINX U BOCIIUTATEIbHBIX 3a0au:

Ooyuarowue:

- copMupoBaTh MIPE/ICTABICHHE 0 poin CHUCTEMHOTO
aJIMUHUCTPUPOBAHUS B COBPEMEHHOM paboueM OOLIECTBE;

- copMupOBaTh HABBIKU YAAIEHHOTO aIMUHUCTPUPOBAHNUS;

- copMupoBaTh HaBbIKM 1O AaAMUHUCTPHUPOBAHUIO CETEU
HEOOJIBIINX KOMITAHUH;

- chopmMupoBaTh pabouue CTaHJAPThI B o0OnacTtu
CUCTEMHOTO aJIMUHUCTPUPOBAHUS;

- OBJIAJETh METOJUMKOM KOH(UIYpUPOBaHUS aKTHMBHOIO CETEBOTO
00opy10BaHUS;

- OBJAJETh METOJUKOW KOH(QUTYpUPOBAaHUS OCHOBHBIX  CETEBBIX
CEPBHUCOB.

Pa3zeusarwwiue:

- Ppa3BUBATH JOTMYECKOE MBIIIJIEHUE U TEXHUYECKUE HABBIKH;

- pa3BUBaTh YMEHHUs peuiaTh 0a30BbI€ 3aJjaud YIPaBJICHUS CUCTEMOHN U
CEThIO;

- pa3BUBATh HABBIKK PabOTHI C PA3IMYHBIMU UCTOYHUKAMU WH(OpMAIUH,
YMEHHSI CaMOCTOSITENIbHO HCKaTh, W3BJIEKaThb W OTOMpaTh HEOOXOOUMYIO IUIf
penieHust yueOHbIX 3a/1a4 MHGOPMAIIHIO;

- pa3BUBATh TPYJOBbIE YMEHUS U HAaBBIKU, YMEHHE TUIAaHUPOBATH PaboTYy,

NpCABUACTDL PE3YyJIbTAT U JOCTUTATH €TO,
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- pa3BuUBaTh yMEHHUE IJIAHUPOBATh CBOM JEUCTBUS C y4€TOM (pakTopa
BpPEMEHHU, B 00CTAHOBKE C 3JIEMEHTaMU KOHKYPEHIIUH.

Bocnumamenvnuie:

- (QopMupoBaTh AaKTUBHYIO KU3HEHHYIO IO3UIIHIO, TPAKIAHCKO-
NaTPUOTUYECKYIO OTBETCTBEHHOCTD;

- BOCHOHUTAaThb OTUKY TPYNIOBOH pabOThl, OTHOILIEHUE JIEIOBOTO
COTPYIHUYECTBA, B3aUMOYBaXKCHHUS;

- pa3BUBaTh OCHOBHI KOMMYHHMKATHUBHBIX OTHOIIICHUI BHYTPH MPOEKTHBIX
TPYIII U B KOJUIEKTUBE B LIEJIOM;

- BOCIIUTATh YIIOPCTBO B JOCTUKEHUH PE3YJIbTATA;

- (opmHpoBaTh Mponarasay 30poOBOro 00pasa KU3HU;

- (opmupoBaTh LEJIEYy CTPEMIIEHHOCTb, OpraHU30BaHHOCT,
HEpPAaBHOJYIINE, OTBETCTBEHHOE OTHOIICHUS K TPYyOdy, TOJIEPAHTHOCTh H

YBAXUTCIIbHOC OTHOIICHHC K OKPYKarOIIUM.
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1.3 Copepxkanue nporpamMmsl

VY4eOHslif 1aH (6a30BBIA YPOBEHB)

Taomuna 1

Ne /11

KonnuecTBO 4acoB

dopmbl aTTecTanun/

HasBanue Mmonys, kerica Bcero (Teopus [[Ipaktn KOHTpOIII
Ka
MonayJab 1. BBenenue B pacuimpeHHbIH 30 14 16
KYpC
«CHcTeMHOro aIMUHUCTPHUPOBAHUS»
1. BBoaHoe 3aHsiTHE 2 1 1 becena
2. |CoBpeMeHHBIE ceTeBbIe 3 2 1
TEXHOJIOTHH becena, pemienue
2.1 |CeTu B HaIICH XH3HU 1 1 0  [maboparopHoii pabOTHI
2.2 |A3yudeHue ceTeBbIX MHCTPYMEHTOB 2 1 1
TSt
COBMECTHOH paboThI
3. VJlokajbHble U IJ100aJIbHbIE CETH 9 4 5
3.1 [KoMIoHeHTHI ceTH 2 1 1
3.2 (Cetu LAN u WAN 2 1 1 |Becena, ycTHbIit
OTIPOC, TPE3EHTALIUS
3.3 [TexHOJOTUM JOCTYIIA MOAKIIOUEHHUS 2 1 1  [pCHICHUA
K HTepHery
3.4 [Hacrpolika HHTEpHET-IIOAKIIOUYEHUS 3 1 2
TUTs IoMa ¥ HeOOJIbIIoTo oduca
4. |Cetb Kak niaargopma 6 3 3
4.1 [KoHBEpreHTHBIE CETH 2 1 1
becena, npeseHTauus
4.2 |OTKa30yCTOMYMBOCTh U HAJEKHOCTh 2 1 1  |pemeHus
ceTu
4.3 |YnpaxHeHue: co3/laHne HaJeKHOU 2 1 1
ceTn
5. [IIoCTOSAHHO MEHSAIOLIASICH CeTeBas 8 4 4
cpena
5.1 [TenneHuuu pa3sBUTHS ceTeN 4 2 2
becena, mpezeHTanus
5.2 (CeTeBBIe TEXHOJIOTHH JJISI JOMa U 2 1 1 [peLIEHUs
oduca
5.3 |CereBas apxuTeKkTypa 2 1 1
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6. [KoHTpoJBLHOE TeCTHPOBaHHUE MO 2 0 2 Tect (ITpunoxenue 6)
MO/YJIIO
Mopnyas 2. Co3naHnue ceTH ¢
HCII0/Ib30BAHHEM CETEBOr0 114 s1 63
o0opynoBanus Cisco
10 6 4
7. CerteBasi onepauuoHHast
cucreMa
) 4 2 2
7.1  |Onepaunonnas cucrema Cisco
. becena,
10S
Mpe3eHTaLNs
79 CprKTypg KOMAHJ[ X PeXHMBI 4 2 2 pewenus
padotsl Cisco 10S
73 ["opsiure KIaBUIIH U KIIABULIN 2 2 0
' OBICTPOTO BHI30BA
4 2 2
8. |ba3zoBas HacTpoiika ycTpoiicTB
g1 OrpaHuyeHue J0CTymna K 2 1 1 |becena, peHICHHC
" KOH(UIypanusM yCTPONCTB 1200 paTOPHOM
v paboTHI
82 HacTtpolika HayaabHbIX 2 1 1
' MapaMeTpoB
KOMMYTaTopa
6 3 3
9. |Cxema agpecoB
2 1 1
9.1 |Hactpoiika IP-anpecanun
becena,
2 1 1  |mpe3eHTanMsA
9.2 |Co3nanue MpocToi ceTn peleHust
9.3 OcHOBBI 0€3011aCHOCTH TIPH 2 1 1
' yIaJIEHHOM yNpaBI€HUU
10 CeTeBble NPOTOKOJIBI M 6 3 3
" [KOMMYHHKAIIUH
2 1 1
10.1 |OcHOBBI KOMMYHHMKAIIUH
becena,
2 1 1  |[mpe3eHTaUUsA
10.2  |CereBble IPOTOKOIBI U pereHus
CTaHJapThI
2 1 1
10.3 |[Iepenava naHHBIX B CETU
4 4 0
11. |CereBoii noctyn
becena,
1o 2 2 0 |mpesenranus
. POTOKOJIBI (PU3UIECKOTO YPOBHS bemerms
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11.2  |[[IpoTOKOJIBI KAHAJILHOTO YPOBHS
6
12. |Ethernet becena, POILICHHE
mabopaTopHOi
aboThI
12.1 [IIporoxonst Ethernet 2
12.2  [KoMMyTaTopsl JIOKJIbHBIX CETEH 2
[IpoToKOJI pa3pelieHus aapecoB
12.3 P PP P 2
13. |CereBoii ypoBeHb 12
13.1 [[IpoTOKOJIBI CETEBOTO YPOBHS 2
becena, pemeHue
13.2 |Mapupyrtuzanus 4 aGopaTopHoii
paboThI
13.3 MapupyTtuszaTopsl 4
13.4 |Hactpoiika mapuipyTuzaropa 2
Cisco
14. [IP-appecanus 16
14.1 |Ceresbie [Pv4-aapeca 4
14.2 |Ceresbie [Pv6-anpeca 4 becena, DOLICHHC
mabopaTtopHoOit
paboThI
14.3 |Paznenenue IP-cereii Ha moaceTu 4
14.4 Oco6eHH0(3T1/1 MIPOEKTUPOBAHUS 4
[Pv6- cerent
15. [Pa3gesienue IP-cereii Ha 10
MoAcCeTH
15.1 |CermenTanus cetu 4
becena, ycTHbIM
15.2 |Cxema agpecanuu 4 OHpOc
153 OTpaboTKa KOMIUIEKCHBIX )

MPAKTUYCCKUX HABBIKOB
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16. [TpaHcnopTHbI YPOBEHb 8 6
16.1 [[IpoTOKOJBI TPAHCTOPTHOTO 2 1 becena, pemevH ue
OBHSL maboparopHoit
P paboTHI
16.2 [TCP u UDP 2 1
16.3 OOMEH NaHHBIMHU C 4 4
ucnosnb3zoBanuem TCP u UDP
17 |[YpoBeHb NpUIOKEHUH 4 2
17.1 [[IpoTOKOJIBI YPOBHS NPUIOKEHUN 2 1 .
becena, ycTHbIM
172 OO01en3BeCcTHRIC MPOTOKOJIBI U ) | |ompoc
"~ |cepBUCHI YPOBHS MPUIIOKEHUM
18. |Co3manue He0OJBLIIOH CeTH 14 7
18.1 [YcrpoiicTBa B pamkax 4 2
HEOOJIBIION CeTH
18.2 HpI/IJIO)KeHE/Ie Y TIPOTOKOJIBI B 4 b
HEOOJIBIIION CeTH
M 5 becena, pemmenne
18.3 aCIITA0HPOBAHNE 110 Pa3MEPOB D) 1 |naGoparoproii
KPYIIHOI ceTH pAGOTEI
18.4 |OOecmeuenue ceTeBOH 2 1
0€30MacCHOCTH
185 OcHoBHbIE paboune P 1
XapaKTEPUCTUKU CETU
19 KoHTpoJibHOE TecTHpPOBaHME 11O 2 5 [Tecr (ITpunoxxenue
" moayamw 7)
20. |IIpoexkTHas 1eATEJIbHOCTH 12 12
[Ipoekt «Obecnieuenue
20.1
0€30M1aCHOCTH HA KaHAJIBHOM 2 2
YPOBHE
[Ipoekt «HacTpoiika
20.2 .
OECIIPOBOIHBIX CETEN U 2 2
«OECIIIOBHOI) CETH 3
amura
203 6Hp0e1<T «O0ecrieuenne ) 5 WHIHBH/TYATHHOTO/
yg::)(;rll{zg)ﬁocm Ha CETEBOM IpPYIIIOBOTO
MPOEKTa
[Ipoext «Hactpolika cetu Ha P
20.4 |ocHOBE OTKPBITOTO
[IPOIPAMMHOI0 2 2
obecrieueHus»
[IpoekTt «HacTpoiika cepBUCOB U
20.5  fenyx6 2 2
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Ha OCHOBC 3aKPbITOI'O
[IPOIrpaMMHOI'O oOecreyeHus»

[IpoekT «Co3nanue cucrem

20.6 |aBTOMATH3ANUHU IO
Pa3BEPTHIBAHUIO 2 0 2
CETU»
Htoro: 144 65 79
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Conepxkanue y4eOHOro mjiaHa

BBeneHune B paclimpeHHbIA Kype

«CHCTEMHOTO aIMHUHUCTPUPOBAHUS»

Tema 1. Beoonoe 3anamue

Teopus: IHCTpyKTax 1Mo TeXHUKHU Oe3onacHocTu. Cetn 0€3 rpaHull, CETH —
KaK TOMOIIHUK B O0yueHuHu, oOmeHuu, padbore. CeTH pa3UyHOTO paszMepa,
KJIIMEHTBhl U CepBepa, OOIIHME CBEACHUS O CETAX; MPHUHIUIBI MOCTPOCHUS CETEH.
[IpuMeHEHME JTOKAJIBHBIX CETEN; KOMIOHEHTHI JIJIsi TEHEPALUU JIOKAJIbHOW CETH.

Ilpakmuxa:  ITloBTOpeHHE  UW3YYEHHOro Marepuaia. BeinonHeHue
1abopaTopHOM pabOTHI.

Tema 2. Cospemennsie cemegvle mexHo102UU

2.1 Ceru B HalIEH KU3HH.

Teopus: TexHONOTUU MPOILIOTO U HACTOSIET0, COBPEMEHHBIE TECHACHIIUN
B CETEBBIX TEXHOJIOTHSX.

2.2 W3yueHue ceTeBbIX UHCTPYMEHTOB JIJIi COBMECTHOM pabOTHI.

Teopusi:  3HaKOMCTBO C OOJIJAUHBIMU  TEXHOJOTHSMHU, TEXHOJOTUU
BUPTYyaJIU3al[MU U HACTPOIIKa COBMECTHOM yIa€HHOU paOdOTHI.

IIpakmuka: neMoHCTpalsi paboThl Ha OOJAYHBIX CepBHCaX, paboTa ¢
BUPTYyaJIU3aIMel U YCTAHOBKA MPOTPAMM JUIsl IOMalTHEeR padoThl.

Tema 3. JlokanvHble u 2n100a1bHblE Cemu

3.1 KoMIIOHEHTHI CeTH.

Teopusi: O030p KOMIIOHEHTOB  CETH, OKOHEYHBIE  YCTPOWCTBA,
MIPOMEKYTOUHBIE CETEBbIE€ YCTPOMCTBA, CPEACTBA CETEBOIO IMOJKIIOYCHUS,
MPEACTABIICHUS] CETH, TOIMOJOTHYECKUE CXEMbI, MPEACTaBICHHE H (YHKIUN
KOMIIOHEHTOB CETH.

Ilpakxmuka: mocTpoeHue COOCTBEHHOM TOIMOJIOTUHU CETH.

3.2 Ceru LAN u WAN.

Teopus: Tunbl ceTel, JTOKaIbHBIE CETH, TJI00ATBHBIE CeTH, ceTH VHTEpHET,
Nutpaner, Dkctpaner. TexHONOrni Noaki0YeHus Kk MHTepHery.

Ilpaxmuxa: 3ajanue Ha ONpe/ieJIeHue TUIIA CETH.
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3.3 TexHonoruu noctyna noAxkiaroueHus K HTepHeTYy.

Teopus: VIHTepHET-MOAKIIOYEHUE JIOMAIIHEN ceTH, HeOoJbIoro oduca.
CriocoObI TOIKITFOUYECHHSI K CETH.

Ilpakmuka: Hactpoliika poyTepa, HOAKIIOUEHUE YCTPOUCTB K UHTEPHETY U
pa300p OCHOBHBIX TPOTOKOJIOB IMOJKITIOUEHHUS K CETH.

3.4 Hacrpoiika HTHTePHET-TTOAKIIOYSHUS I JoMa ¥ HEOOIBIIIOTO oduca.

Teopus: Paboune cTaHAapThI U1 OJKIIOYEHHS JoMa U He0OoJIbIIOTo oduca
K CETH.

IIpakmuka: VIHTEepHET-MOJKIIOUEHUE IJisi IoMa U oduca — OTIWYUS B
HACTPOUKE U OCOOCHHOCTH KOH(UTYpalluKi YCTPOMCTB, B 3aBUCUMOCTH OT YCIIOBUH
pa3BEpPTHIBAHUS.

Tema 4. Cemv Kax naameopma

4.1 KoHBEpreHTHBIE CETH.

Teopus: TpaguuiuoHHBIE 000COOIEHHBIE CETH, KOHBEPTeHTHAS CETh.

Ilpaxmuxa: VI3ydueHne cepBUCOB KOHBEPI€HTHBIX CETEH.

4.2 OTKa30yCTOMYMBOCTh U HAJIC)KHOCTh CETH.

Teopusa: CeteBass apXHUTEKTypa, OTKa30yCTOWYUBOCTb,
MacTabUpyeMOCTh, KAUECTBO 0OCITYKUBaHUs, 0€3011aCHOCTb.

Ilpakmuxa: Hactpolika 0TKa30yCTOMUMBOCTH B oOduCEe C JBYMs
IIpOBaAEPaMHU, PE3EPBUPOBAHNUE KAHAJIOB CBSI3H.

4.3 VYnpaxnenue: Co3gaHne HaJICKHOU CETH.

Teopusa: CeteBass apXHUTEKTypa, OTKa30yCTOWYUBOCTb,
MacIITabNupyeMOCTh, KAYECTBO 0OCITYy KHUBaHUs, 0€30MTaCHOCTh

Ilpakmuxa: Hactpoiika oTkazoyctoilumBoctd Ha L2 ypoBhe, L3
ypoBHE. OTKa30yCTOMYMBOCTH HA YCTPOMCTBAX PA3HBIX BEHOPOB.

Tema 5. Illocmoanno menawuwaaca cemeeas cpeoa

5.1 TenaeHuu pa3BUTHS CETEM.

Teopus: HoBwie Tennennnn, kouuenmus BY OD, coBmectHas pabora depes
Nutepner, CeTeBble TEXHOIOTHUM AJIs AOMA.

Ilpakmuka: TepMuHOIOTHS CETEBOM Oe3omacHOCTH. M3yueHue BakaHCH B
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chepe MHPOPMALIMOHHBIX TEXHOJIOTHI U CETEBBIX TEXHOJIOTHH.

CeteBble TEXHOJIOTUHU IS IoMa U oduca.

Teopus: TexHonormdeckue TEHACHIMH I ceTel o(HuCOB W J0Ma,
OpraHu3allys CETU MO JIMHUU 3JIEKTPOIUTAHUS.

IIpaxkmuxka: VI3ydeHue ceTH CBOETO I0Ma.

5.2 CerteBas apXUTEKTypa.

Teopus: CereBas apxutekrypa Cisco

IIpaxmuxa: Ynpa)xHEeHUE HA CO3/IaHUE HAIC)KHOU CETH.

Tema 6. Konmponvnoe mecmuposanue no Mmooy

lIpakmuxa: TecT. AHanu3 pe3yJbTaToB.

Moayas 4. Co3naHue ceTH ¢ HCIOJb30BaHUEM CETEeBOr0 000PYI10BAHMS
Cisco

Tema 7. Cemesas onepauyuonnas cucmema

7.1 Onmnepammonnas cucrema Cisco 10S.

Teopus: Haznauenune OC, cnocoObl JOCTyMa, MPOTpaMMBbl SMYJIISLIUAN
TepMUHAJIa, HABUTAIMS B OMEPAIIMOHHON CHCTEME.

Ilpaxmuxa: Ilonydyenue qoctymna K yCTpOMCTBaM.

7.2 CrpykTypa KOMaH[ U pexxumbl padoTel Cisco 10S.

Teopus: ba3oBas ctpykrypa koMan 10S, cunrakcuc komana Cisco 108,
KOMITOHEHTHI cripaBku 10S.

Ilpakmuxa: PaboTa ¢ KOMaHJON CTpOKOH. VYmpaBieHUe
MPOIIECCAMH M3 KOMaHJAHOUW CTPOKH.

7.3 Topsiune KJIABWIIM M KJIABUIIKA OBICTPOTO BbI3OBa. Teopus: ['opsaue
KJIABUIITU U KJIABUIIIM OBICTPOTO BHI30BA.

Tema 8. bazosasa nacmpoiika ycmpoiicmae

8.1 OrpanuyeHue goctyna K KOHQUTYpalusiM YCTPOUCTB.

Teopus: 3amuTa J0CTyna yCTPOWCTB, HACTpoOMKa mapoJsel, mudpoBaHue
napoJieii, 6aHHepHbIE COOOIIECHNS, UTHCTPYMEHT MPOBEPKU CHHTAKCHCA.

IIpakmuka: Hactpoiika AAA monenu Ha o6opynoBanuu komnanuu Cisco.

8.2 Hactpolika HaUaJIbHBIX TAPAMETPOB KOMMYTATOPA.
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Teopus: Coxpanenue ¢aia Texyiieit KoHUrypamuu, U3MEHEHHUE TeKYIIeH
KOH(pUTrypanuu, 3aniuch KOHGUTypaluy B TEKCTOBBIN (haidll.

lIpaxmuxa: HacTpoiika HauyadbHBIX TApaMETPOB KOMMYTATOpa.

Tema 9. Cxema adpecos
9.1 Hacrpoiika IP-agpecannm.
Teopus: IIpOTOKOJIBI, B3aUMOICHUCTBUE MTPOTOKOJIOB, CETEBBIE MPOTOKOJIBI.

Ilpakmuka: Hactporika [P-anpeca Ha KoMMyTaTope, poyTepe, KOMIbIOTEpPax

nox ynpasiearnem OC Windows\Linux.

9.2 Co3nmaHue MpocToi CETH.

Teopus: Intepdeiicsl u mopthl, HacTpoiika [P-aapecos.

IIpaxmuxa: IHCTpyMEHTBI IPOBEPKN CUHTAKCUCA, HACTPOMKA BUPTYaJIbHBIX
uHTep(ericoB KOMMyTaTropa, IpPOBEpKa CHHTAKCHCA, IPOBEpPKA aJipecaluu
uHTEpPeiica.

9.3  OcHOBBI 0€30I1aCHOCTU NIPH YAAIEHHOM yIPABICHUH.

Teopus: I1poTOKOIIBI yIAIEHHOTO nocrymna. MIx segocrarku u
croco0bl 00€30NacuTh YIaJE€HHBIN JOCTYII.

IIpakmuka: Hactpoitka AAA-monenu, pabora ¢ RADIUS u TACACS+.

Tema 10. Cemegvie npomokKoibl U KOMMYHUKAUUU

10.1. OcHOBBI KOMMYHUKALIUH.

Teopus: Y craHOBIIEHUE NTPaBUII, KOJAUPOBAHUE COOOIEHUE, MHKATICYJIISLIUS
W JIGMHKANCyJIALMs, CUHXPOHU3ALMS COOOLIEHUH M BapUaHThl JOCTAaBKHU
COOOILIEHUSI.

IIpaxmuxa: Ananu3 kaapoB Ha L2 ypoBhe. [lepexBaT kaJpoB ¢ MOMOIIbIO
crtoponHero 0.

10.2 CeteBble POTOKOJIBI U CTAHAPTHI.

Teopusa: llpaBuna, periaMeHTUPYIOIIME CHOCOOBI OOMEHAa JaHHBIMH,
CETEBbIE MPOTOKOJIbI, B3AUMOECHCTBUE TPOTOKOJIOB.
Ilpakmuka: ConocraBnenue nporokosoB Hadbopa TCP/IP.

10.3 Ilepenaua naHHBIX B CETH.

Teopus: CermeHTalus COOOLIEHNUS, €AUHHIIA JAHHBIX POTOKOJIA.

23



Ilpaxmuxa: Onpenenenne ypoHs PDU.

Tema 11. Cemesoii 0ocmyn
11.1 TIIpoToxoibl PU3NIECKOTO YPOBHSI.

Teopus: uznyeckuil ypoBeHb, CPEACTBA MOJKIIOUEHUS] PU3UUECKOTO

YPOBHS, CTAHJIAPTHI (PUZUYECKOTO YPOBHI.

11.2 IIpoTOKOIBI KAHATBHOTO YPOBHSI.

Teopus: KananbHbll ypOBEHB, TOYPOBHHU KaHAJILHOTO YPOBHSI, YIIPABIICHUE

JOCTYIIOM K Cpefie, MPEAOCTaBICHUE J0CTyNa K CpeAe, CTaHAapThl KaHAJIbHOTO
YPOBHSL.

Tema 12. Ethernet

12.1 TIIportoxomnsl Ethernet.

Teopus: Unkancynsauust Ethernet, momypoBerr MAC, passutue Ethernet,
noss kaapa Ethernet, mons kanpa Ethernet, nogyposan MAC u LLC, MAC-aapeca.
12.2  KoMMmyTaTOpBI JTOKaJIbHBIX CETEM.

Ilpakmuka: Tabmuuna MAC-anpecoB, OCHOBHas HHpoOpMaLUs O

KOMMYyTaTopax, (puibTpanus kaapos, noiydenue nHdpopmanun o MAC-anpecax,

CIIOCOOBI MEPECHUTKH HH(POPMAIIMA Ha KOMMYTATOPE.

12.3 IIpoTOKON pa3pelieHus agpecoB.

Teopus: Ilpotoxon paszpemenusi aapecoB ARP, ¢yuknuu ARP, ARP-
3anpoc, ARP-otBer, Tabauier ARP, mpo6iaemer ARP.

Tema 13. Cemesoit yposens

13.1 IIpoTOKOJBI CETEBOrO YPOBHSI.

Teopus: CeTeBoll ypOBEHB, IMPOTOKOJIBI CETEBOIO YPOBHS, WHKANCYJISALUS
npotokoia [P, xapakrepuctuka nporokona IP. [Taker IPv4, naker IPvo6.
13.2 Mapupytuszanus.

Teopusa: Pemienne o0 mnepeaapecalid MAKETOB XOCTOM, MUIKO3 IO

YMOIYaHHUIO, HCIIOJB30BaHUC MIJII03a M0 YMOJIYAaHUIO, T8.6J'II/II_Ia MapumpyTru3aiguu

y3na. Tabmuia MaprmpyTuzanud — poyTepa, pelieHHe O Iepeaapecanuu

MapUIpyTU3aTOPOM.

Ilpakmuka: OnpenencHne IEMEHTOB 3aMKCH B TAOIUIE MaPIIPy TH3AIINN.
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13.3 MapupyTusaTopsl.

Teopusa: MapumipyTu3aTop — 3TO BbluMcauTenbHas MamuHa, LII u OC
mapuipytusaropa, uarepdeiicel LAN 1 WAN, noakiodeHne K poyTepy, mpoiecc
3arpy3ku OC, puznyeckue XapakTepUCTUKU PoyTepa.

IIpakmuxka: VI3ydenne pU3NIECKUX XapaKTEPUCTUK MapIIPyTH3ATOPA.

13.4 Hactpoiika mapmpytusaropa Cisco.

Ilpaxmuxa. bazoBas HacTpoiKa MapIIpyTU3aTOpa, HACTpoKa HHTep(deicoB
MapuIpyTH3aTopa, HaCTpOKa UTK03a M0 YMOJTYaHUIO.

Tema 14. IP-aopecauyus

14.1 CereBbie IPv4-anpeca.

Teopus: Anpeca IPv4, no3uninoHHas HOTalus, MPeoOpa3oBaHUe ABOMYHBIX
yucen B gecatuuHbli opmat. Ctpykrypa IPv4-anpeca, macka mojcerd, THUIIBI
aZpecoB.

llpaxmuxa: Pacuer IP-agpecanum.

14.2 CereBblie IPv6-anpeca.

Teopus: TlotpeOHocts B IPv6, mpencrtaBnenue I[Pv6-ampecoB. [[nunHa
npedukca, tunbl [Pv6 agpecoB, meroasl Hactpoiiku IPv6 — SLAAC, EUI-64,
DHCPv6, rpynmnossie IPv6-anpeca.

lIpaxmuxa: Onpenenenune tunoB [Pv6-anpecos. Hactpoiika [Pv6-aapecon
Ha CETEBBIX YCTPOMCTBAX.

14.3 Paznenenune IP-cereit Ha moaceTH.

Teopus: CermeHnTanus cere, paznenenue [Pv4-cetu Ha moaceTH, rpaHUIIbI
OKTETOB, Macka mojacetd, VLSM, pabGora ¢ OeckiaccoBoil ajapecaruei,
MPEUMYIIECTBA U HEJOCTATKU KJIACCOBOM ajipecaliuu.

IIpaxmuxa: Tlpaktuka no pacuery [Pv4-anpecanum.

14.4 Ocobennoctu npoexktupoBanus [Pvo-cereii.

Teopusa: I'moGanbHbi WHIUBUAYaIbHBIM [Pv6-ampecoB, pazOueHue Ha
MOJICETH C WCIOJIb30BAHUEM WACHTU(UKATOPA TOJCETH, pEATH3aIUs CXEMbI
anapecanuu Ha nnojcetu B [Pvo6.

IIpaxkmuka: Co3znanue cetu [Pv6 miia npoekra «Y MHBIA JOMY.
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Tema 15. Pazoenenue IP-cemeii ha noocemu

15.1 CermeHTanus ceTy.

Teopus: JloMeHbI IIMPOKOBEIIATEILHON pacchUIKK. [Ipo0iembl ¢ KpynHBIMU
HIMPOKOBEIIATEbHBIMY IOMEHAMU. [ [pUumHBI 17151 pa3/iesieHus Ha TIOJICETH.

lIpaxmuxa: Co3nanue nByX, 4eThipex noacereid. VLSM Ha npakTuke.

15.2 Cxema aapecaruu.

Teopusa: IlnanupoBanwe anpecanuu cetd. llpucBoeHue aapecoB
YCTPOMCTBAM.

IIpakmuxka: PazpaboTka u peanuzanus cxeMbl aapecaiuu VLSM.

15.3 OtpaboTKa KOMILJIEKCHBIX MPAKTUYECKUX HABBIKOB.

llpaxmuxa: noarotoButh cxemy aapecauuun [Pv4 u IPv6, peanusoBarhb
anpecanuio [Pv4 u IPv6 u mpoBepUTh CETEBBIE TOAKIIOUYEHUS.

Tema 16. Tpancnopmmuulit yposens

16.1 IIpOTOKOJBI TPAHCIIOPTHOTO YPOBHS.

Teopus: Ponb TpaHCHOPTHOTO YPOBHS, (DYHKIIMH TPAHCIIOPTHOTO YPOBHS,
MYJIbTUIUIEKCUPOBAHUE CEAHCOB CBA3MU, HAJEKHOCTh TPAHCIIOPTHOTO ypoBHs, TCP
u UDP, CoorBerctBytomuidi MOPOTOKOJ  TPAHCHOPTHOIO  YpPOBHS ISt
COOTBETCTBYIOIIETO MTPUIIOKEHHUS.

IIpaxmuxa: CpaBHenue xapakrepuctuk TCP u UDP.

16.2 TCP u UDP.

Teopus: ®ynxuuu nporokona TCP, 3aronoBok nporokona TCP, @ynkuun
nporokosia UDP, 3aronoBok nporokosa UDP, otnensHbIe ceaHChl CBSI3M, HOMEpPA
MOPTOB, MAPHI COKETOB, TPYIIIEI HOMEPOB MOPTOB, OOMEH JAHHBIMH IO TIPOTOKOITY
TCP, oomen ganHbiMH 110 nipoTokony UDP, npunoxenus, ucnons3ytoume TCP,
MpUIIOKEHHUS, ucnop3yromue UDP.

lIpakmuka: HabniogeHue 3a MpoLECCOM TPEXCTOPOHHErO0 KBUTHUPOBAHUS
npotokosia TCP ¢ momompio nporpammbl Wireshark. M3yueHue 3axBaueHHBIX
naketoB DNS u UDP ¢ momorisio nporpammer Wireshark.

16.3 OO0meH ma"nueiMu ¢ ucrioab3oBanueM TCP u UDP.

IIpakmuka: MoaenupoBanue oOMeHa TaHHBIMU C UCTOIb30BanueM TCP u
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UDP.

Tema 17. Ypoeenv npunoscenuil
17.1 IIpoTOKOJIBI YPOBHS NPUIOKEHUM.

Teopusi: YpOBEHb NPEACTABICHUS M CEAaHCOBBIM, IPOTOKOJBI YPOBHSA
INPUWIOKEHUHN, MOJIENb «KIIMEHT-CEPBEP», OOIIEU3BECTHBIE MTPOTOKOIBI U CEPBHUCHI
ypoBHs mipuioxkeHui. [IpoTokossl BeO-Tpadrka U 3JIEKTPOHHON MOYTHI, CEPBUCHI
IP- anpecanuu, cepBUCH COBMECTHOTO JOCTyNa K (aiiiam.

IIpaxmuka: Hactpoiika cepBepa FTP, IIS WebServer, Apache?2.
17.2  OO61en3BecTHbIE TPOTOKOJIbI U CEPBUCHI YPOBHS MIPUIIOKEHUH.

Teopus: Tlpotokonsr HTTPS u HTTP. IMpunmun pa6orst SMTP, POP,
IMAP.
Ilpaxmuxa: VIHTEpHET U 3JIEKTPOHHASA 10YTA.

Tema 18. Co3zoanue nevonvuoit cemu
18.1 VYcrpoiicTBa B pamkax HEOOJIBIION CETH.

Teopus: Tononoruu cerei HeOOIBIIOrO pazMepa. Beibop ycTpocTB miis

HeOonpoi cetu. [P-agpecannst B pamkax HeOosblIoN ceTu. PezepBupoBaHue B
HEOO0JIBILON ceTu.

lIpaxmuxa: Co3laHue TOMOJOTUM CBOEH OyIyIIeil ceTu.

18.2 TIlpunoxkeHue U MPOTOKOJIbI B HEOOIBILION CETH.

Teopus: PactipocTpaHEHHBIE NTPUIIOKEHUS U TPOTOKOIBL. [Ipunoxenus st
nepesavyu rojoca u BUIEO.

IIpakxmuxa: Hactpoiika DHCP-cepBepa, Hactpoiitka DNS-cepepa Ha
pa3ubix Windows u Linux.

18.3 MacmrabupoBaHue 10 pa3MePOB KPYITHOM CETH.
Teopus: Pacmupenue  HEOONBINIOW  CETH, aHAJIUW3  MPOTOKOJIOB,
WCIIOJI30BaHUE CETU COTPYAHUKAMMU.
Ilpaxmuxa. Pa3paboTka MIaHOB AJi OyAyIIero MaclITaOuPOBaHUSI CETH.
18.4 OobecneueHue ceTeBoi OE30MaCHOCTH.

Teopus: Yrpo3pl 0€30MaCHOCTU H  YS3BUMOCTH.

CereBble  aTakw.
[IpenoTBpamnieHre CeTeBbIX aTak.
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IIpakmuka: VN3yuenue yrpo3 0€30MaCHOCTH CETU. YTPO3bl 0€30MaCHOCTH U
YSA3BUMOCTH.

18.5 OcHoBHBIE pabOUYne XapaKTEPUCTUKH CETH.

Teopus:  Ucnonws3zoBanue koMmauasl ping. Komannel traceroute
show. Komanna arp.

Ilpaxmuxa: VInTepnpeTanus BbIBOIa KOMaHIbI ping, traceroute, show, arp.

Tema 19. Konmponvnoe mecmupoeanue no mooy.io

lIpakmuxa: TecT. AHanu3 pe3yJbTaToB.

Tema 20. Ilpoekmuan oeamenvHocmo

IIpakmuka: 3amuTa MTHAUBUIY ATLHOTO/TPYIIIIOBOTO MIPOEKTA.

20.1 IIpoekt «ObecneueHne 6€30MaCHOCTU Ha KAHAJIbHOM YPOBHE.

IIpakmuxa: T1IOHATHS 0 KOMMYyTaTopax U KaHAJIbHOM ypOBHE. Y I3BUMOCTH
KaHAJIbHOTO YpPOBHS, MpoTokoiibl STP, 3ammura or DDOS-aTtak Ha KOMMyTaTopshl,
DHCP- snooping.

20.2 IIpoekt «HacTpotika 6eCIIpOBOIHBIX CETel U «OECIIIOBHOI CETH.

IIpakmuka: CpaBHenue u BbIOOp crangaptoB 802.11. Hactpoiika
O6ecripoBoaHOM ceTu Ha vactoTe 2.4 u 5 I'Tu. besonacHocTs 6ecipoBOAHOMN CeTH.
Teopus MESH-cerei.

20.3 IIpoekt «ObecneueHre 6€30MaCHOCTA HA CETEBOM YPOBHEY.

Ilpakmuka: OcoOennoctn peanuzauuu cpeAactB [PSec, ITlporokon
yrnpasienust kpuntokiatoduamu [KE, 3ammra nepenaBaeMpiX JaHHBIX € TOMOIIBIO
nporokonoB AH u ESP, Apxutektypa cpeact 6ezonacHoctu IPSec.

20.4  TIIpoekr «Hactpoiika ceTu Ha OCHOBE OTKPBITOIO MPOrPaMMHOIO
oOecreyeHus».

IIpaxkmuxka: TToUCK OTKPBITOTO TPOTPAMMHOTO 00€CTICUCHUS I HACTPONKU
cerer. Hactpoiika cetu oduca, monb3ysach Toiabko OC Linux. IlpeumymiectBa u
HEJIOCTAaTKU KOH(UIypUpPOBAaHUSI CETHU, HCIONb3YS KOMIIBIOTEPHI, B KaueCTBE
ceTeBoro obopyaoBanus noa ynpasneanem OC Linux.

20.5 IIpoekr «Hactpoliika cetn Ha OCHOBE 3aKpBHITOTO MPOrPAMMHOIO

o0ecCIieUeHU .
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IIpakmuxka: I1ouck 3aKpbITOTO MPOTPAMMHOI'0 OOECIIEUEHUS 1151 HACTPONKU
ceteil. Hactpoiika cetu oduca, nois3ysch Tosibko OC Windows. Tlpenmyiiectsa u
HEJOCTaTKU KOH(QUTYPHUPOBAHUS CETH, HCIOJIb3Yysd KOMIIBIOTEPHI, B KadecTBe
ceTeBoro odopynoanus noa ynpasienrnem OC Windows.

20.6 IIpoekr «CozmaHue CHCTEM aBTOMATH3ALMU [0 Pa3BEPTHIBAHUIO
CETH.

IIpakmuka: PaboTta ¢ cucteMamMu aBTOMaTU3alliU, OPKECTPUPOBAHUS CETEU

— Ansible, Docker, Python u moakmrogaemsbiii Moysib netmiko.
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1.411nanupyemblie pe3yabTAThl

IlIpeomemmnuwie pezyromameol:

- pacmiMpeHWe 3HaHWK 0a30BBIX TMOHATHNA, NPHHIUIIOB ITOCTPOCHUS
JIOKaJIbHO- BBIYUCIUTEILHOMN CEeTH;

- yrIyOJIeHHOE 3HaHUWE OCOOEHHOCTEH pa3ju4HbIX OIMepalMOHHBIX
cucteM ceMelictea Windows;

- 3HaHUE OCOOEHHOCTEW OCHOBHBIX CETEBBIX IIPOTOKOJIOB, CETEBBIX
CIIy 0, CpEZICTB MOHUTOPHUHT A,

- yYMEHHE CTPOWTHh CETH MPOMBIINIJICHHOTO YPOBHS, CETH HEOOJBIITUX
0(HCOB, MOJKIIOYEHUE K II00ATBHBIM CETSM;

- yYMEHHE pa3BepPTHIBAHHUS CHUCTEM IICHTPAJIW30BAHHOTO YTMPABICHUS U
KOMITBIOTEPAMH;

- yriIyOJICHHbIE HABBIKUA aIMUHUCTPUPOBAHUS.

JIuunocmmuoie pezyiomamol:

- (opMupoBaHHE OTBETCTBEHHOTO OTHOIICHHS K YYEHHIO, TOTOBHOCTH H
CIIOCOOHOCTH 00YUaIOIIUXCSl K CAaMOPa3BUTHIO, CAMOOOPA30BaAHUIO;

- ¢opmupoBaHue YHHUBEPCATBHBIX Croco0o0B MBICIIUTETLHON
NEATeTbHOCTH  (a0CTPAKTHO-JIOTHYECKOTO  MBIIIJICHHUS, TaMsATH, BHHUMAHWS,
TBOPYECKOTO BOOOPAKECHHSI, YMEHUS POU3BOIUTH JIOTHYECKUE OTIEPAIIUN );

- (opMupoBaHNE KOMMYHUKATHUBHOW KOMIICTCHTHOCTH B OOIICHHH H
COTPYIHMYECTBE CO CBEPCTHHKaMU B Ipolecce o00pa3oBaTeNbHOM, Y4eOHO-
MCCJIEIOBATENLCKON U MPOSKTHOM JACSITEIBbHOCTH; YYaCTHS B COIMATBLHO 3HAYMMBIX
MIPOEKTaX, MOBBIICHUE YPOBHS CAMOOIICHKH OJ1aroaps peain30BaHHBIM ITPOCKTaM;

- (QopMupoBaHuE IIEJIOCTHOTO MHPOBO33PEHUS, COOTBETCTBYIOIIECTO
COBPEMEHHOMY YPOBHIO Pa3BUTHUS WH(DOPMAITMOHHBIX TEXHOJIOTUH;

- (opMupoBaHHE OCO3HAHHOTO TO3WTHUBHOTO OTHOIICHHS K JIPYromy
YeJIOBEKY, €r0 MHCHUIO, PE3YJIbTaTy €r0 NeATeIbHOCTH;

- ¢opmMupoBaHHE IIEHHOCTH 370POBOro M 0O€30macHOro obpasza >KH3HH,

AKTUBHOM >KU3HCHHOM IIO3UIINHN U Fpa}I(,Z[aHCKO-HanHOTHHGCKOﬁ OTBCTCTBCHHOCTH,
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Memanpeomemmnuie pezyromamol:

—  OpPUEHTHUPOBATHCS B CBOEH CHCTEME 3HAHUI: OTIMYaTh HOBOE 3HAHUE OT
U3BECTHOTO;

- 1nepepabaTbiBaTh MOMYYEHHYIO HWH(POpPMAlMIO: JellaTh BBIBOJBI B
pe3ysbTate COBMECTHOW pabOThI rpyIIbl, CPABHUBATH U I'PYNIUPOBATH MIPEIMETHI
U UX 00pasbl;

- u3Jaratb MbICAM B UYETKOM JIOTMYECKOH IOCJIEI0BATEbHOCTH,
OTCTauBaTh CBOIO TOYKY 3pPEHHUS, AHAJIU3UPOBATH CUTYALMI0 M CAMOCTOSITEIIBHO
HaXOJUTh OTBETHI Ha BOIIPOCHI MYyTEM JIOTUYECKHUX PACCYKICHUM;

-  ONpEAeNATh U peuaTh 0a30BbI€ 3a/1a4M YIPABIECHUS CUCTEMOM U CEThIO;

- paborarb HaJ NPOEKTOM B KOMaHJE, TPYIIE WIA KOJJIEKTHUBE,

3 PeKTUBHO pacTpeaeisTh 00SI3aHHOCTH; MPEABUACTh PE3YIbTAT U JOCTUTATh €TO.
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II.LKomiiekc OpraHu3aluoOHHO-NIeIATOTHYECKUX YCJI0BUI peajin3annu

o01epa3BUBaOIEl MPOrpaMMbI

2.1 Kanengapublii yueOHbIi rpaduk Ha 2022-2023 yuyeOHbIH 1oj

Ne OcHOBHBIE XapaKTePUCTUKH
n/n Oﬁpa3OBaTeJIbHOFO nmpoiecca
1. [KomanyecTBO y4eOHBIX HEIEIb 36
2. [KomnuecTBO 4acoB B HEIEIIO 4
3. |KonuuecTBO 4acoB BO BTOPOM IoJl 00ydeHUs 144
4. Henens B I nonyroaumn 16
5. Henens Bo Il monyroauu 20
6. [Hawano 3ansaruii 12 centa0ps
7. |BpIXOOHBIE THU 30 nexabps — 09
SIHBaps
8. |OxoHuaHHE y4eOHOTO Toja 31  wmas#
YueOnblii rpadguk Ha 2022-2023 yueOHbIH 1ojg
o Kon-B ®opma
N Mecsn dopma 3aHATUA 01150 Tema op
/i 4acoB KOHTPOJIS
BBoanoe 3ansTue.
HNHcTpyKTax 1mno
TEXHUKE
Jlexmusi/o0cyx1eH OcsonacrocTu. becena
1. | ceHT0pB H e YA 2 3HaAKOMCTBO C 4
o0opyoBaHuEM,
CO31aHUC YUCTHBIX
3anucen
CeTu B Halllel )KU3HU
becena,
N3yueHue cereBbIxX
Jlexumsi/o6cyxaeH perieHue
2. | ceHTs0pB 2 WHCTPYMEHTOB U1 .
ue . 71a00paTOPHOI
COBMECTHOH pabOThI
paboThI
becena,
['pynmoBas/mpakt ElICHUE
3. | ceHTA0pB Py P 2 KommoneHTs! ceTn P .
nyeckas pabora nabopaTopHOI
paboThHI
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becena,

I'pynnoBasi/mpakt CTHBII OIIpOC
4. | ceHTs0pH Py p Cetu LAN u WAN | Y poc,
nJeckas pabora MPE3CHTAIHS
pelieHus
becena,
TexHonoruu nocryna o
I'pynnoBasi/mpakt YCTHBIHN OIpoC,
5. | ceHTSI0pH MTOJIKJTFOUEHUS K
nJeckas pabora MIPE3CHTAIHS
Hutepnery
pelIeHus
Hacrpoiika
Jlexuwmsi/o6cyxaeH WHTEPHET- Becena,
6 centsibon | A€ I'pynmoBast/mp ITOAKJIIOYEHUS JUIsl | YCTHBIN OIIpoC,
' p aKTuyeckas JIOMa 1 HEOONBILIOTO | MPEe3eHTAIHs
pabora oduca pereHus
Hacrpoiika
P becena,
WHTEpPHET- o
I'pynnoBasi/mpakt YCTHBIHN OIpoC,
7. OKTA0pb TIOAKITIOYEHUS IS
nyeckas pabora npe3eHTalus
JIoMa 1 HeOOJIBIIIOTO
pereHus
oduca
Jlekmusi/o0cyx1eH becena,
ue ['pynmoBas/m CTHBIN OTIPOC
8. OKTS0pb Py p KonBeprentHoie cetu y poc,
aKTHYECKast MPE3CHTAIHS
paborta peIIcHUs
o becena,
OTka30ycTOHUNBOCTD o
I'pynmoBasi/mpakt YCTHBIH OTpoc,
0. OKTAOpb Y HaJeKHOCTh
ndeckas pabora Mpe3eHTaIUs
ceTu
pereHus
becena
VYnpaxHeHue: o,
I'pynmoBasi/mpakt . | ycTHBIH ompoc,
10. | okTsa0pb CO3/IaHUE HAJEHKHON
ndeckas pabora Mpe3eHTAIUS
ceTu
peteHus
becena,
1 —— I'pynnoBasi/mpakt TenaeHIUN pa3BUTHUS | YCTHBIN OIPOC,
’ p nyeckas pabora ceTei MPE3CHTAIIHS
pereHus
Jlexumsi/o6cyxaeH Bbecena,
12 oxrsGon | € I'pynmosasi/mp TeHaeHIUN pa3BUTHUS | YCTHBIN OIPOC,
' p aKTHYECKas cerei MPe3CHTAIHS
pabora pelieHus
Jlexumsi/o6cyxaeH Bbecena,
13 oxrsGon | € I'pynmnosasi/mp CeTteBble TEXHOJIOTUHU | YCTHBIN OIPOC,
’ p aKTH4YecKast IUTs IoMa U oduca MIPE3CHTALNS
pabora pelieHus
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Jlexuus/o6cyxaeH becena,
ue ['pynmnoBas/m CereBas CTHBII OIpOC
14. | okTsa0pb Py p y poc,
aKTHYECKast apXHUTEKTypa MPe3CHTAIHS
paborta penieHus
Jlexuus/o6cyxaeH
. YA KontponbHoe
e ['pynmosas/mp
15. HOSIOPb TECTUPOBAHUE T10 TectupoBanue
aKTHYECKast MOTYITIO
paborta Y
Jlexuwmsi/o6¢cyxaeH Becena,
ue ['pymnmoBas/mp OneparmonHas YCTHBIU OITPOC,
16. HOSIOPb .
aKTU4YecKas cuctema Cisco i0S MIPE3CHTALMS
pabora pereHus
Jlexnusi/o0cyx1eH Becena,
ne ['pynmosas/mp OnepannonHast YCTHBIN OIpoC,
17. HOSIOPb .
AKTHUYECKast cuctema Cisco i0S Mpe3EHTaLHNs
pabora pelieHus
Jlexnusi/o0cyx1eH
1 YA CrpykTypa KOMaHI U
ne ['pynmosasi/mp
18. | HOs0pB PEKUMBI paOOTHI TectupoBanue
aKTU4eckas .
Cisco 10S
paborta
Jlexumst/o0cyxnen Becena,
- YHA CrpykTypa KOMaH[a U a
ue ['pymnmoBas/mp pelieHue
19. HOSIOPb peXUMBI pabOThHI .
aKTHYeCKast . nmabopaTopHOU
Cisco 10S
pabota paboThI
becena
Ob6cyxnenue I'py I'opsiune xnaBuIy u emeﬁnje
20. HOSIOph | MITOBas/IIpaKTUYEC KJIaBUIIN OBICTPOTO P .
nabopaTopHOI
Kast pabota BBI30Ba
paboThI
OrpannycHue becena,
Ob6cyxnenue ['py p A
JocTyna K pelieHue
21. HOSIOph | MITOBas/TIpaKTUYEC .
KOH(UTypaiusm nabopaTopHOI
Kas pabora N
YCTPOMCTB paboThI
Hacrpoiika becena
O6cyxnenue ['py P .
HaYaJIbHBIX pelieHue
22. | HosOpb | MIOBas/mpaKkTUYEC .
rapameTpoB nabopaTopHOI
Kas paboTa
KOMMyTaTopa paboTsI
becena,
O6cyxnenue ['py N
Hacrpoiika IP- pelienue
23. HOSIOph | MITOBast/TIpaKTHIEC .
ajipecaru nabopaTtopHoit
Kas pabora
paboThI
Jleknusa/o00cyxaeH N becena,
a YA Co3znanue npocToi e
e ['pymmoBas/mp YCTHBIH OTIpoC,
24. | nexabpp CEeTH
aKTU4ecKas Mpe3eHTAIHS
paborta pereHus
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Jlexumsi/o6cyxaeH OCHOBBI Becena,
ne ['pymnmosas/m 0€30I1aCHOCTH IIPH CTHBIH OIIpoC,

25. | nexaOpb Py p B p Y p
aKTHYECKast YAUIEHHOM MIPE3CHTAIHS

pabora yIpaBICHUU pereHus

Jlekmusi/o0cyxneH becena,
ne I'pymnmnosas/o OCHOBBI CTHBIN OIIpOC
26. | nmexabOpb py p . y poc,
aKTHYECKast KOMMYHHKAII pe3eHTAIHS

paborta perieHus

Jlekmusi/o0cyxneH becena,

ne I'pymnmnosas/mo CereBble IIPOTOKOJIBI elIeHne
27. | nexabpb py p P P o
aKTUYECKast U CTaHJIAPThI naboparopHoit

pabora paboThl

Jlexnust/o0CcyxaeH Becena

I YA [lepenaya naHHBIX B Aa,

ne ['pynmosas/mp pelieHue
28. | nmekabpb CEeTH o
aKTHYECKast nabopaTopHOH

pabota paboThI

Jlexmusi/o0cyx1eH Becena,

ne I'pynmosas/mot IIpoToxonsl CIICHUE
29. | nexabpp Py p p P .
aKTHYECKast (bu3nuecKoro ypoBHs | J1abopaTopHOH

pabora paboThI

Jlexmusi/o0cyx1eH Becena,

ne I'pymnmnosas/m IIpoToko0abI CIICHUE
30. | nexaOpb Py P P P .
aKTHYECKast KaHAJLHOTO YPOBHS | JJAOOpaToOpHOU

pabota paboThI

Jlexmusi/o6cyx1eH becena,

ne I'pymnmosas/o elmeHue
31. | nexaOpp by P ITporoxosnsl Ethernet P .
aKTHYECKast nabopatopHoit

pabora paboThI

Jlexumsi/o6cyxaeH becena,

ne I'pynmosas/m KoMmMyTaTopsl elIeHne
32. | nmexabpb py p y P o P "
aKTHYeCKast JIOKAJIBHBIX CETEH nabopaTropHoOit

pabota paboThI

Jlexumsi/o6cyxaeH Bbecena,

ne I'pynmosas/mo IIpoTokon ClICHUE
33. | sHBapb Py P P P .
aKTHYECKast paspelieHus aapecoB | JIabopaTOPHOM

pabora paboThI

Jlekmusi/o6cyxneH becena,

ne I'pymnmosas/m IIpoToKO0aBI CETEBOTO eleHue
34. SHBapPb Py P p P .
aKTHYEeCKast YpOBHS naboparopHoit

pabora paboTsI
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Jlexuus/o6cyxaeH becena,
35. SITHBAph me Ipynnosas/mp MapupyTtuzanus PeILCHne
aKTU9ecKas naboparopHoOit

paborta paboThl

Jlekmusi/o0cyxneH becena,
36. SIHBapb me Ipynnosas/mp MapmpyTtuzanus PELICHIE
aKTU9ecKas naboparopHoit

paborta paboThI

Jlekmusi/o0cyxneH becena,
37. SIHBapb me Ipynnosas/mp MapiipyTuzaropsl PeILeHne
aKTU4ecKas naboparopHoit

pabora paboThl

Jlexmusi/o0cyx1eH Becena,
38. | sHBapb ue ['pymmosas/up MapupyTuzaropbl POIeHue
aKTU4eckas nabopatopHoit

pabora paboThI

Jlexnusi/o0cyx1eH Hacrpoiika Becena,
39. | smsaps ne ['pynmosas/mp MapuIpyTH3aTopa pewenne
aKTU4ecKas Cisco nabopatopHoit

pabora paboThI

becena,
40. | despars I'pynmoBasi/mpaxkT Ceresbie [Pv4- pemeHue
ndeckas pabora azpeca nabopaTopHOI

paboThI

Jlexumsi/o6cyxaeH becena,

ue ['pynmnosas/mp Ceresbie [Pv4- pelienue
41. | ¢espanb .
aKTU4eckas azapeca nabopaTtopHoOi

pabota paboThI

Jlexumsi/o6cyxaeH Cerensic IPV6- becena,

ue ['pymnmoBas/mp peleHue
42. | despanb azpeca .
aKTUYecKast nmabopaTopHOH

pabota paboThI

CerteBrle IPv6- becena,
43. | despas ['pynmoBas/mpakt azpeca pemeHue
ndeckas pabora nabopatopHoit

paboTHI

Jlekmusi/o6cyxneH becena,
44. | despars ue ['pynmosas/mp Paznenenne IP-cereit pemeHue
aKTU4ecKas Ha MOJICETH nabopaTopHOI

pabora paboThI
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becena,

I'pynmoBasi/mpakt Paznenenune IP-cerei CIICHUE
45. | deBpann Py P A P .
nyeckas pabora Ha MOJICETH nmabopaTtopHoit
paboThI
Jlexnusi/o0cyx1eH becena
1 YA Ocobennoctu 71,
ue ['pynmosas/mp pelieHue
46. | ¢eBpanb MIPOEKTUPOBAHUS .
aKTu4eckas . nabopatropHoit
IPv6- cereit
pabota paboThI
becena
Ocobennoctu 71,
I'pymnmoBasi/mpaxT pelieHue
47. | ¢espanb MIPOEKTUPOBAHUS .
nyeckas padbora . nabopaTopHOH
IPv6- cereit
paboThI
becena,
I'pynnoBasi/mpakt elIeHue
48. | ¢espainb Py P CerMeHTanus cetu P o
ndeckas pabora nabopaTtopHoOit
paboThI
Jlekmusi/o0cyxIeH becena,
ue. pelieHue
49, MapT CerMeHTalUs CETU o
I'pynmoBasi/mpaxT nabopaTopHOI
nyeckas padbora paboThI
becena,
I'pynmoBasi/mpaxT
perieHne
50. MapT ndeckas pabora Cxema agpecanuu .
nabopaTopHOH
paboThI
becena,
I'pynnoBasi/mpakt eleHue
51. MapT Py p Cxema agpecanuu P .
nyeckas padora nabopaTtopHoOi
paboThI
Jlexmusi/o6cyx1eH
H e YA OTtpaboTka becena,
' KOMILJICKCHBIX peleHue
52. MaprT I'pynmnoBasi/mpaxkT .
MPaKTUYECKUX nabopaTtopHoOi
nyeckas pabora
HABBIKOB paboThI
Jlexuusi/o0cyxneH becena
. YA IIpoToxoJibl s
ue. peleHue
53. MapT TPaHCIIOPTHOT'O .
I'pynnosasi/mpakt nabopaTtopHoit
YPOBHS
nyeckas pabora paboThI
Jlexumsi/o6cyxaeH Bbecena,
ue. TCP u UDP pelieHue
54. MapT .
I'pynnoBasi/mpakt nmabopaTtopHoit
nyeckas pabora paboThI
becena
OOMeH TaHHBIMU C ’
[TpakTraeckas A pelieHue
55. MapT aGoTa HCITOJIb30BaHUEM HA60DATODHOG
pabota. TCP u UDP parop
paboThI
OOMeH TaHHBIMH C
IIpaxTnueckas A becena,
56. MapT AGoTa UCTIOJIb30BaHUEM eLLIeHe
pabota. TCP u UDP P
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nabopaTopHOI

paboThl
becena,
IIpakTrueckas [IpoTokombl YpOBHS CIICHUE
57 MapT Y
’ pabora. MPUIOKEHU N nabopaTopHOH
paboThI
OO01en3BecTHRIE
53 ALDEILE [TpakTrueckas IPOTOKOJIBI U becena,
' p pabora. CEpPBHUCHI YPOBHSA YCTHBIH OTpoc
MIPUITIOKEHU I
YcerpoiicTta B
59 ALDEILE IIpakTrueckas pamMKax HeOOJIbIION becena,
' p pabora. ceTu YCTHBIH OIpoC
Jlexumsi/o6¢cyxaeH .
H YA VYcrpoiictBa B
He. . becena,
60. arpesb pamMKax HeOOJIbIIOMN .
I'pynnoBasi/mpakt ceTH YCTHBIHN OIpOC
ndeckas pabora
Jlexumsi/o6cyxaeH
H YA [Ipunoxenue u
He. becena,
61. anpesb IIPOTOKOJIBI B .
I'pynnoBasi/mpakt . YCTHBIHN OIpOC
HEOOJIBIIION CeTH
ndeckas pabora
IIpunoxenue n
I'pynmnoBasi/mpakt becena,
62. arpeb IIPOTOKOJIBI B 9
nyeckas pabora . YCTHBIH OTPOC
HEOOJIBIIION CEeTH
I'pynmnoBasi/mpakt MacmrabupoBanue Becerna
63. anpesb nyeckas padora 710 pa3MepoB L
. YCTHBIHN OIpOC
KPYIHOH ceTu
Jlexmusi/o0cyx1eH becena
B YA Ob6ecnieueHue A,
ue. . pelieHue
64. arnpeb CeTeBOM .
I'pynmnoBasi/mpaxkT nabopaTopHOI
0e30macHOCTH
nyeckas pabora paboThI
becena
OcHoBHBIE paboune A
I'pynnoBasi/mpakt penieHue
65. anpenb XapaKTePUCTUKU .
ndeckas pabora nabopatopHoit
ceTH
paboTHI
Jlekrusi/o6cyxneH
H e YHA KonTponsHoe
66. Mait ’ TECTUPOBAHUE T10 TectupoBanue
I'pynmoBasi/mpakt
MOJIYJTIO
nyeckasi pabora
IIpoexr
3amura
. I'pynmoBasi/mpakt «O0ecneuenue
67. Mai VHIUBUyaTbH
ndeckas pabora 0e30MmacHOCTH Ha oro/

KaHAJIbHOM YPOBHE»
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IPYyIIIOBOTO

MIPOEKTa
. 3amura
IIpoext «Hactporika
. | MTHAUBHIyabH
. I'pynnoBasi/mpakt OECIIPOBOIHBIX CETEH
68. Mait 9 oro/
ndeckas padbora 1 «OecIIoBHOI
TPyIIIOBOTO
ceTH»
MIPOCKTA
3amura
Hpoekr I/IHHI/IBHI;I[ QJIbH
. I'pymmoBast/mpakT «Obecrieuenue Y
69. Maii oro/
nyeckas pabora 0e30MmacHOCTH Ha
IpYIIIOBOTO
CETEBOM YPOBHE»
MIPOEKTA
[IpoekT «HacTpoiika 3amnura
CEeTH Ha OCHOBE WHWBUTYTbH
. I'pynnoBasi/mpakt
70. Maii OTKPBITOTO oro/
ndeckas pabora
IPOrPaMMHOTO IpyIIIOBOTO
o0ecreyeHUsD» MIPOCKTA
[Ipoext «Hactporika 3amura
CCPBHUCOB U CITy’)KO | HHIUBUAYAJIbH
. ['pynmoBasi/mpaxT p y FHBIILY
71. Maii Ha OCHOBE 3aKPBITOTO oro/
nyeckas padbora
IPOTrPaMMHOTO IPYIIIOBOTO
o0ecrieueHus» IIPOEKTa
[Ipoekt «Coznanue 3amura
CUCTEM WH/IUBUYJIbH
. I'pynnoBasi/mpakt FHBIILY
72. Maii aBTOMATH3AIUU 10 oro/
ndeckas padora
pa3BepTHIBAHUIO IpyNIIoOBOrO
ceTm» MPOEKTa
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2.2 Yci0BUs peasu3anuu NPporpaMMbl

Mamepuaﬂbuo-mexnuuemoe obecneuenue

Tpe6oeanuﬂ K nomeuwieHuro.

MOMEIEHUe A 3aHATHH, oTBevaromue TpedboanusMm Canllun

JJI1 yqpex(z{eHHﬁ JOITOJIHUTCIBHOT'O O6paBOBaHI/I$I;

Ka4C€CTBCHHOC OCBCIICHHUC.

Obopyodosanue:

[Ie1arora;

CTOJIBI, CTYJIbsI 10 KOJIMYEeCTBY oOydaromuxcst 1 1 paboyrm MecToM st

KOMIIBIOTCPBI u HOYT6YKI/I Ha KaxxXJ01ro o6yqa}omer (01631 u

MpernoaaBaTclIA;

aKyCTUYECKasl CUCTEMA;
poyTep;

KOMMYyTaTOphI (Ha 24 u 48 nMopToB);

MapuIpyTH3aTop ¢ MHTErpupoBaHHbIMU cepBucamu Cisco ISR 4321;
kKa0enu 1 00KUMHON UHCTPYMEHT, KOHHEKTOPHI;

naTy-naHesb;

untepdericapii HWIC moaynb;

MmesxceteBoit akpan Cisco Firepower 1010 ASA Appliance, Desktop;
1IKad MOHTaXXHBIM HAMTOJIBHBIN;

moayabs SFP+ tpancusep MikroTik S+2332L.C10D;

kvm KoHCOJIB;

MOHOOJIOUHOE UHTEPAKTUBHOE YCTPOICTBO;

HAIloJIbHAsT MOOWJIbHAsI CTOMKA AJIs1  MHTCPAKTUBHBIX OOCOK HJIN

YHUBCPCAJILHOC HACTCHHOC KPCIIJICHUC,

AO0CKa MarHuTO-MapKCpHasd,

baumyapr.

Hngpopmayuonnoe obecneuenue:

IIpOorpaMMHOC obOecrieueHue AL CCTCBOI0  aAMHUHHCTPUPOBAHHA!

VMware Workstation Pro, TeamViewer Premium, Microsoft Office 2020 Pro Plus.
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Kaopoeoe ooecneuenue:

Peanu3oBbiBaTh  mporpaMMmy — MOTYT  [€Iarord  JOTOJHUTEIHHOTO
oOpa3oBaHus, 00JIaAI0MKE TOCTATOYHBIMK 3HAHUSAMH B OOJIACTH TIEAArOTHKU U
MICUXOJIOTUU, METOJIOJIOTHH, 3HAIOLUE OCOOCHHOCTU OOYYEHHs MO HAIpPaBJICHHUIO

«CucTeMHOE aIMUHUCTPUPOBAHUE).
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2.3 @opMbI aTTECTAIIAM U OLIEHOYHbIE MATEPHAJIbI

OueHuBasi JIMYHOCTHBIE KAdyecTBAa y4YalMXCS, NEeAaror MNpPOBOIAUT
HaOMoJeHNue 3a OOy4arolMMUCS, OTCJIEKUMBAHWE JAWUHAMHUKM M3MEHEHHUS MX
TBOPYECKUX, KOMMYHHKAaTUBHBIX M HMHBIX CIIOCOOHOCTEH, JINYHOCTHBIX KAayeCTB
yuamuxcs (IIpunoxenue 7).

Onpenenenre IMHAMUKU METaNpeIMETHBIX pe3yabTaToB (IIpunoxenue 8).

Cucrema KOHTPOJIS 3HAHUM W YMEHHMH ydalluxcsl MPEACTABISIETCS B BUIE
yuéra pe3yibTaTOB MO HMTOraM BBINOJHEHUS 3aJaHUN OTHENIbHBIX KEHWCOB H
IIOCPEACTBOM HaOJIIOJICHUS, OTCIICKUBAHUS TUHAMUKH Pa3BUTHUS yUaIerocs.

Wrorosas aTTecTaius yyamuxcs ocyuectsisiercs no 100-0amibpHOM mKaie,
KOTOpasi IEPEBOAUTCS B OJIMH U3 YPOBHEH OCBOEHMSI 00pa30BaTEIbHON MPOTrpaMMbl

COrJIacHO Ta0JIHIIE:

Tabnuua 4
baJsibl, HaOpaHHbIE 00YYAKOIIMMCH YpoBeHb 0CBOCHUS
0-50 GamnoB Hwuzkwuit
51-75 GannoB Cpennuii
76—100 6annoB Bricokuit

@opMbI TNPOBEAEHUS HUTOTOB II0 KAXIOM TEME M KaXIOMY pasdeiy
oO11iepa3BUBalolleld MporpaMMbl COOTBETCTBYIOT 1eJisiM 1 3aadam JJOOIN.

NHauBHUyanbHBIA/TPYNIIIOBOM  MPOEKT  OLEHUBaeTcss  (hopMupyeMoi
komuccuei. CoctaB koMmuccuu (He MeHee 3-X 4elloBeK): menaror (B 00s3aTeIbHOM
MOPSJIKE), aAMUHUCTpAUsl y4eOHOM OpraHu3aluu, IPUBETCTBYETCS IPUBJICUCHUE
IT- mpodeccuonaos, mpencTaBuTeNel BHICIINX U JPYTUX YUEOHBIX 3aBEJCHUM.

KoMnoneHTaMu O1leHKH UHIUBUAYaJIbHOIO/TPYIIIIOBOTO MPOEKTA SBIISIOTCS
(mo mepe yObIBaHUSI 3HAaUMMOCTH): KauecTBO MII, OT3bIB pyKOBOAUTENS MPOEKTA,
YPOBEHb MPE3CHTAlMM W 3alIUThl MPOEKTa. ECiIM NpPOEKT BBINOJHEH TPYyNIon
oOy4Jaronuxcs, TO NpU OLUEHUBAHUH YUYUTHIBAETCS HE TOJIBKO YPOBEHb UCIIOTHEHUS
IIPOEKTA B LIEJIOM, HO Y JIMYHBIN BKJIAJ KaXJ10I0 U3 aBTOPOB. Penenne npuHuMaercs
KOJUIETHAJIbHO. [[1s OLIEHKM TMpoeKTa 4iIeHaM KOMHCCHUM PEKOMEHIYETCA

ucnois3oBaTh «bnank ounenku Uy (Ilpunoxenue 6).
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2.4MeToanuyecKue MaTepuaJIbl

OO6pazoBaTebHBIN MPOLIECC OCYIIECTBIISIETCA B OYHOU (popme.

B o6pazoBaTenbHOM MpoIecce UCTIONB3YIOTCS CIAEAYIOUINE MEemoobl:

1. OOBACHUTETHHO-UILTIOCTPATUBHBIN;

2. Meroa npoOIeMHOT0 U3I0KEeHHs (MOCTaHOBKA MPOOJIEMBI U PEIICHHE
e€ caMOCTOSITEIBbHO WU TPYIIION);

3. IIpoeKkTHO-uCCIIeI0BaTEIbCKUM;

4. HarnsaHblid:

- JIEMOHCTpAIIM TUIaKaTOB, CXEM, TaOJIUII, JUarpaMM;

- HCIOJIb30BAHUE TEXHUYECKHUX CPEJICTB;

- TOPOCMOTpP KMHO- U TEJIEMPOTPaMM;

5. IlpakTmyeckwmii:

- NPaKTUYECKUE 3aJaHUS;

- aHaJu3 U pelIeHue MPOOJIEMHBIX CUTYaLUK U T. II.

Br160op MeTooB 00Oy4eHHs] OCYLIECTBISIETCS MCXOJS M3 aHajau3a YPOBHS
TOTOBHOCTH O0YYarOIIMXCA K OCBOCHUIO COACPIKAHUS MOIYJIS, CTENIEHHU CII0KHOCTH
MaTtepuana, Tuna ydeOHoro 3aHsaTus. Ha BbIOOp MeTOOB 00yUYeHUs 3HAUMTEIHHO
BIIUSICT TEPCOHAIBHBIA COCTaB TPYIIbI, WHIAMBUIyaIbHbIE OCOOCHHOCTH,
BO3MOYKHOCTH M 3aIIPOCHI I€TEN.

Ouenounvie mamepuanvl 011 ammecmayuu 00Oy4aruuUxca no mMooyuio

Mooyne 1. Beeoenue

KoHTpoJibHOE TECTHPOBAHUE IO MOJIYJIIO.

Mooyns 2. Cucmemuwl UEeHmpanu308aHHO20 ynpaeieHus
nonb306amenamu, ed- cepeucsl, KORQPUIypuposanue OmMKa30yCmMouYUEoll cemu

KoHTposibHOE TECTHpOBaHUE IO MOJYJIIO.

Ilpoekmmuas deamenvHocmo

Wrtoroseiit npoaykt moaynen 1, 2.

Moodynv 3. Beeoenue ¢  pacwupenuvtii.  Kypc  «Cucmemnozo
AOMUHUCMPUPOBAHU)

KOHTpOJILHOﬁ TECTUPOBAHUEC 11O MOAYJIIO.
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Mooynb 4. Co3z0anue cemu ¢ UCno1b308aHUeM CEmMe8020 000Pyoosanus
Cisco

KOHTpoJIbHOE TECTHPOBAHUE IO MOJTYJIIO.

Ilpoekmnaa oeamenvnocmy VITOroBbld NpOayKT Monyieu 3, 4 Dopmul
o0yuenusn:

- @ponmanvnan — nupeanonaraet paboOTy meaarora cpazy coO BCEMH
oOy4JaronMMHUCs B €IMHOM TeMIle W ¢ oOmuMu 3amadamu. [ns peanuzarnuu
OoOydYeHHUs] HCIOJNB3YETCsS KOMIBIOTEp TMenarora ¢ MyJIbTHMEIUA IMPOECKTOPOM,
MOCPEJICTBOM KOTOPBIX y4eOHBIH MaTepHall JEMOHCTPUPYETCS Ha OOIIMIA SKpaH.
AKTHBHO UCHOJB3YIOTCS IHTEpHET-pECYPCHI;

- 2pynnoeas — TIPEAIONAraeT, 4To 3aHATUS MPOBOASATCS C MOArPYIIION.
Jlyis 3TOrO Tpynma pacnpeaensercs Ha NoArpynnsl He 6ojiee 6 uenoBek, paboTa B
KOTOPBIX PEryJUpPYETCs I1€1arorom;

- UHOUBUOYANbHAA — TIOJIPA3yMEBAET B3aUMO/JICVICTBHUE MPENOAABATEIIS C
oJHUM oOyyaromumcs. Kak npaBuio nanHas opma HCIOJIb3YETCsl B COYETaHHUHU C
(bpoHTanbHO#. YacTb 3aHATHA (0OBSICHEHUE HOBOM TEMBI) IPOBOAUTCS (DPOHTAIILHO,
3aTeM 0OyYaroUIUiCsl BBIMOJIHSAIOT UHANBUAYAIbHBIE 3aIaHHs WM O0IIME 3aaHus
B UHAMBHIyaJIbHOM TEMIIE;

- OUCMAaHUWUOHHAA — B3aUMOJICHCTBUE Mearora 1 00y4aronmxcs Mex1y
co0Ol Ha pacCcTOSHUHU, OTpakalollee BCe MNpUCylIMe Yy4yeOHOMY Ipoleccy
KOMIOHEHThI. [l peanu3auuu JUCTAaHIMOHHOW (QoOpMBI OOyueHHs BeCh
TUAAKTUYECKU MaTepuan pa3Melaercs B CBOOOJHOM JIOCcTyre B cetu MHTepHer,
IPOUCXOAUT CBOOOHOE OOLIEHHE MeJarora i 00y4aromuxcsi B COUANBHBIX CETSX,
[0 3JIEKTPOHHOM MOYTE, MOCPEACTBOM BHJICOKOH(EPEHIIMU WM B OOIIEM dare.
Kpome Ttoro, aucrtaHiyoHHoe OOydeHHE MO3BOJSET MPOBOAWTH KOHCYJIbTALlUU
oOydaromerocsi Mmpu caMOCTOATEIbHOW pabore noma. Hamakennas cucrema
CETEBOT0 B3aUMOJICUCTBHUS MOAPOCTKA W IeJarora, MO3BOJISIET HE OTrpaHUYUBATh
nporecc OOy4eHHs HaxXOXKJIEHHEM B yuyeOHOHW ayIuTopuH, OOECHeunuTh
BO3MOXKHOCTh HEMPEPHIBHOTO O0YUYEHHUSI B TOM YHUCJIE, JIJIsl 4acTO OOJICIOIIUX J1eTel

WIM BCEX JEeTed B NEPHOJ CE30HHBIX KAPAHTUHOB (HAlpUMEp, MO TPHUIILY) U
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TEMIIEpaTyPHBIX OrPAHUYEHUSX TOCEIECHUS 3aHATHH.

Dopmul opeanuzayuu yueoH020 3aHAMUA:

B oGpa3zoBareasHOM TIpoIiecce MOMUMO TPATUIIMOHHOTO YIeOHOTO 3aHITHS
UCIIOJIB3YIOTCS. MHOTO00pa3Hbie (OpPMBI, KOTOpPhIE HECYT Yy4eOHYI0 HArpy3ky H
MOTYT  HCIOJIb30BaThCSl  KaK  aKTHUBHBIC  CIIOCOOBI  OCBOGHHUS  JIETHMHU
o0pa3oBaTeIbHON MPOTPAaMMBI, B COOTBETCTBHHM C BO3PACTOM OOYyYaOIIUXCH,
COCTaBOM TpYIIbI, COJIEPKAaHUEM YyuyeOHOTO MOAayJs: Oecema, JEKIMs, MacTep-
KJIACC, MPAKTUYECKOE 3aHATHE, 3allUTa MPOCKTOB, KOHKYPC, BUKTOPHUHA, AUCHYT,
KPYTJIBIH CTOJI, «MO3TOBOM IITYpPM», BOPKIIOI, TIIOCCUPOBAHNUE, IETIOBAs UTPa, KBU3,
IKCKYpCHS.

Hexkortopsie Gopmbl mpoBeneHns 3aHATHH MOTYT OOBEIUHATH HECKOJIBKO
y4eOHBIX TPYIII WK BECh COCTaB 00bEIMHEHMUSI, HATPUMED, IKCKYPCHSl, BUKTOPHUHA,
KOHKYPC H T. 1.

Memoosl  6ocnumanua:  MoTHBaUUs,  yOEXKJAEHUE,  TMOOIIPEHUE,
yIpaKHEHHUE, CTUMYJIMPOBAHUE, CO3JaHUE CUTYallMU ycrexa U Jp.

Ileoazozuueckue mexHo02uu: VHIUBU Y AJIA3ALNHT oOyueHus;
TPyNIIOBOTO O0YyYEHHUSI; KOJUIEKTUBHOTO B3aUMOOOyueHust; mudPepeHnnpoBaHHOTO
o0y4eHUs; pa3HOYPOBHEBOI'O O0YUEHUS; MPOOJIEMHOTO 00YUYEHHUS; PA3BUBAIOIIETO
oOy4JeHHS,; JTUCTAHITMOHHOTO OOy4YCHUS; UTPOBOM NEeATETHbHOCTH;
KOMMYHUKATHBHAs ~ TEXHOJOTHUA  OOYy4YEHUsS;  KOJUICKTUBHOM  TBOPUYECKOU
NEATEeIIbHOCTH; PEIICHUsI U300peTaTesibCKUX 3a7ad; 3JI0poBbecOeperaromas
TEXHOJIOTHSI.

Anzopumm yuebnozo 3anamus:

1 5Tan — oprauu3anuOHHbIN

3ajada yramna: . MOATOTOBKA JIeTel K paboTe Ha 3aHITHU
Conepxxanue . OopraHu3allisl Hayana 3aHsITHs
JIESITENLHOCTH: . CO3JlaHUE TICUXOJOTMUYECKOTO HACTpOs Ha Y4eOHYIO
JIEATEILHOCTD
. AKTHUBU3AIlMs BHUMAHUS
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2 3Tan — NpoBePOYHbIIT

3ajiaya stamna: . yCTaHOBJIEHUE MPOOETIOB B 3HAHUSX U UX KOPPEKIUS
Conepxanue . MPOBEpPKA MMEIOIIUXCS Yy JeTeld 3HaHUW U YMEHUU
IS TENbHOCTH: JUTSL U3y4EHUsI HOBOU TEMBI

3 3Tanm — NOAroTOBHUTEbLHBIN

3amaua yTamna:

[ obOecreycHue MOTHBaAllNU 06yquI/1;1 U IIPUHATHA
Oeau 3aHATUA

Conepxanue . COOOIIEHNE TEMBI, LICJIH 3aHITHS
JIEATSIILHOCTH . IMOCTaHOBKA 00yyJaroIuX, BOCIUTATEIBHBIX
pa3BHUBAKOIIUX 33124
. MOTHUBAIMS YU4eOHOU AEATEIHHOCTH
4 3Tan — OCHOBHOM
3ajaya yrama: . OMPEACIISIIOTCS B 3aBUCUMOCTH OT LICJIN 3aHSITHUA:
. YCBOCHHME HOBBIX 3HAHUI
. MpoBepKa MOHUMAaHUs
o 3aKpeIUICHUE 3HAHUHN B CIIOCOOOB JCHCTBUM
. 00001IeHe 3HAHUHN
Conepxanue . 03HAKOMJICHHE C HOBBIMU 3HAHUSIMU | YMEHUSIMU
JIeATEeNbHOCTHU: . nokas oopasia popMupoBaHUs HABHIKOB
. YCTAHOBJICHUE OCO3HAHHOCTH YCBOCHHS 3HAHUI,

BBITIOJIHEHUE TPEHUPOBOYHBIX YIPAKHEHUN HA OCBOCHUE U
3aKperieHue 3HaHWW, YMEHHM, HaBBIKOB MO 00pasily, Ha
IIEPEHOC B CXOJIHYIO CUTYaIMIO, TBOPUECKOI'O XapaKTepa

. dbopmupoBaHUE 1ETOCTHOTO MPEICTABICHUS 3HAHUI
110 TEME U T.II.
. 3aKpEIJICHUE 3HAHUH, YMEHUI, HABBIKOB.

S 3Tanm — KOHTPOJTUPYIOLIUI

3amada >Tamna:

. BBISIBIICHHE Ka4e€CTBA M YPOBHS MOJyYEHHBIX 3HAHUU
UX KOpPpeKLUs

Conepxxanue

NeITENbHOCTH:

J BBIINMIOJIHCHHUEC TCCTOBBIX 3aﬂaHHﬁ
Pa3siInNYHbIC BUABI OITpoca U T.II.

6 YTan — UTOTOBBIA

3amaua yTamna:

. JIaTh OLICHKY M aHAJIU3 JIOCTUKEHUS LN 3aHATUS
. HaMETHUTh MEPCIEKTUBY PabOTHI

46



Conepxanue . MOABEJICHNE UTOTOB 3aHATHS
JEeSTENbHOCTH: . (dhopMyHpoBaHUE BHIBOJIOB
. MOONIpeHre 32 paboTy Ha 3aHITHH
. CaMOOIICHKA CBOEH pabOThI HA 3aHSATUU
. ompeJieNIeHre MePCIIEKTUBEI CIEAYIOINX 3aHITUH

Jluoakmuueckue mamepuaini:

[Tocobuss mo kaxaoW wu3ydyaemMor Teme (B BHJAC CHHCKAa KOMaHiA U
BO3MOXXHOCTEH JTaHHOM MPOTpaMMbl C TOSICHEHUSIMH); YIPAKHEHHUS 1O KaKJIou
n3ydyaeMol Teme (B BHJE CIHMCKA JOTUYECKU CBS3aHHBIX JIEUCTBUU C M3ydaeMOM
MpOTPpaMMOM, TPHUBOAAIIMX K KaKOMYy-IMOO pe3yJbTary); MaTepuanabl IO
tepmuHosiornn 110; HMHCTpyKUMHM 1O HacTpoiike 00O0pylOBaHUA;, ydeOHas u

TCXHHUYCCKaAs JINTCpaTypa.
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[Tpunoxenue 1

Baank HaO/oaeHus 32 00y4alOMIMMHUCS

['pynma

[TOKA3ATEJHU

Lel9IrAedd

WELJOOHHOII
INHMOORHHXAL
ongrrendoren

M EOLMOOHLO
oH1Rd DIy

09LOORNHIAdLOD
904901 BH 1JI|]

EULEHRE

OMHORAL 9 0odo1Hn

‘KAULeUNTTHHA
LOBIraBOd] |

UULEHOI
AWQLOMD 01K80€8Q
LOAE9IrOO]

KEULEHEE OUHIOKhIAL
4 HOIRLBWHUHY

015(0)

10

3a KaKI0€ COrjiacuc C yrBCpKIACHUCM 1 — 6amn
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JIncer oueHkn padoThl 00y4arOIMXCH
B npouecce padoThl ¢ CepBEPHBIM 000py10BaHHEM

[Ipunoxenue 2

Ne rpymmsr: Jara:
No dUO Cl0XXHOCTE CooTtBeT- [Ipe3enTanus CreneHn Konnuect
1/ | oOyyaromierocss | HaCTPOMKH CTBUE MOJEIH 110 YBJICUEHHOCTH BO
I 000py/I0BaH | MOCTaBJICHH IJIaHy. MPOIIECCOM U | BOIIPOCOB
Hst OH 3a7a4u U CreneHb CTPEMIICHHS K Hu
(Mo mkane | peanu3anuu BJIAJICHUS OPUTMHAJILHOC | 3aTpyIaHE
or 005 perieHus CIIEIIHAIHHEI TH TIpU HUH
6aJIoB) (mo mikasne MU BBITIIOJTHEHUH (. 32
or0mo5 TepMHUHAMU 3a1aHui (1o OJTHO
OaJIIoB) (mo mkasne ot | mkane ot 0 10 | 3aHATHE)
0no5 5 GamioB)
OaJIIOB)

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
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[Tpunoxenue 3
JIncer oneHkn padoThI 00y4arOIMXCH
B IIpoLecce HACTPOMKH KOMMYTAUMOHHOI0 H KOMIILIOTEPHOT0 000Py10BaHUA

Ne rpymmsr: Jara:
No OUO CootBer- | CooTBeTcCT- Crenenn Crenenn Komn-Bo
/T | oGyyarorerocs CTBUE BUE BJIQ/ICHUS YBJIEYEHHOCTH | BOIIPOCOB U
IIOCTPOCHHOM | HAIIMCAHHOW | CIIE€LUaJIbHBbI- [IPOLECCOM 3aTpya-
KOHCTPYKLHH| IPOTpamMMBbl MU Y CTPEMJICHUS K | HEHUH (IuT.
3aIaHHOW | 3a/JIaHHBIM TePMUHAMH OpUTHHAITb- 3a OJIHO
MOJIeTH LEeJsIM (1o mikane ot HOCTU TIPH 3aHSTHE)
(mo mkane or| (mo mKasue 0mo5 BBITIOJIHCHUH
0mo 5 or 0 no 5 OaJIIOB) 3aJaHu
0aJlIoB) 0aJIoB) (o mkane ot 0
JI0 5 6aioB)
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

52



[Tpunoxenue 4

IIpumep KOHTPOJIBHOI0 TECTUPOBaHMS (0230BbIil YPOBEHD)
Monayas 3. BBegeHue B paciliupeHHbI Kypc

«CHcTEeMHOT0 AIMHUHHUCTPUPOBAHUSD)

r. ExatepunOypr Hara

Maxkcumanvroe 8pems evinoanenus 3aoanuil: 30 munym

D®UO odyuaromerocs I'pynna

1. 3aueM ycTpOMCTBO YPOBHS 3 BBINOJHSAET JJOTHUECKYO onepauunto 1 s IP-
aapeca Ha3HAYECHUS U MAaCKU NOACETH?

1) YTOOBI OIIPCACIINTD HalOKOBGHIaTGHBHBIﬁ aJpcC CCTH HA3HAYCHMU;

2) 4TOOBI ONPEJIEIUTH Y3JIOBYIO YaCTh ajipeca y3jia Ha3HAueHUSs;
3) uTOOBI ONpEeAEIUTh OIIMOOYHBIEC Ka/IPHI;
4) 9TOOBI ONPEIETUTh CETEBYIO YaCTh aJIpeca CeTU Ha3HAYCHUS.
2. VYkaxure nuanaszonsl [P-anpecos, 3ape3epBUpOBaHHBIX /JI1 BHYTPEHHETO

YaCTHOI'O MCITIOJIb30BaHUA. BBI6€pI/IT€ TPH BapHaHTaA.

1) 10.0.0.0/8

2) 64.100.0.0/14
3) 127.16.0.0/12
4) 172.16.0.0/12
5) 192.31.7.0/24
6) 192.168.0.0/16
3. Kakue Tpu agpeca sBISIOTCS ASHCTBYOIUMMU TyoauyHbiMu? BeiOepute Tpu

BapUaHTA.

1) 198.133.219.17

2) 192.168.1.245
3) 10.15.250.5
4)128.107.12.117
5) 192.15.301.240
6) 64.104.78.227
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4. K xakomy tuiy otHocutcs ajapec [Pvé FE80::1?
1) loopback4;
2) IOKaJIbHBIN aJipec KaHama;
3) rpymnmnoBoii azgpec;
4) rno0anbHBIN HHAUBUAYATBHBIA aIpec.
5. IlocmoTpute Ha n3oOpakenue. Micxons u3 pe3yiapTaTa KOMaHIbl, KAKUE ABa

YTBCPIKACHUA O CBA3U 110 CCTHU ABJIAIOTCA BepHBIMI/I? BBI6epI/IT€ JABa BapHuaHTa.

C:\Windows\system3Z> tracert 192.168.100.1

Tracing route to 192.168.100.1 over a maximum of 30 hops
1 1 ms <1 ms <1 ms 10.10.10.10

i 2 ms 2 ms 1 ms 182.168.1.22

3 Z ms Z ms 1 ms 192.168.1.62

4 2 ms 2 ms 1 ms 172.16.1.1

5 2 ms Z ms 1 ms 192.168.100.1

race complete.

1) umeercs CBSI3b MEXKIYy JaHHBIM YCTPOMCTBOM M YCTPOHCTBOM IO ajapecy
192.168.100.1;
2) CBSA3b MEXAY JBYMS OTUMHU y3JaMUd TIO3BOJIIET  BBINOJHSATH  BBI3OBBI
BU1ICOKOH(EPEHIICBSI3H;
3) MeXIy dTUM YCTPOMCTBOM U yCTporcTBOM 10 aapecy 192.168.100.1 umeercs 4
TPaH3UTHBIX Y3I1a;
4) cpenHee BpeMs Mepeiadn JaHHBIX MEXIY IBYMS y3JaMU COCTaBIISIET 2 MC;
5) Ha 3TOM y3JI€ LIUTI03 IO YMOJTYaHUIO HE HACTPOEH.

6. Kakas noxacets Oynet cogepxath aapec 192.168.1.96 B kauecTBe MPUTOTHOTO
JUIS1 UCTIOJIB30BaHUs ajpeca y3ina’?
1) 192.168.1.64/26
2) 192.168.1.32/27
3) 192.168.1.32/28
4) 192.168.1.64/29
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7. Kakomy KOJUYECTBY y3JIOB MOKHO Ha3HAYMTh ajpeca B CETH C MacKOH
255.255.255.248?
1)2
2)6
3)8
4) 14
5) 16
6) 254
8. Kakoe yTBepkaeHne 00 aapecalu ¢ UCI0JIb30BaHUEM MACOK IOJICETH
MIPOW3BOJIBLHON JJIMHBI BEPHO?

1) BCC IIOJCCTH UMCIOT OHHHaKOBBIﬁ pasMcEp;

2) pa3Mepsbl MoJiceTel MOTYT pa3InyaThCsl B 3aBUCUMOCTU OT TPEOOBaHUM;

3) mojceTu MOTYT pa30UBATHCS HA MOACETH TOJIBKO OJIUH pas;

4) nns co3aaHus JOMOJHUTENIBHBIX MOACETEH OMTHI BO3BPAILIAIOTCS, @ HE 3aMMCTBYIOTCSI.
9. Tlocmorpute Ha wuzoOpaxenue. Paccmorpum I[P ampec 192.168.10.0/24,

Ha3HAYEHHBIN 3/1aHUIO0 MIKOJIBL. B camoii 6071b1110i1 ceTr B 3TOM 31aHuu — 100 yCcTpOoiCTB.

Ecin 192.168.10.0 sBisieTcss HOMEpOM HaWOOJBIIEH ceTh, Kakoil OyaeT HoMep Yy

CIEyIOIIeH 10 pa3mepy ceTu, coctosiieit u3 40 yctpoicTB?

Caman bonbwasn
nokaneHan cete (100 yanos)

192.168.10.0/?

Homep cetu
???

Bropas no
BenuuuHe
nokanbHan ceTb
(40 yanos)

1) 192.168.10.0
2) 192.168.10.128
3) 192.168.10.192
4)192.168.10.224
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5) 192.168.10.240
10. B kakux aByx curyauusax npotokon UDP crnenyer npeanodects MpoTOKOIY

TCP B kauecTBe TpaHCHOPTHOTO MpoTOKOJa? BeiOepuTe qBa BapuaHTa.

1) xorma nmpuiIOXeHUSIM HEOOXOIMMO rapaHTUPOBATh, YTO MAKET OyAET MOTydeH
LIEJINKOM, B IIPaBUIILHOM MOpSJIKE, O€3 1yOIupOBaHuUs;

2) Korja HeoO0XoauM 0oJiee OBICTPBI MEXaHU3M JTOCTABKU;

3) Koraa IONOJIHUTEbHBIE HAKIIAIHbIE PACXO/Ibl HE SBISIOTCS MPOOJIEMOM;
4) xoraa NpUJIOKEHUSIM HE HY>KHO TapaHTUPOBATh JIOCTABKY JaHHBIX;
5) Korj1a HoMepa MOPTOB HA3HAUCHUS SABJISIIOTCS] TMHAMUYECKUMU.

11. Kakast Baxxnast uHdopmaius 100aBiseTcs K 3arojIoBKY TPaHCIIOPTHOTO YPOBHS
TCP/IP pnst obGecrieueHus 0OMEHa JAHHBIMUA U TOJKIIOYEHUS K YJAJICHHBIM CETEBBIM
yCcTpoucTBam?

1) mapameTpbl BpEMEHU U CUHXPOHU3AIINH;

2) HOMepa OPTOB HA3HAYEHUS U UCTOYHHUKA,;

3) dusmyeckue agpeca Ha3HAYCHUS U UICTOYHUKA;

4) oruyecKkue CeTeBble aapeca Ha3HAUCHUS U UCTOYHUKA.

12. Kakoi mexanusm TCP mo3BosseT npeaoTBPATUTh NEPETPY3KY CETH?

1) TpexcTopoHHEE KBUTUPOBAHUE;
2) mapa COKETOB;

3) IBYXCTOPOHHEE KBUTUPOBAHUE;
4) cKoJB3SIIIee OKHO.

13. Kakue Tpu yTBepkeHUs Xapakrepu3ytot rnporokoia UDP? Beibepute Tpu
BApUAHTA.
1) UDP ob6ecnieunBaeT 0OCHOBHBIE (DyHKIIMHA TPAHCIIOPTHOTO YPOBHS 0€3 YCTAaHOBJICHUS
COCUHEHNS.
2) UDP obecneunBaeT ObICTpYIO Mepeaavy JaHHBIX YPOBHS 3 C yCTaHOBJICHUEM
COEMHEHNS.
3) UDP ucnonbs3yer mpoTOKOJIBl YPOBHS MPUIIOKEHUHN 7S BBISIBJICHUS OITMOOK.

4) UDP — »53TO mOpoTOKOJN € HHM3KMMH HAaKJIAJHBIMU pacxo/laMH, KOTOpBIA He
MOJJICPKUBACT MEXAHU3MBI YIIOPSAA0YEHUS WIN YIIPABIICHUS IIOTOKOM.
5) UDP ucnons3yet npotoko: [P 115 BbIsIBIEHUS U yCTpaHEHHUS OIIMOOK.

6) UDP npenocTaBisieT CI0KHbIE MEXaHU3MBbI YIIPABIICHUS IOTOKOM.
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14. Kakue nBe ¢yHKIIMU IpUHAJJISKAT YPOBHIO TIpeAcTaBieHus? Beioepure q8a

BapuaHTa OTBETA.
1) komnpeccus;
2) aapecarusi;
3) mmdpoBanue;
4) ynpaBlieHUE CEaHCaMU;
5) ayTeHTH(UKAIHS.
15. Kakme nBa mnpoTtokoja pabOTalOT Ha CaMOM BBICOKOM YpPOBHE CTEKa

npotokosioB TCP/IP? BriGepute nBa Bapuanra.

1) DNS

2) Ethernet
3)IP
4) POP
5) TCP
6) UDP
16. Kakue nBe poJii MOKET BBINNOJHATH KOMIIBIOTEP B OJHOPAHTOBOW CETH IpHU
OTKPBITUU JIOCTyNMa K ¢aiidy C OJHOTO KOMIBIOTEpa [JIsi JPYroro KommbiloTepa?
BriGepute n1Ba BapuaHTa.
1) KIUEHT;
2) Beny it
3) cepsep;
4) BeIOMBIii;
5) NPpOMEKYTOYHOE YCTPOMCTBO.
17. Vkaxure HazHauenue coobuienust HTTP GET.
1) 3ampoc BeO-cTpaHUIIBI C BeO-cepBepa;
2) ornpaBka uHgpopmaiuu 06 omudke ¢ BeO-cepBepa Ha BEO-KIUECHT;
3) 3arpy3ka KOHTEHTa Ha BeO-CepBep C BEO-KIIMEHTA;
4) mosrydeHre COOOIEHUH 3JIEKTPOHHOM MOYTHI KIIMEHTa C TOYTOBOI'O CEpBepa

yepe3 TCP-mopt 110.
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18. becnpoBogHoMy y3:1y HeoOxoauMo 3arnpocuTh [P-anpec. Kakoit mpotoko

Oynet oOpabaTeIBaTh ATOT 3arpoc?

1) FTP

2) HTTP
3) DHCP
4) ICMP
5) SNMP
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[Tpunoxenue 5
IIpumep KOHTPOJIBLHOTO TeCTUPOBaHUS (0a30Bblii YPOBEHD)

Moayanb 4. Co3nanue ceTH ¢ HCN0Jb30BaHUEM ceTeBOro obopyaoBanus Cisco

r. EkatepunOypr Jara

Maxkcumanvroe spems vinoanenus saoanuil: 30 munym

D®UO obdyuaromerocst I'pynna

Bonpocsl TecTOBOrO 3a1aHUA

1. Komnanus pacmmpser cBoii OU3HeC B IPYrux cTpaHax. Bece Gpumanbl JOKHBI
OBITh TIOCTOSIHHO TIOJIKJIFOUYEHBI K TJIaBHOMY oducy koprnopanuu. Kakas cereBas
TEXHOJIOTHSI TpedyeTcs ISl 3TOro?

1) noxanbHas ceth (LAN);

2) ropoackas cetb (MAN);

3) rmoGanbHas cetb (WAN);

4) 6ecripoBoaHas okaiabHas cetb (WLAN).

2. llonp3oBarens OOMANIHErO0 KOMIIbIOTEpa noabickuBaeT [SP-monkmrouenwe,
o0ecreunBaroIiee BHICOKOCKOPOCTHYIO ITU(GPOBYIO Mepeady o 0OBIYHBIM TEIS(POHHBIM
nuausaM. Kakolt tun noakmiodenus Kk ISP eMy ciienyet ucnonb30BaTh?

1) DSL;

2) KOMMYTHUPYEMBIN JOCTYII;
3) CIyTHUKOBAS CBSI3b;

4) COTOBBII MOJIEM;

5) kabenbHbBIN MOJIEM.

3. Kak xauectBo 06cmykuBanus (QoS) moMoraeT ceTy MoAACP>KUBATh TUPOKUN
CIIEKTp MPUIIOKEHUN U CEPBUCOB?

1) cHmXast MOCIEACTBUS OTKa3a CETH;

2) ciocoOCTBYsI OBICTPOMY BOCCTAHOBJICHUIO TIOCJIE OTKAa3a CETH;
3) mpeaocTaBIIsAsE MEXaHU3MBbI YIIPABJICHHS CETEBBIM TPa(UKOM MPH MEPETpy3Ke;

4) obGecrieunBasi BO3MOXKHOCTh PACIIUPEHUS CETH JIJIsI TOAKITFOYCHUST HOBBIX
MOJIL30BaTEJIEH.
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4. Ha kakoM untepdeiice KoMmmyTaTopa aIMUHUCTPATOP JOJKEH HaCTpOUTh IP-
aZpec 11 BO3MOXKHOCTH yIAIEHHOTO YIPABICHUS 3 TUM KOMMYTaTOpOM?

1) FastEthernet0/1

2) VLAN 1
3) vty O
4) console 0

5. Tlocne w3MeHeHUs] HACTpoeK Ha KoMMmyTatope Cisco aaMUHHCTPATOp CETU
BBITIOJIHSIET KOMaHAy copy running-config startup-config. Ykaxkurte pe3yiabTaT BBOJA
3TOM KOMaH/IBI.
1) HoBas koHdurypaius 6yer coxpaHeHa Bo (uielll MaMsTH.
2) HoBas koHpurypanus Oy1eT 3arpy>keHa mociie rnepesamycka KoMmmMyTaropa.
3) Texyumuit daiin IOS Oyzaet 3ameHeH (aiiyioMm ¢ HOBBIMU TTapaMeTPaMHU
KOH(pUryparmm.
4) smeneHus KoOHQUTypauu Oy yT yAaJIeHbl, a UCXOIHbIC TTapaMeTPhl
OyJIlyT BOCCTaHOBJICHBI.

6. B3rnsHuTe Ha pucyHOK. CeTeBOMl aJMHHUCTPATOP HACTPAUBAET YIPABJICHUE
noctynoM k kommyTtatopy SW1. Eciin anMuarCcTpaTop ucnodib3yet npoTtokod Telnet mist
MOAKITIOYCHUSI K KOMMYTATOpy, KaKOW IMaposib TpeOyeTcs BBECTH IS JIOCTyMa K

npuBHIIerHpoBaHHOMY pexuMy EXEC?

Enter configuration commands, one per line. End with CNTL/Z.
SW1l(config)# enable password letmein

SWil(config)# enable secret secretin

SW1l(config)# line console 0

SW1l (config-line)# password lineconin

SWl(config-line)# login

SW1(config-line)# exit

SW1l(config)# line vty 0 15

SW1l(config-line)# password linevtyin

SW1l(config-line)# login
SWl(config-line)# end
SWi#

1) letmein
2) secretin

3) lineconin

4) linevtyin



7. Kakoe noakitoyenue oobecneunBaet 6e3onacHbiii ceanc CLI ¢ mmdpoBanuem K
Cisco?
koMmmyTtaTtopy Cisco?

1) KOHCOJIbHOE MOJIKJIIOYEHUE;

2) noaxkmtoueHue AUX;
3) moakroueHue 1o npotokoiy Telnet;
4) noaxmrouenune SSH.

8. CereBoil MHXKEHEpP HAcTpaWBaeT HWHTEp(ENC, BBOIS CICAYIONYI0 KOMaHIY:
SanJose(config)# ip address 192.168.2.1 255.255.255.0. KomaHma OTKIIOHSETCS
ycTpoiicTBoM. B uem nmpuunna?

1) koMaH1a BBOJIUTCS B HETIPABUIILHOM PEKHUME PaOOTHI;

2) UCIOJIb3YEeTCS HEMPABUIBHBINA CUHTAKCHUC KOMaH/IbI;

3) HempaBUJIbHAS MacKa MOJICETH;

4) unrepdeiic BHIKIIIOUEH U JOJIKEH ObITh BKIIFOUEH JI0 TOT0, KaK
KOMMyTaTop yrBepaut IP-anxpec.

9. Uto mpou3zoiiieT mociie HaxaTus KiaBuiy Tab npu BBoje koMaH sl B [OS?

1) mpeprIBaHKEe TEKYyIIEH KOMAaHbl U BO3BPAT B PEKUM HACTPOMKH;
2) BBIXOJI U3 pEKHMMa HACTPOWKHU U BO3BpAT B MOIb30BaTeNbckuil pesxxum EXEC;
3) nepemMernieHue Kypcopa B Ha4ajio CleayIoel CTPOKH;
4) BBOJT OCTABILIEHCS YACTH HEMOJIHOCTHIO BBEJIEHHOTO CJIOBA B KOMAH/IE.
10. Yo siBAsieTCs XapaKTEPUCTUKOM COOOIIEHNI MHOTOAPECHON PACCHIIKUA?
1) OHu oTnpaBIsitOTCS M30PAHHOM TPYTIINE XOCTOB.
2) OHU OTOPABISIOTCS BCEM XOCTaM B OJIHOU CETH.
3) OHu TpeOyIOT MOATBEPKICHHUS.
4) OHU OTHPABISAIOTCSA B €IMHCTBEHHOE MECTO Ha3HAYEHUSI.
11. Kakoii mpoTOKOI OTBEYAET 3a YIPABICHUE Pa3MEPOM CErMEHTOB U
CKOPOCTBbIO OOMEHAa CerMeHTaMHu MEX Ty BeO-KIIMEHTOM U BeO-cepBepom?
1) TCP
2)IP

3) HTTP
4) Ethernet
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12. Kakoit ypoBens B Mojieinu TCP/IP oTBeuaer 3a MapiipyTHU3aIydio cooOIeHNH
MEXKY CETIMU?

1) MexceTeBoi;

2) TpaHCIIOPTHBIN;
3) ceTeBOM JOCTYII;
4) ceaHCOBBIH.

13. Kakoe yTBepkeHIE TOYHO ONHUCKIBaeT npouecc uukancysiuuu TCP/IP, ecnu
KOMITBIOTEP OTIPABIISIET JAHHBIE IO CETH?
1) JlanHble epeaaroTcsi C UHTEPHET-YPOBHS Ha YPOBEHb CETEBOI'0 JOCTYIA K CETH.
2) IlakeTsl OTIIPABIISAIOTCS C YPOBHS CETEBOTO J0CTYIa HA TPAHCTIOPTHBIN YPOBEHbD.
3) CerMeHTBI IEPENAIOTCS C TPAHCIIOPTHOIO YPOBHS HA UHTEPHET-YPOBEHb.
4) Kanpel nepearotcs ¢ ypoBHsI CETEBOTO JOCTYIAa HA HUHTEPHET-YPOBEHb.

14. Kakoil yHuKaabHBIN aipec BCTPOEH B CETEBYIO MHTEP(PEHCHYIO TUIaTy
Ethernet u ucnonb3yercs nst oomena nanHbiMu 1o cetu Ethernet?

1) anpec y3na;

2) IP-anpec;
3) MAC-anpec;
4) ceTeBoy ajpec.

15. CereBoil aAMUHUCTPATOP YCTPAHSIET HEMOJIAIKU MOAKIIIOUEHHs Ha cepBepe. C
MIOMOIIBI0 TECTEpPa AAMUHUCTPATOP OMPEACISIET, YTO CUTHANBI, CO3/1aBAEMbI€ CETEBBIM
KOHTPOJIJIEPOM CEpBEpa, UCKAKEHBI U HE MOJXOJAT JJis MUCHOoJb30oBaHUs. B kakoMm u3
ypoBHer Moaenu OS] BeimoaHsAeTCS Kiaaccu@uKamus ommuoOKu?

1) ypoBeHb NpeacTaBICHUS;
2) ceTeBOM ypOBEHB;
3) dusuyeckuii ypoBeHb;

4) xaHaJIbHBIN YPOBEHb.
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16. CeTeBoii HHXKEHEP U3MEPSET CKOPOCTh Mepeaaun OUT M0 MarucTpajibHON CETH
KOMIIAHUM  JUI1 ~ BaXXHEHWIMX  (UHAHCOBBIX  NPWIOKEHUH.  AJMUHUCTpATOp
oOHapyXHMBaeT, YTO (aKTHUeCKash TMPOIYyCKHAs CIOCOOHOCTh OKa3ajach HUKE
TEOpeTHUYECKH BO3MOKHOU. Kakue Tpu ¢dakropa MO MOBIUATH HA TaKOE U3MEHEHUE
MIPOITYCKHOM criocoOHOocTH? BeiOepuTte Tpu BapraHTa.

1) Texymuit o0beM Tpaduka ceTH;

2) CIIO)HOCTb CIIOCO0a MHKATICYJISIIIUU, TPUMEHSIEMOT0 K JAHHBIM;

3) Tun Tpaduka ceTu;

4) 3ameprKKa, BO3HUKIIAS M3-3a KOJUYECTBA CETEBBIX YCTPOMCTB, 10 KOTOPHIM
MIPOXOJISIT TaHHEIC;

5) monoca npornyckanus npu noaxiarodeHuu cetu WAN k MHTepHeT;

6) HaIE)KHOCTh MarucTpasibHo nHppacTpykTypsl Ethernet gigabit.
17. Kakas MeTOIMKa UCITONB3YETCS U1 YMEHBIIEHUS TEPEKPECTHBIX ITOMEX B
MEIHBIX Kabemsx?

1) HAaTMUYKe HaAIeXKAaIIero 3a3eMIICHNUS,

2) cBUBaHUE MEXAY OO0 MPOBOJIHUKOB M3 OJTHOM Maphl;
3) 06€pThIBaHNE CBA3KH MPOBOJIOB C UCIIOJIH30BAHUEM METAJUIMYECKOTO
SKPAHUPOBAHUS;
4) pa3paboTka KabeabHOM HHPPACTPYKTYPHI IS IPEAOTBPAIIICHUS BO3ICHCTBUS
IIEPEKPECTHBIX ITOMEX;
5) OTCyTCTBHE NMEPEruOOB MO OCTPBHIM YIJIOM BO BPEMSI YCTAHOBKH.

18. Ykaxute xapakrepuctuky noaypoBHs LLC.
1) On obecnieunBaeT HEOOXOIUMYIO JIOTHUYECKYIO aJpecaliio, KoTopas orpeaeser
YCTPOMCTBO.
2) On obecrnieunBaeT pa3rpaHUUCHUE IaHHBIX B COOTBETCTBUU C
TpeOoBaHUSIMU (HU3NUYECKON CUTHAIM3ALIUU CPEJIbI Iepeavr TaHHbBIX.
3) On nomMemaet HHGOPMAITHIO B KaJIp, YTO IMO3BOJISACT HECKOJIBKUM ITPOTOKOIAM
YPOBHS 3 UCIIOJIB30BaTh OJIMH M TOT K€ CeTeBOM MHTEp(ENc U cpey nepeaadn TaHHbIX.
4) OH ompenenseT MporpaMMHBIE MPOIIECCHI, KOTOPhIE 00ECIIEYNBAIOT paboTy

(U3UYECKOro YpoBHSI.
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19. Kakoii MeTOZ1 UCIIONB3YyETCs AJI YIIPABICHUS ACCOUMATUBHBIM JOCTYIIOM B
OecnpoBOAHOM ceTu?
1) CSMA/CD;
2) IPUOPUTETHOE YNOPSATOUYEHUE;
3) CSMA/CA;
4) acradeTHas nepeaaya.

20. Yro mpoucxoauT B NPOLIECCE UHKAMNCYJISIUA HA KAHAJTbHOM YPOBHE Ha
KOMITbIOTEpE, MOAKII0YeHHOM K ceTH Ethernet?
1) no6asnsiercs [P-anpec;
2) nobaBinseTCs JOTUYECKUH aapec;
3) nobasinsieTcst pU3MUECKU ajipec;
4) noOaBJisieTCss HOMEp MopTa Mmpolecca.

21. B ugem 3akimoyaroTcs TpU OCHOBHbIE (DYHKIIMOHAJIBHBIE BO3MOKHOCTH,
MIpEeI0CTaBIIsIEMbIEe MHKATICYJISIIMEN JaHHBIX YpOBHs 2?7 BribepuTe Tpu BapuaHTa
OTBETA.

1) ucnparieHue oMMOOK C TOMOIIIBIO METOIa OOHAPYKEHUS KOJUTU3UIA;

2) ynpaBJICHUE CEaHCAMM C UCIO0JIb30BAaHHEM HOMEPOB MTOPTOB;
3) azmpecaiysi KaHAJILHOTO YPOBHS;
4) pa3MelleHHE U yIalleHUE KaJpoB U3 CPEIbl MEPEIaun JaHHbIX;
5) obGHapyxeHue omubok B pamkax pacuétoB CRC;
6) paznesieHue rpynn OUTOB B KaJIphI,
7) mpeoOpa3zoBaHUE OMTOB B CUTHAJIBI IAHHBIX.
22. Hazosure n8e xapakrepuctuku MAC-anpecoB Ethernet? Boibepure nBa
BapHaHTA.

1) oHu ABISAIOTCS rI00ATBHO YHUKAIBHBIMU;

2) OHHM Bcerjaa MapupyTu3upyroTcs B UHTepHeTe;

3) oHu BeIpaXkaroTcs 12 miecTHaaIaTePUIHBIMU ITU(paMu;

4) MAC-anpeca UCTIONIB3YIOT THOKYIO UEPAPXUUECKYIO CTPYKTYPY;

5) MAC-agpeca n0mKHBI OBITh YHUKaIbHBIMEA i uHTepderica FEthernet

noclieJ0BaTeNbHOr0 HHTEp(deiica yCTpoicTRa.
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23. YUto cnenaet ycTpoicTBO Iipu nosrydeHuu kaapa Ethernet pazmepom 60 6aiitT?
1) orGpocut kajp;
2) oOpaboTaeT KajJp Kak eCTh;

3) ornipaBuT cooOlIiieHre 00 OMMOKe Ha YCTPOHCTBO-OTIIPABUTEIb;

4) 100aBUT OANTHI CO CIyYaHBIMHU JAaHHBIMU JJIsI TOCTHXKEHUS pa3Mepa Kajapa B 64 Oaiita,

MOCJIE YETo MepenuieT Kap.
24. Yo cnenaet y3en B cetu Ethernet, eciiu monyuut kajap ¢ MAC-aapecom

Ha3HA4YEHU, KOTOPHIN HE COOTBETCTBYET ero cooctBeHHomy MAC-anpecy?

1) OTOpocut kaap.

2) Ilepenuier kajp Ha CIEIYIOMUN y3e.

3) Ynanut kaap u3 cpesbl.

4) OTOpocuT 3aro0BOK KaHaJIbHOTO YpOBHs AJis poBepku [P-anpeca nomyyarens.
25. B KaKux JIByX ClIy4YasXx KOMMYTaTOp MEPEUUIET KAAp U3 KaXKI0TO IopTa,

KpOMe NOpTa, 4epe3 KOTOPBIA 3TOT Kaap ObLI nosyueH? BriOepute 1Ba BapraHTa.

1) ML Kapa B Ka4CCTBC aApCCa HA3SHAUYCHUA YCTAaHOBJICH HIHpOKOBeIHaTGHBHBIﬁ aJipccC,

2) KOMMYTaTOpY HEU3BECTEH a/IpeC Ha3HAUYCHUS,;
3) agpec HCTOYHMKA B 3ar0J0BKE KaJipa SIBISETCS IIMPOKOBEIIATEIbHBIM aIpECOM;
4) anpec UCTOYHUKA B KaJpe SIBISIETCS TPYIIIOBBIM aJIPECOM;
5) agpec Ha3HAYCHUS B KaJIpe SIBISETCS U3BECTHBIM MHIUBUIYATIbHBIM aJIPECOM.
26. Kakoil cnocobd KOMMYTallMi UIMEET CaMblii HU3KUI YPOBEHb 3aI€PHKKU?
1) ckBO3Hasi KOMMYTaIus;
2) KOMMYTAalHsI C TIPOMEKYTOUYHBIM XPaHEHUEM;
3) KOMMyTalus ¢ UCKIIIOUEHHEM (PParMeHTOB;
4) ObICTpas MmepechlIKa.
27. Kakue nBe KOMaHIbl MOKHO HUCTIOIb30BaTh Ha y3iie Windows, 4To0bI
0TOOpa3uTh TabNMIly MapmpyTu3anuu’? Beioepure 18a BapuaHTa OTBETA.
1) netstat -s
2) route print
3) show ip route
4) netstat -r
5) tracert
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[Tpunoxenue 6

[IpoekT sBIAETCS OJHUM U3 BUJIOB CAMOCTOSITEILHON pabOThI, TPETyCMOTPEHHOM

B xoj¢ oOy4eHus mo mporpamme. Ilegaror okaspiBaeT KOHCYJIbTAIMOHHYIO TTOMOIIb B

BBITIOJIHCHHUH IIPOCKTA.

B KOMILJICKT 00s13aTENbHBIX MaTcpuruaJoB, KOTOPbIC MMpCACTABIAIOTCA

00y4aromuMcsi, BXOANUT: UCXOIHBIA KO/ MPOTrpaMMbl B apXUBE, MPE3CHTAIUS POCKTA.

BIaHK OLeHKH HHINBHIYAJbHLIX/TPYNNOBIX TPOEKTOB

$DHO anena Hara
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Hanpasnenue / ['pynmna

baank HaﬁJIIOIICHI/IH 3a III/IHaMI/IKOﬁ JIMIHOCTHOI'0O Pa3sBUTHUSA oﬁyqamumxca

[Ipunoxenue 7

ITOKA3ATEJH
Bo Bpemst 3aHsaTHI Hcnone3yeT B | AKTUBHO [posiBnsier unTepec | Axkkyparno | CoOmronaer
HPOSIBIISIET o0IeHnN COTPYIHHYAET CO K IPOEKTHOH OTHOCHTCSI K | TpaBHJIa
yCTOW4MBBIN HHTEpEC | 06a30BYyIO CBEpPCTHHKAMH, JeATEeIbHOCTH, MaTepHaibH | Oe30macHOro

Nen/m | ®UO Y MHULUATUBY TIPH CHCTEMY YBaXHUTEIHHO aKTHBHO o- TIOBEACHUS IPU "

g TOrO
OCBOCHHH TIOHATHH OTHOCHTCS K BKJIFOYAETCS B TEXHUYECKH | paboTe ¢
MPOTPaMMBbI MHEHHIO TPYIOBYIO paboty | M KOMITBIOTEPHOH
OKPYXAaIOIINX LICHHOCTSIM TEXHHUKOM

1

2

3

4

5

6

7

8

9

10

11

12

3 Oamia — KauecTBO IPOABIIACTCA CUCTEMATHYICCKU, 2 Gaina — Ka4yecTBO MPOABIACTCA CUTYAaTUBHO, 1 6ami- KauecTBO HE MPOSABJIACT




[Tpunoxenue 8

MOHMTOPHHT JOCTHKEHHUS 00YYAIOMIUMMCS MeTanpeIMeTHbIX pe3yjbTaToB3a 20 _-20 y4eOHbI roja

HI990101LU
UUIANOL
OIHEWON g 9reioged UUIBYOXd
BIroLederonodi-eNUHERLOBH OI9IIIONOL O UITU HI990101U
OH49IALEOLOOWE) UULEHRE BH ULOOHAIQLEJY
UUIANOL
quran 91egodundod u 91BIoTadII0
NUIMEYOXd
UUHIINADIRd XUMOOhUION HI990I0LU
WALAL 1900d110€ BH 1919910 9LUTOXEH PHIANOL
OHIIOLEOLOOWE) U OIMIBALUD d1edoduenIrBHE MHITIBTOXE
UI1990101LU
grHAdE AMROL 01090 91BIURIOLO UUIANOL
HUMEBYOXd
U1990101LU
HMLOOHIIS1edOI 91001 ~
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7 , 2 6anna — cpegHU ypoBeHb, 3 0aa — BRICOKUN YPOBEHb
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AHHOTALIIUA

[Iporpamma «CucreMHoe aJIMUHUCTPUPOBAHUE uMeeT TEXHUYECKYIO
HaIpaBJIEHHOCTh, B X0JI€ 00y4eHHs 00y4daromuecs NpuoOIatoTCs K MHKEHEPHO- TEXHUYECKUM
3HAaHUAM B 0071acTU UH(DOPMALIMOHHBIX TEXHOJIOTUN, (POPMUPYIOT JIOTUYECKOE U TEXHUYECKOE
MBIIIICHHUE.

Jannast oOpa3oBaTenpHas IporpaMMa BKIIOYAET B Ce0sl TOCTHKEHUS cpa3y HECKOJIBKHUX
HarpasjeHuil. B nmporecce aIMUHUCTPUPOBAHUS AETH NTOJIyYaT JOMOJHUTEIBHOE 00pa30BaHKE
B 00JIaCTM MaTeMAaTUKH, 3JIEKTPOHMKM U UH(POPMATUKH, a TaKXKe 3HAaHUS B 00JacTH
TEXHUYECKOTO aHTJIMHCKOIO S3bIKA.

[Iporpamma «CucrteMHOE aJAMUHUCTPUPOBAHUE» TO3BOJISIET IOJIYYUTh JETAM
HEO0OXOUMBbIN 00BEM 3HAHUI B 3aBUCUMOCTHU OT YPOBHSA MOATOTOBKH U IOTPEOHOCTH.

[Iporpamma paccuntana Ha oOyvarouuxcst 14—16 ner.
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