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I. �><?;5:A >A=>2=OE E0@0:B5@8AB8: ?@>3@0<<O

1. #>SA=8B5;P=0S 70?8A:0 
� XXI 69>9 B5M9EF6B A4IB8<FES A4 QF4C9 7?B54?PAB= <AHBD@4F<;4J<< < 

>B@CPRF9D<;4J<<. #BQFB@G 6B;D4EF49F CBFD95ABEFP 6 EC9J<4?<EF4I E 6OEB><@ 

GDB6A9@ 6?489A<S <AHBD@4J<BAAO@< >B@C9F9AJ<S@<, >BFBDO9 BF69K4RF 

EBJ<4?PAB@G ;4>4;G CB CB87BFB6>9 >64?<H<J<DB64AAOI >48DB6 6 B5?4EF< 

E<EF9@AB7B 48@<A<EFD<DB64A<S. 

!4 E97B8ASLA<= 89AP 6 >4:8B= EB6D9@9AAB= >DGCAB= >B@C4A<< 9EFP 

5B?PLB9 >B?<K9EF6B >B@CPRF9DAB= F9IA<>< < D4;?<KAOI E9F96OI GEFDB=EF6. 

� 8?S <I 59EC9D95B=AB= D45BFO 6 >B@C4A<< FD95G9FES E9F96B= 48@<A<EFD4FBD, 

6?489RM<= A9B5IB8<@O@< >B@C9F9AJ<S@< < A46O>4@<. 

� B5S;4AABEF< ?R5B7B E<EF9@AB7B 48@<A<EFD4FBD4 6IB8<F D9L9A<9 

5B?PLB7B >B?<K9EF64 D4;ABB5D4;AOI ;484K, CD<;64AAOI «B5?97K<FP :<;AP» 

>4> 9@G E4@B@G, F4> < CB?P;B64F9?S@. &B, E K9@ CD<IB8<FES EF4?><64FPES 

CBEFBSAAB, 3 @BA<FBD<A7 E9D69DB6 <?< BF89?PAOI CDBJ9EEB6, D9;9D6AB9 

>BC<DB64A<9 54; 84AAOI, CDBE@BFD ?B7B6 E CBE?98GRM9= 6O5BD>B= 

A9B5IB8<@B= <AHBD@4J<<, A4EFDB=>4 < EB69DL9AEF6B64A<9 E<EF9@O 

<AHBD@4J<BAAB= 59;BC4EABEF<, ;46989A<9 < D984>F<DB64A<9 

CB?P;B64F9?PE><I GK9FAOI ;4C<E9= < F. 8. 

�B;@B:A4 D94?<;4J<S 8BCB?A<F9?PAB= B5M9B5D4;B64F9?PAB= 

B5M9D4;6<64RM9= CDB7D4@@O 6 E9F96B= HBD@9. ��!"' %" «�6BD9J 

@B?B8ё:<» S6?S9FES 54;B6B= BD74A<;4J<9=, BD74A<;4J<S-GK4EFA<> 

BCD989?S9FES A4 BEAB64A<< ;4>?RK9AAB7B 8B7B6BD4 B E9F96B= HBD@9 

D94?<;4J<< CDB7D4@@. 

!4CD46?9AABEFP CDB7D4@@O 

�BCB?A<F9?PA4S B5M9B5D4;B64F9?PA4S B5M9D4;6<64RM4S CDB7D4@@4 

«%<EF9@AB9 48@<A<EFD<DB64A<9» (84?99 CDB7D4@@4) <@99F F9IA<K9E>GR 

A4CD46?9AABEFP. 
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"EAB64A<9@ 8?S CDB9>F<DB64A<S < D94?<;4J<< 84AAB= 

B5M9D4;6<64RM9= CDB7D4@@O E?G:<F C9D9K9AP E?98GRM<I ABD@4F<6AOI 

CD46B6OI 4>FB6 < 7BEG84DEF69AAOI CDB7D4@@AOI 8B>G@9AFB6: 

1. (989D4?PAO= ;4>BA BF 24.07.1998 № 124-(� «"5 BEAB6AOI 

74D4AF<SI CD46 D95ёA>4 6 $(»; 

2. (989D4?PAO= ;4>BA BF 29.12.2012 N 273-(� «"5 B5D4;B64A<< 6 

$BEE<=E>B= (989D4J<<»; 

3. $4ECBDS:9A<9 #D46<F9?PEF64 $( BF 31.03.2022 №678-D «"5 

GF69D:89A<< �BAJ9CJ<< D4;6<F<S 8BCB?A<F9?PAB7B B5D4;B64A<S 89F9= 8B 

2030 7B84»; 

4. $4ECBDS:9A<9 #D46<F9?PEF64 $( BF 29.05.2015 N 996-D «"5 

GF69D:89A<< %FD4F97<< D4;6<F<S 6BEC<F4A<S 6 $BEE<=E>B= (989D4J<< A4 

C9D<B8 8B 2025 7B84»; 

5. #D<>4;  <A<EF9DEF64 #DBE69M9A<S $( BF 27.07.2022 7. № 629 

«"5 GF69D:89A<< #BDS8>4 BD74A<;4J<< < BEGM9EF6?9A<S B5D4;B64F9?PAB= 

89SF9?PABEF< CB 8BCB?A<F9?PAO@ B5M9B5D4;B64F9?PAO@ CDB7D4@@4@»; 

6. #D<>4;  <A<EF9DEF64 #DBE69M9A<S $BEE<=E>B= (989D4J<< BF 

03.09.2019 7. №467 «"5 GF69D:89A<< *9?96B= @B89?< D4;6<F<S D97<BA4?PAOI 

E<EF9@ 8BCB?A<F9?PAB7B B5D4;B64A<S 89F9=»; 

7. #D<>4;  <A<EF9DEF64 FDG84 < EBJ<4?PAB= ;4M<FO $BEE<=E>B= 

(989D4J<< BF 22.09.2021 7. № 652A «"5 GF69D:89A<< CDBH9EE<BA4?PAB7B 

EF4A84DF4 «#9847B7 8BCB?A<F9?PAB7B B5D4;B64A<S 89F9= < 6;DBE?OI»; 

8. #BEF4AB6?9A<9 �?46AB7B 7BEG84DEF69AAB7B E4A<F4DAB7B 6D4K4 $( 

BF 28.09.2020 7. № 28 «"5 GF69D:89A<< %4A#<! 2.4.3648320 «%4A<F4DAB- 

QC<89@<B?B7<K9E><9 FD95B64A<S > BD74A<;4J<S@ 6BEC<F4A<S < B5GK9A<S, 

BF8OI4 < B;8BDB6?9A<S 89F9= < @B?B89:<»; 

9. #<EP@B  <A<EF9DEF64 B5D4;B64A<S < A4G>< $( BF 18.11.20157. № 

093 3242. «" A4CD46?9A<<  9FB8<K9E><I D9>B@9A84J<= CB CDB9>F<DB64A<R 

8BCB?A<F9?PAOI B5M9D4;6<64RM<I CDB7D4@@ (6>?RK4S D4;ABGDB6A96O9)»; 
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10. $4ECBDS:9A<9 #D46<F9?PEF64 %69D8?B6E>B= B5?4EF< № 646-$# BF 

26.10.2018 «" EB;84A<< 6 %69D8?B6E>B= B5?4EF< J9?96B= @B89?< D4;6<F<S 

D97<BA4?PAB= E<EF9@O 8BCB?A<F9?PAB7B B5D4;B64A<S 89F9=; 

11. #B?B:9A<9 B 8BCB?A<F9?PAOI B5M9B5D4;B64F9?PAOI 

B5M9D4;6<64RM<I CDB7D4@@4I ��!"' %" «�6BD9J @B?B89:<», 

GF69D:89AAB9 CD<>4;B@ BF 14.05.2020 №269-8; 

12. #B?B:9A<9 B E9F96B= HBD@9 D94?<;4J<< B5D4;B64F9?PAOI 

CDB7D4@@ 6 ��!"' %" «�6BD9J @B?B8ё:<», GF69D:89AAB9 CD<>4;B@ BF 

08.11.2021 № 947-8. 

�>FG4?PABEFP CDB7D4@@O 

�>FG4?PABEFP CDB7D4@@O B5GE?B6?9A4 6OEB><@ <AF9D9EB@ CB8DBEF>B6 

> IT-EH9D9, 4 F4>:9 CBFD95ABEFPR B5M9EF64 6 F9IA<K9E>< 7D4@BFAOI 

EC9J<4?<EF4I. 'K<FO64S E?B:ABEFP < @AB7BB5D4;<9 >B@CPRF9DAB= F9IA<><, 

EF4AB6<FES CBASFAB, KFB ;4A<@4FPES E<EF9@AO@ 48@<A<EFD<DB64A<9@ @B:9F 

FB?P>B EC9J<4?<EF, B5?484RM<= A9B5IB8<@O@< ;A4A<S@< < A46O>4@<. 

�>FG4?PABEFP CDB7D4@@O F4>:9 B5GE?B6?9A4 F9@, KFB 6 EH9DG 

89SF9?PABEF< E<EF9@AB7B 48@<A<EFD4FBD4 6IB8<F B59EC9K9A<9 D45BK97B 

EBEFBSA<S >B@CPRF9DAB7B B5BDG8B64A<S, CDB9>F<DB64A<9, 

48@<A<EFD<DB64A<9 < @B89DA<;4J<S ?B>4?PAB= E9F<, CB889D:>4 J9AFD4?PAB7B 

E9D69D4. %R84 BFABE<FES BF69FEF69AABEFP ;4 59EC9D95B=AGR D45BFG 

>B@CPRF9DB6 G EBFDG8A<>B6 BD74A<;4J<<, GEF4A46?<64A<9 CD464 8BEFGC4 > 

D4;?<KAO@ D9EGDE4@ 6AGFD9AA9= E9F< (CD<AF9D4@, E>4A9D4@ < F. C.), > 

�AF9DA9FG. �9SF9?PABEFP E<EF9@AB7B 48@<A<EFD4FBD4 EBED98BFBK9A4 6 

B59EC9K9A<< <AHBD@4J<BAAB= 59;BC4EABEF< BD74A<;4J<<, FB 9EFP 

CD98GCD9:89A<9 E5BS ?R5B7B >B@CBA9AF4 E<EF9@O, ?<>6<84J<S CBE?98EF6<= 

E5BS 59; GM9D54 8?S D45BFO BD74A<;4J<<. 

�A4A<S < G@9A<S, CD<B5D9F9AAO9 6 D9;G?PF4F9 BE6B9A<S 8BCB?A<F9?PAB= 

B5M9B5D4;B64F9?PAB= B5M9D4;6<64RM9= CDB7D4@@O «%<EF9@AB9 

48@<A<EFD<DB64A<9», @B7GF 5OFP <ECB?P;B64AO B5GK4RM<@<ES CD< E84K9 
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��Э, 4 F4>:9 CD< B5GK9A<< 6 GKD9:89A<SI ED98A97B CDBH9EE<BA4?PAB7B 

B5D4;B64A<S < A4 A4K4?PAOI >GDE4I 6 6OEL<I GK95AOI ;46989A<SI. 

"5GK4RM<@ES CD98?4749FES B;A4>B@?9A<9 E BEAB6AO@< F9@4@< E<EF9@AB7B 

48@<A<EFD<DB64A<S E J9?PR @BF<6<DB64FP 89F9= CDB8B?:4FP 84?PA9=L99 

B5GK9A<9 CB CDB7D4@@4@, BFABESM<@ES > IT-EH9D9, A4CD<@9D, 

«#DB7D4@@<DB64A<9 A4 Python». 

"F?<K<F9?PA4S BEB59AABEFP CDB7D4@@O 

"E6B9A<9 CB8DBEF>4@< A46O>B6 D4;D45BF>< E9F<, 695-E9D6<EB6 < 

E9F96OI E?G:5 CDB<EIB8<F 6 CDBJ9EE9 CD4>F<K9E>B= < E4@BEFBSF9?PAB= 

D45BFO. ЭFB CB;6B?S9F B5GK4RM<@ES CB?GK4FP A9 FB?P>B F9BD9F<K9E><9 

;A4A<S 6 B5?4EF< 48@<A<EFD<DB64A<S, AB < G69D9AAB B6?48964FP IT- 

F9IAB?B7<S@<. "6?489A<9 84AAO@< F9IAB?B7<S@< CB@B:9F B5GK4RM<@ES 

E4@BBCD989?<FPES, 6OEFDB<FP FD49>FBD<R ?<KABEFAB7B DBEF4 6 EB6D9@9AAB@ 

<AHBD@4J<BAAB@ B5M9EF69, 4 F4>:9 CB87BFB6<FPES > K9@C<BA4FG « B?B8O9 

CDBH9EE<BA4?O» 6 >B@C9F9AJ<< «%9F96B9 < E<EF9@AB9 48@<A<EFD<DB64A<9». 

#DB7D4@@4 849F ;A4A<S A9 FB?P>B B5 GEFDB=EF69 #� < E9F9=, AB < B 

54;B6OI A46O>4I D4;@9F>< 8?S 6A9E9A<S EDBKAOI <ECD46?9A<= 6 CDB7D4@@O 

48@<A<EFD<DB64A<S, D4EEO?>< <?< E4=FO 8?S K97B A9B5IB8<@O ;A4A<S HTML 

< CSS. �<59D;4M<F4 < E9F96B9 CDB7D4@@<DB64A<9 <ECB?P;GRF Python >4> 

CD<BD<F9FAO= S;O> 8?S E6B<I J9?9=. &4>:9 CD< A4EFDB=>9 Linux-E9D69DB6 6E9 

K4M9 <ECB?P;GRF Python, 66<8G 5B?99 CDBEFB7B E<AF4>E<E4 < B5L<DAOI 

6B;@B:ABEF9= 6;4<@B89=EF6<S E «:9?9;B@» A9:9?< 6EFDB9AAO9 <AEFDG@9AFO 

GCD46?9A<S, > FB@G :9 Python CB G@B?K4A<R 6EFDB9A 6 5B?PL<AEF69 E9D69DB6 

Linux, CBQFB@G CDB7D4@@4 849F A4K4?PAO9 ;A4A<S S;O>4 Python. 

&4>:9 BF?<K<F9?PAB= BEB59AABEFPR S6?S9FES FB, KFB 6 B5D4;B64F9?PAB@ 

CDBJ9EE9 CD< D45BF9 A48 <FB7B6O@ CDB9>FB@ <ECB?P;G9FES 7<5>4S @9FB8B?B7<S 

D4;D45BF><. �@9EFB FB7B, KFB5O 6OCGE>4FP 69EP CDB8G>F J9?<>B@, >B@4A84 

6OCB?AS9F D45BFG 6 D4@>4I A95B?PL<I, AB G8B5AOI K4EF9= CDB9>F4. 

&D95B64A<S, C?4AO < D9;G?PF4FO CBEFBSAAB CDBIB8SF CDB69D>G A4 
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4>FG4?PABEFP, 5?47B84DS K9@G >B@4A8O @B7GF 5OEFDB D947<DB64FP A4 

<;@9A9A<S. 

�8D9E4F B5M9D4;6<64RM9= CDB7D4@@O 

�BCB?A<F9?PA4S B5M9B5D4;B64F9?PA4S B5M9D4;6<64RM4S CDB7D4@@4 

«%<EF9@AB9 48@<A<EFD<DB64A<9» CD98A4;A4K9A4 8?S B5GK4RM<IES 6 6B;D4EF9 

12317 ?9F, @BF<6<DB64AAOI > B5GK9A<R < CDBS6?SRM<I <AF9D9E > GEFDB=EF6G 

>B@CPRF9D4, ?B>4?PAB= E9F<, E9D69DAB@G < >B@@GF4J<BAAB@G B5BDG8B64A<R. 

%B89D:4A<9 CDB7D4@@O EBEF46?9AB E GK9FB@ 6B;D4EFAOI < CE<IB?B7<K9E><I 

BEB59AABEF9= 89F9= 84AAB7B 6B;D4EF4. 

3 12- 14 ?9F 3 CB8DBEF>B6O= C9D<B8. )4D4>F9DA4S BEB59AABEFP 3 ?<KAB9 

E4@BEB;A4A<9, EB;A4F9?PAB9 CDBS6?9A<9 <A8<6<8G4?PABEF<. �98GM4S 

CBFD95ABEFP 3 E4@BGF69D:89A<9. � CB8DBEF>B6O= C9D<B8 EF45<?<;<DGRFES 

<AF9D9EO 89F9=. "EAB6AB9 AB6BB5D4;B64A<9 3 EF4AB6?9A<9 6;DBE?BEF< >4> 

EFD9@?9A<9 > :<;A< 6 B5M9EF69 6;DBE?OI. � BEAB6AO@ BD<9AF<D4@ 6;DBE?9A<S 

BFABESFES: EBJ<4?PAB-@BD4?PAO9 3 A4?<K<9 EB5EF69AAOI 6;7?S8B6, BJ9AB>, 

EFD9@?9A<9 <I BFEF4<64FP; <AF9??9>FG4?PAB-89SF9?PABEFAO9 3 BE6B9A<9 

Q?9@9AFB6 E4@BB5D4;B64A<S, :9?4A<9 D4;B5D4FPES 6 <AF9D9EGRM<I CB8DBEF>4 

B5?4EFSI; >G?PFGDB?B7<K9E><9 3 CBFD95ABEFP BFD4;<FP 6;DBE?BEFP 6B 6A9LA9@ 

B5?<>9, @4A9D4I CB6989A<S. $B?P C9847B74 8BCB?A<F9?PAB7B B5D4;B64A<S 6 

D45BF9 E CB8DBEF>4@< ;4>?RK49FES 6 FB@, KFB5O D97G?SDAB BEGM9EF6?SFP <I 

CB87BFB6>G > E4@BCD9;9AF4J<< EBJ<4?PAB ;A4K<@B= 7DGCC9 ?R89=. 

3 15317 ?9F 3 RABL9E><= 6B;D4EF. �469DL9A<9 H<;<K9E>B7B < 

CE<I<K9E>B7B EB;D964A<S. %BJ<4?PA4S 7BFB6ABEFP > B5M9EF69AAB CB?9;AB@G 

CDB<;6B8<F9?PAB@G FDG8G < 7D4:84AE>B= BF69FEF69AABEF<. � BF?<K<9 BF 

CB8DBEF>B6B7B 6B;D4EF4, 789 CDBS6?9A<9 <A8<6<8G4?PABEF< BEGM9EF6?S9FES 

5?47B84DS E4@B<89AF<H<>4J<< 3 «>FB S», 6 RABL9E>B@ 6B;D4EF9 

<A8<6<8G4?PABEFP 6OD4:49FES K9D9; E4@BCDBS6?9A<9 3 «>4> S 6?<SR». 

"EAB6A4S ;484K4 C9847B74 8BCB?A<F9?PAB7B B5D4;B64A<S 6 D45BF9 E 89FP@< 6 

6B;D4EF9 15317 ?9F E6B8<FES > D9L9A<R CDBF<6BD9K<S @9:8G 7BFB6ABEFPR <I 
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> CB?ABJ9AAB= EBJ<4?PAB= :<;A< < A98BCGM9A<9@ BFEF464A<S BF :<;A< 

EB89D:4A<S < BD74A<;4J<< <I B5D4;B64F9?PAB= 89SF9?PABEF<.  

#B8DBEF>< QFB7B 6B;D4EF4 BF?<K4RFES 6AGFD9AA9= GD46AB69L9AABEFPR, 

EFD9@?9A<9@ > 4>F<6AB= CD4>F<K9E>B= 89SF9?PABEF<, CBQFB@G BEAB6AB= 

HBD@B= CDB6989A<S ;4ASF<= 6O5D4AO CD4>F<K9E><9 ;4ASF<S. $95SF F4>:9 

G6?9>49F EB6@9EFA4S, >B??9>F<6A4S 89SF9?PABEFP, F4> >4> D9;>B 6B;D4EF49F 

;A4K9A<9 >B??9>F<64, B5M9EF69AAB7B @A9A<S, BFABL9A<= EB E69DEFA<>4@<, 

BJ9A>< CBEFGC>B6 < 89=EF6<= CB8DBcF>4 EB EFBDBAO A9 FB?P>B EF4DL<I, AB < 

E69DEFA<>B6. #B8DBEFB> EFD9@<FES ;46B964FP 6 <I 7?4;4I 46FBD<F9F, ;4ASFP 

8BEFB=AB9 @9EFB 6 >B??9>F<69. #BQFB@G 6 CDB7D4@@G 6>?RK9AO CD4>F<K9E><9 

;4ASF<S EBD96AB64F9?PAB7B I4D4>F9D4, >BFBDO9 CB;6B?SRF >4:8B@G CDBS6<FP 

E95S < A4=F< E6Bё @9EFB 6 >B??9>F<69. 

&4>:9 E?98G9F BF@9F<FP, KFB 89F< 84AAB= 6B;D4EFAB= 7DGCCO 

I4D4>F9D<;GRFES F4><@< CE<I<K9E><@< CDBJ9EE4@<, >4> <;@9A9A<9 EFDG>FGDO 

?<KABEF< < 6B;A<>AB69A<9 <AF9D9E4 > A9=, D4;6<F<9 45EFD4>FAOI HBD@ 

@OL?9A<S, EF4AB6?9A<9 5B?99 BEB;A4AAB7B < J9?9A4CD46?9AAB7B I4D4>F9D4 

89SF9?PABEF<, CDBS6?9A<9 EFD9@?9A<S > E4@BEFBSF9?PABEF< < A9;46<E<@BEF<, 

HBD@<DB64A<9 E4@BBJ9A><. ЭF< CDBJ9EEO CB;6B?SRF CB?B:<FP A4K4?B 

HBD@<DB64A<R A4K4?PAB7B CDBH9EE<BA4?PAB7B E4@BBCD989?9A<S. 

�B?<K9EF6B B5GK4RM<IES 6 7DGCC9 3 12-14 K9?B69>. %BEF46 7DGCCO 

CBEFBSAAO=. 

 9EFB CDB6989A<S ;4ASF<=: 7. �>4F9D<A5GD7, G?. �D4EAOI �B@4A8<DB6, 

114; 7. �>4F9D<A5GD7, G?. +9@C<BAB6, 11; 7. �9DIASS #OL@4, G?. 'EC9AE><= 

CDBEC9>F, 27; 7. �D4@<?P, G?. ЩBDE4, 55. 

$9:<@ ;4ASF<=, C9D<B8<KABEFP < CDB8B?:<F9?PABEFP ;4ASF<=: 

8?<F9?PABEFP B8AB7B ;4ASF<S EBEF46?S9F 3 4>489@<K9E><I K4E4 (4>489@<K9E><= 

K4E 3 45 @<AGF, C9D9DO6 3 10 @<AGF), C9D<B8<KABEFP ;4ASF<= 3 1 D4; 6 A989?R. 
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%DB> BE6B9A<S B5M9D4;6<64RM9= CDB7D4@@O: BCD989?S9FES 

EB89D:4A<9@ CDB7D4@@O < EBEF46?S9F 2 7B84 (108 K4EB6 6 7B8, 216 K4EB6 ;4 

C9D<B8 B5GK9A<S). 

(BD@O B5GK9A<S: BKA4S, 6B;@B:A4 D94?<;4J<S BKAB E CD<@9A9A<9@ 

Q?9>FDBAAB7B B5GK9A<S < 8<EF4AJ<BAAOI B5D4;B64F9?PAOI F9IAB?B7<=. 

�<EF4AJ<BAAO9 B5D4;B64F9?PAO9 F9IAB?B7<< D94?<;GRFES E <ECB?P;B64A<9@ 

B5D4;B64F9?PAB= <AHBD@4J<BAAB->B@@GA<>4J<BAAB= C?4FHBD@O «%H9DG@» 

((989D4?PAO= ;4>BA BF 29.12.2012 №273-(� «"5 B5D4;B64A<< 6 $BEE<=E>B= 

(989D4J<<», 7?.2, EF.17, C.2.). 

#9D9K9AP 6<8B6 ;4ASF<=:  

- 59E984, CD4>F<K9E>B9 ;4ASF<9, 89@BAEFD4J<S, BF>DOFB9 ;4ASF<9, 

7DGCCB64S D45BF4, D4;D45BF>4 CDB9>FB6. 

#9D9K9AP HBD@ CB86989A<S <FB7B6 D94?<;4J<< B5M9D4;6<64RM9= 

CDB7D4@@O: 

- <FB7B6B9 F9EF<DB64A<9, D4;D45BF>4 < ;4M<F4 <FB7B6B7B CDB9>F4. 

"5N9@ B5M9D4;6<64RM9= CDB7D4@@O: B5M99 >B?<K9EF6B GK95AOI 

K4EB6, ;4C?4A<DB64AAOI A4 69EP C9D<B8 B5GK9A<S, A9B5IB8<@OI 8?S BE6B9A<S 

CDB7D4@@O 3 216 K4EB6. 

#B GDB6AR BE6B9A<S CDB7D4@@4 B5M9D4;6<64RM4S, 86GIGDB6A964S 

(EF4DFB6O= GDB69AP, 54;B6O= GDB69AP).  

%F4DFB6O= GDB69AP B59EC9K<649F 6B;@B:ABEFP B5GK9A<S 89F9= E ?R5O@ 

GDB6A9@ CB87BFB6><. �4K<E?9A<9 89F9= A4 B5GK9A<9 CDB<;6B8<FES 59; 

CD9864D<F9?PAB7B BF5BD4 (E6B5B8AO= A45BD). 

%F4DFB6O= GDB69AP CB;6B?S9F B59EC9K<FP A4K4?PAGR CB87BFB6>G 89F9= 

6 B5?4EF< E<EF9@AB7B 48@<A<EFD<DB64A<S. #D98CB?4749F <ECB?P;B64A<9 < 

D94?<;4J<R B5M98BEFGCAOI < GA<69DE4?PAOI HBD@ BD74A<;4J<< GK95AB7B 

@4F9D<4?4, @<A<@4?PAGR E?B:ABEFP CD98?4749@B7B 8?S BE6B9A<S EB89D:4A<S 

CDB7D4@@O. 
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� >BAJG B5GK9A<S B5GK4RM<9ES CB?GK4F C9D6<KAO9 A46O>< G84?ёAAB7B 

48@<A<EFD<DB64A<S, B59EC9K9A<S ;4M<FO E9F96OI GEFDB=EF6, <;GK4F BEAB6O 

CBEFDB9A<S E9F9= GDB6AS A95B?PL<I BH<EB6 < H<?<4?B6, CD<B5D9FGF A46O>< 

CB<E>4, 4A4?<;4, <ECB?P;B64A<S <AHBD@4J<< 6 E9F< �AF9DA9F9, <;GK4F BEAB6O 

S;O>4 Python. 

«�4;B6O= GDB69AP» (6FBDB= 7B8 B5GK9A<S) D4EEK<F4A A4 89F9= 6 6B;D4EF9 

13317 ?9F, CDBS6?SRM<I <AF9D9E > IT- F9IAB?B7<S@, :9?4RM<I 

EB69DL9AEF6B64FP E6B< A46O>< D45BFO E EB6D9@9AAO@< >B@CPRF9DAO@< 

E<EF9@4@<, <@9RM<I C9D6<KAO= BCOF 48@<A<EFD<DB64A<S < CBEFDB9A<S 

E9F9=. 

#B B>BAK4A<< B5GK9A<S A4 EF4DFB6B@ GDB6A9 CDB6B8<FES CDB9>FA4S 

D45BF4, 789 B5GK4RM<=ES CB>4;O649F E6B= A46O> 6 A4EFDB=>9 E9F< CB 

EF4A84DFAO@ @9FB8<>4@. �4K<E?9A<9 B5GK4RM<IES A4 54;B6O= GDB69AP 

B5GK9A<S CBE?9 ;469DL9A<S EF4DFB6B7B GDB6AS CDB<;6B8<FES CB D9;G?PF4F4@ 

GEC9LAB= E84K< <FB7B6B= 4FF9EF4J<< (;4M<FO <FB7B6B7B CDB9>F4). �4K<E?9A<9 

89F9=, D4A99 A9 ;4A<@46L<IES CB 84AAB= CDB7D4@@9, CDB<EIB8<F CB 

D9;G?PF4F4@ 6IB8AB7B >BAFDB?S (F9EF<DB64A<S). 

"5GK9A<9 CB CDB7D4@@9 «%<EF9@AB9 48@<A<EFD<DB64A<9» A4 6FBDB@ 

7B8G G7?G5?S9F ;A4A<S, CB?GK9AAO9 6 C9D6O= 7B8 B5GK9A<S, < D4EL<DS9F 

CBA<@4A<9 BEAB6 54;B6OI CD<AJ<CB6 CBEFDB9A<S ?B>4?PAB-6OK<E?<F9?PAB= 

E9F< (��%) < E9F96B= <AHD4EFDG>FGDO. 

� >BAJG 6FBDB7B 7B84 B5GK9A<S CB8DBEF>< ECBEB5AO E4@BEFBSF9?PAB 

BCD989?SFP CDBH9EE<BA4?PAO9 ;484K< < CGF< D9L9A<S; D94?<;B6O64FP ED98A<9 

< >DGCAO9 CDB9>FO CB E6B<@ ;484K4@, G?GKL4S < CD<@9ASS A4 CD4>F<>9 A46O>< 

EB;84A<S 5B?99 E?B:AOI < @AB7BHGA>J<BA4?PAOI <AF9DA9F-CDB9>FB6. 

#DB7D4@@4 89@BAEFD<DG9F BEAB6AO9 A4CD46?9A<S 6 D4;D45BF>9 E9F<, 

695- E9D6<EB6 < E9F96OI E?G:5, 4 F4>:9 CB;6B?S9F BE69F<FP G7?G5?9AAO9 

@B@9AFO E CD4>F<K9E>B= EFBDBAO. 

 



10 

 

2. *5;P 8 7040G8 ?@>3@0<<O 

Ц9?P CDB7D4@@O: EHBD@<DB64FP G B5GK4RM<IES CD98EF46?9A<S B 

D45BF9 E<EF9@AB7B 48@<A<EFD4FBD4 E CD<B5D9F9A<9@ ;A4A<=, CD4>F<K9E><I 

A46O>B6 < BEAB6AOI >B@C9F9AJ<= 6 B5?4EF< 48@<A<EFD<DB64A<S 

<AHBD@4J<BAAOI E<EF9@. 

�?S GEC9LAB= D94?<;4J<< CBEF46?9AAB= J9?< A9B5IB8<@B D9L<FP DS8 

B5GK4RM<I, D4;6<64RM<I < 6BEC<F4F9?PAOI ;484K: 

"5GK4RM<9: 

 EHBD@<DB64FP GEFB=K<6O= <AF9D9E > <AHBD@4J<BAAO@ 

F9IAB?B7<S@; 

 CB;A4>B@<FP E 4CC4D4FAO@ B59EC9K9A<9@ #� < BC9D4J<BAAO@< 

E<EF9@4@<, E >?4EE<H<>4J<9= >B@CPRF9DAOI E9F9=; 

 A4GK<FP <E>4FP < GEFD4ASFP A9CB?48>< 6 E9F<, HBD@G?<DB64FP 

CDB5?9@G < CD<A<@4FP B5BEAB64AAO9 D9L9A<S CB GEFD4A9A<R QFB= CDB5?9@O. 

$4;6<64RM<9: 

 EHBD@<DB64FP < D4;6<FP A46O> D45BFO E D4;?<KAO@< <EFBKA<>4@< 

<AHBD@4J<<, G@9A<9 E4@BEFBSF9?PAB <E>4FP, <;6?9>4FP < BF5<D4FP 

A9B5IB8<@GR <AHBD@4J<R; 

 D4;6<FP G@9A<9 <;?474FP @OE?< 6 KёF>B= ?B7<K9E>B= 

CBE?98B64F9?PABEF<, BFEF4<64FP E6BR FBK>G ;D9A<S, A4IB8<FP BF69FO A4 

6BCDBEO CGFё@ ?B7<K9E><I D4EEG:89A<=; 

 EHBD@<DB64FP <AF9D9E > CDB9>FAB= 89SF9?PABEF<. 

�BEC<F4F9?PAO9: 

 ECBEB5EF6B64FP 4>>GD4FABEF< CD< D45BF9 E >B@CPRF9DAO@ 

B5BDG8B64A<9@; 

 ECBEB5EF6B64FP 6BEC<F4A<R QF<>< 7DGCCB6B= D45BFO, BFABL9A<= 

89?B6B7B EBFDG8A<K9EF64, 6;4<@BG64:9A<S; 

 ECBEB5EF6B64FP 6BEC<F4A<R GCBDEF64 6 8BEF<:9A<< D9;G?PF4F4. 
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2.1 *5;P 8 7040G8 <>4C;S «%8AB5<=>5 04<8=8AB@8@>20=85. 

%B0@B>2O9 C@>25=P» 
Ц9?P @B8G?S: HBD@<DB64A<9 <AF9D9E4 > F9IA<K9E><@ 6<84@ F6BDK9EF64 

CBED98EF6B@ <;GK9A<S E<EF9@AB7B 48@<A<EFD<DB64A<S. 

�?S GEC9LAB= D94?<;4J<< CBEF46?9AAB= J9?< A9B5IB8<@B D9L<FP DS8 

B5GK4RM<I, D4;6<64RM<I < 6BEC<F4F9?PAOI ;484K: 

"5GK4RM<9: 

 EHBD@<DB64FP CD98EF46?9A<9 B5 BEAB6AOI 4DI<F9>FGDAOI, 

4CC4D4FAOI 

  < CDB7D4@@AOI ED98EF64I EB6D9@9AAOI >B@CPRF9DB6; 

 A4GK<FP D45BF4FP E B5BDG8B64A<9@, CB8>?RK4FP >B@CPRF9DO > E9F<, 

A4EFD4<64FP < BCF<@<;<DB64FP E9F<, 8<47ABEF<DB64FP A9CB?48>< < 

6BEEF4A46?<64FP E<EF9@O; 

 EHBD@<DB64FP G@9A<9 54;B6B= D45BFO E E9FS@< < <I A4EFDB=>4@<; 

 EHBD@<DB64FP C9D6BA4K4?PAO9 A46O>< CDB7D4@@<DB64A<S < 

D4;D45BF>< E>D<CFB6; 

 CB;A4>B@<FP E 6B;@B:ABEFS@< >4DP9DAB7B D4;6<F<S < D94?<;4J<< 

E<EF9@AOI 48@<A<EFD4FBDB6. 

$4;6<64RM<9: 

 ECBEB5EF6B64FP D4;6<F<R A46O>4 E4@BEFBSF9?PAB= D45BFO E 

  D4;?<KAO@< <EFBKA<>4@< <AHBD@4J<<; 

 ECBEB5EF6B64FP HBD@<DB64A<R D4;6<F<S A46O>B6 CDB9>FAB= 

89SF9?PABEF<; 

 ECBEB5EF6B64FP  HBD@<DB64A<R G@9A<S  C?4A<DB64FP 

D45BFG, CD986<89FP D9;G?PF4F < 8BEF<74FP 97B. 

�BEC<F4F9?PAO9: 

 ECBEB5EF6B64FP 6BEC<F4A<R QF<>< 7DGCCB6B= D45BFO, 

BFABL9A<R 89?B6B7B EBFDG8A<K9EF64, 6;4<@BG64:9A<S; 

 6BEC<F4FP ECBEB5ABEFP 8B6B8<FP A4K4FB9 89?B 8B >BAJ4; 
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 ECBEB5EF6B64FP 6BEC<F4A<R 4>>GD4FABEF< CD< D45BF9 E 

>B@CPRF9DAO@ B5BDG8B64A<9@. 

2.2 *5;P 8 7040G8 <>4C;S «%8AB5<=>5 04<8=8AB@8@>20=85. 
�07>2O9 C@>25=P» 

Ц9?P @B8G?S: HBD@<DB64A<9 7BFB6ABEF< B5GK4RM<IES > E4@BD4;6<F<R 

< A9CD9DO6AB@G B5D4;B64A<R 6 BFD4E?< E<EF9@AB7B 48@<A<EFD<DB64A<S.  

�?S GEC9LAB= D94?<;4J<< CBEF46?9AAB= J9?< A9B5IB8<@B D9L<FP DS8 

C9847B7<K9E><I, D4;6<64RM<I < 6BEC<F4F9?PAOI ;484K: 

"5GK4RM<9: 

 EHBD@<DB64FP CD98EF46?9A<9 B DB?< E<EF9@AB7B 48@<A<EFD<DB64A<S 

6 EB6D9@9AAB@   B5M9EF69; 

 EHBD@<DB64FP A46O>< G84?ёAAB7B 48@<A<EFD<DB64A<S; 

 EHBD@<DB64FP A46O>< CB 48@<A<EFD<DB64A<R E9F9= 

A95B?PL<I >B@C4A<=; 

 B6?489FP @9FB8<>B= >BAH<7GD<DB64A<S 4>F<6AB7B E9F96B7B 

B5BDG8B64A<S; 

 B6?489FP @9FB8<>B= >BAH<7GD<DB64A<S BEAB6AOI E9F96OI E9D6<EB6. 

$4;6<64RM<9: 

 EHBD@<DB64FP G@9A<9 D9L4FP 54;B6O9 ;484K< GCD46?9A<S E<EF9@B= < 

E9FPR; 

 EHBD@<DB64FP D4;6<F<9 A46O>B6 D45BFO E D4;?<KAO@< <EFBKA<>4@< 

<AHBD@4J<<, G@9A<9 E4@BEFBSF9?PAB <E>4FP, <;6?9>4FP < BF5<D4FP 

A9B5IB8<@GR 8?S D9L9A<S GK95AOI ;484K <AHBD@4J<R; 

 D4;6<FP G@9A<9 C?4A<DB64FP D45BFG, CD986<89FP D9;G?PF4F < 8BEF<74FP 

97B; 

 D4;6<FP G@9A<9 C?4A<DB64FP E6B< 89=EF6<S E GKёFB@ H4>FBD4 6D9@9A<, 

6 B5EF4AB6>9 E Q?9@9AF4@< >BA>GD9AJ<<. 

�BEC<F4F9?PAO9: 
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 ECBEB5EF6B64FP 6BEC<F4A<R QF<>< 7DGCCB6B= D45BFO, BFABL9A<R 

89?B6B7B EBFDG8A<K9EF64, 6;4<@BG64:9A<S; 

 CDB8B?:<FP ECBEB5EF6B64FP 6BEC<F4A<R GCBDEF64 6 8BEF<:9A<< 

D9;G?PF4F4; 

 CDB8B?:<FP ECBEB5EF6B64FP 6BEC<F4A<R 4>>GD4FABEF< CD< D45BF9 E 

>B@CPRF9DAO@ B5BDG8B64A<9@. 
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3. %>45@60=85 >1I5@072820RI59 ?@>3@0<<O  

3.1. 'G51=O9 (B5<0B8G5A:89) ?;0= <>4C;S «%8AB5<=>5 
04<8=8AB@8@>20=85»  

 (EF4DFB6O= GDB69AP - 1 7B8 B5GK9A<S) 

&45?<J4 1 

№ 
C/C !4;64A<9 @B8G?S, >9=E4 

�B?<K9EF6B K4EB6 
(BD@O 

4FF9EF4J<</ 
>BAFDB?S 

�E
97
B 

&9
BD
<S

 

#
D4
>F
<>
4 

1. $0745; 1. �2545=85 3 1 2  

1.1. 
�6B8AB9 ;4ASF<9. �AEFDG>F4: 
CB &�. �IB8AB= >BAFDB?P 3 1 2 

�9E984, 6IB8AB= 
>BAFDB?P 

2. $0745; 2. 'AB@>9AB2> #� 6 2 4  

2.1. 'EFDB=EF6B #� 6 2 4 

�9E984, 
?45BD4FBDA4S 
D45BF4 

3. 
$0745; 3. "A=>2O @01>BO A 
>?5@0F8>==O<8 A8AB5<0<8 

36 13 23 
 

 

 3.1 

 BA<FBD 6<DFG4?PAOI @4L<A: 
VirtualBox, VMware, Hyper-V. 

'EF4AB6>4 < A4EFDB=>4 "% A4 
D4;?<KAOI 7<C9D6<;BD4I. 

9 3 6 

�9E984. 
#D4>F<K9E>4S 
D45BF4 

3.2 

�A4>B@EF6B E Linux, <EFBD<S < 
D4;AB6<8ABEF< "%, GEF4AB6>4 < 
A4EFDB=>4 Ubuntu A4 D4;?<KAOI 
7<C9D6<;BD4I. 

3 1 2 

�9E984. 
#D4>F<K9E>4S 
D45BF4 

3.3 

%4@BEFBSF9?PA4S A4EFDB=>4 
Ubuntu, ALT Linux, AstraLinux 

A4 D4;?<KAOI 7<C9D6<;BD4I 
6 2 4 

�9E984. 
#D4>F<K9E>4S 
D45BF4 

3.4 

!4EFDB=>4 D45BK97B EFB?4 
Linux. �>?RK9A<9 < BF>?RK9A<9 
E9F<. 

6 2 4 

�9E984. 
#D4>F<K9E>4S 
D45BF4 

3.5 

�9F4?PA4S A4EFDB=>4 "% Linux 

< D9L9A<9 ;484K 6 >B@4A8AB= 
EFDB>9 linux. 

6 2 4 

�9E984. 
#D4>F<K9E>4S 
D45BF4 

3.6 
�?B54?PAO9 E9F<. !4;A4K9A<9 < 
I4D4>F9D<EF<>< 

2 1 1 

�9E984. 
#D4>F<K9E>4S 
D45BF4 
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3.7 

%9F< C9D984K< 84AAOI. 
"EAB6AO9 CBASF<S < 
I4D4>F9D<EF<>< 

2 1 1 
#D4>F<K9E>4S 
D45BF4 

3.8 

%9F< BD74A<;4J<=. "EAB6AO9 
CBASF<S, A4;A4K9A<9 < 
I4D4>F9D<EF<><. �BAFDB?PAB9 
F9EF<DB64A<9 

2 1 1 

�9E984.  
#DB@9:GFBKA4S 
4FF9EF4J<S 

4. $0745; 4. #@8:;04=>5 #" 12 4 8  

4.1 &9>EFB6O= D984>FBD Writer 2 0 2 
#D4>F<K9E><9 
;484K< 

4.2 &45?<KAO= D984>FBD Calc 3 1 2 
#D4>F<K9E><9 
;484K< 

4.3 
!4EFDB=>4 695-5D4G;9D4 MS 
Explorer 

3 1 2 
#D4>F<K9E><9 
;484K< 

4.4 
!4EFDB=>4 < D45BF4 
CB?P;B64F9?PE>B7B <AF9DH9=E4 2 1 1 

#D4>F<K9E><9 
;484K< 

4.5 

#BEFBSAAO= 6<DFG4?PAO= 
>4A4?. "EAB6AO9 CBASF<S < 
A4;A4K9A<9 

2 1 1 
#D4>F<K9E><9 
;484K< 

5. $0745; 5. �815@?>;83>= 30 11 19  

5.1 

"EAB6O 59;BC4EABEF< Э�  
E<EF9@. �<DGEO < <I 
D4;AB6<8ABEF<. 

6 2 4 

�9E984, 
?45BD4FBDA4S 
D45BF4 

5.2 

&BCB?B7<S E9F9=. #D4>F<>4 
CBEFDB9A<S E9F96B= 
4DI<F9>FGDO. 

6 2 4 
#D4>F<K9E>4S 
D45BF4 

5.3 "EAB6O <AF9DA9F-E9F9= 4 2 2 

�9E984, 
?45BD4FBDA4S 
D45BF4 

5.4 

�A4?<; FD4H<>4 E9F<. 
#DBFB>B?O GDB6AS CD<?B:9A<=. 
%9D6<EO < IP-48D9E4J<<. 

4 2 2 
 �45BD4FBDA4S 
D45BF4 

5.5 

�9;BC4EABEFP CB?P;B64F9?S CD< 
D45BF9 E CDB7D4@@4@<, 
E9D6<E4@< < EBJ<4?PAO@< 
E9FS@<. 

8 2 6 

�9E984, 
?45BD4FBDA4S 
D45BF4 

5.6 

%9F< E 6O89?9AAO@ E9D69DB@. 
"EAB6AO9 CBASF<S, A4;A4K9A<9 
< I4D4>F9D<EF<><. 
�FB7B6O= >BAFDB?P 

2 1 1 

�9E984 �FB7B64S 
4FF9EF4J<S 

6. $0745; 6. #@>5:B=O9 @0745; 21 9 12 
 

6.1 &9@4 1. #BEF4AB6>4 CDB5?9@O 2 1 1 
#9847B7<K9E>B9 
A45?R89A<9 

6.2 &9@4 2. �BAJ9CFG4?PAO= QF4C 2 1 1 
#9847B7<K9E>B9 
A45?R89A<9 
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6.3 
&9@4 3. &9IA<K9E>4S < 
F9IAB?B7<K9E>4S CDBD45BF>4 12 6 6 

#9847B7<K9E>B9 
A45?R89A<9 

6.4 
&9@4 4. &9EF<DB64A<9 < ;4M<F4 
<FB7B6B7B CDB9>F4 5 1 4 

�4M<F4 
<A8<6<8G4?PAB7
B/ 7DGCCB6B7B 
CDB9>F4 

�B>3>: 108 40 68  

 

%>45@60=85 CG51=>3> (B5<0B8G5A:>3>) ?;0=0 <>4C;P  
«%8AB5<=>5 04<8=8AB@8@>20=85. %B0@B>2O9 C@>25=P» 

1 3>4 >1CG5=8S 
$0745; 1. �2545=85 

&9@4 1.1. �6B8AB9 ;4ASF<9  

&9>@8я: <AEFDG>F4: CB F9IA<>< 59;BC4EABEF<.  �;GK9A<9 E9F96OI 

<AEFDG@9AFB6 8?S EB6@9EFAB= D45BFO 6 7DGCC9 A4 FD9A4:9D9.  

П@4:B8:4: #B6FBD9A<9 <;GK9AAB7B @4F9D<4?4. �IB8AB= >BAFDB?P. &9EF. 

�A4?<; D9;G?PF4FB6 

$0745; 2. 'EFDB=EF6B #� 

&9@4 2.1. 'EFDB=EF6B #� 

&9>@8я: GEFDB=EF6B C9DEBA4?PAB7B >B@CPRF9D4 < CB87BFB6<F9?PAO9 

89=EF6<S C9D98 D4;5BD>B= #� < <I CD98A4;A4K9A<S. 

П@4:B8:4: D45BF4 A4 FD9A4:9D9, >BFBDO= CD98A4;A4K9A D45BF4FP 

6<DFG4?PAB@ @<D9 8?S E5BD>< #�. 

$0745; 3. "A=>2O @01>BO A >?5@0F8>==O<8 A8AB5<0<8 

&9@4 3.1.  BA<FBD 6<DFG4?PAOI @4L<A: VirtualBox, VMware, Hyper-

V. 'EF4AB6>4 < A4EFDB=>4 "% A4 D4;?<KAOI 7<C9D6<;BD4I. 

&9>@8я: #BASF<S 6<DFG4?<;4J<<, 6<DFG4?PAOI @4L<A < 7<C9D6<;BDB6. 

$4;?<K<S < ECBEB5O D45BFO E D4;?<KAO@< 7<C9D6<;BD4@<. 

П@4:B8:4: #D4>F<K9E><9 ;484A<S CB GEF4AB6>9 D4;?<KAOI "% A4 

6<DFG4?PAGR @4L<AG. 
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&9@4 3.2. �A4>B@EF6B E Linux, <EFBD<S < D4;AB6<8ABEF< "%, 

GEF4AB6>4 < A4EFDB=>4 Ubuntu A4 D4;?<KAOI 7<C9D6<;BD4I. 

&9>@8я: �EFBD<S < CD<@9A9A<9 Linux A4 CD98CD<SF<SI, A4EFDB=>4 

GEF4AB6>4 A4 6<DFG4?PAGR @4L<AG. 

П@4:B8:4: GEF4AB6>4 B5D4;4 Ubuntu A4 6<DFG4?PAGR @4L<AG. 

&9@4 3.3. %4@BEFBSF9?PA4S A4EFDB=>4 Ubuntu, ALT Linux, 

AstraLinux A4 D4;?<KAOI 7<C9D6<;BD4I 

&9>@8я: BEB59AABEF< D45BFO, GEF4AB6>< < <ECB?P;B64A<S D4;?<KAOI 

8<EFD<5GF<6B6. 

П@4:B8:4: %4@BEFBSF9?PA4S A4EFDB=>4 ALT Linux, AstraLinux CD< 

CB@BM< 7<C9D6<;BD4. #DB9>F: 8BD45BF>4 >BAJ9CJ<< CDB9>F4 A4 BEAB69 

CB?GK9AAOI 84AAOI 

&9@4 3.4. !4EFDB=>4 D45BK97B EFB?4 Linux. �>?RK9A<9 < BF>?RK9A<9 

E9F<. 

&9>@8я: <AF9DH9=E < <AEFDG@9AFO 48@<A<EFD<DB64A<S 6 Linux. 

П@4:B8:4: E4@BEFBSF9?PA4S GEF4AB6>4 < A4EFDB=>4 < Linux CD< CB@BM< 

7<C9D6<;BDB6. 

&9@4 3.5. �9F4?PA4S A4EFDB=>4 "% Linux < D9L9A<9 ;484K 6 

>B@4A8AB= EFDB>9 Linux. 

&9>@8я: �B;@B:AO9 A9CB?48>< 6 D45BF9 "% Linux, ECBEB5 D45BFO K9D9; 

F9D@<A4? < >B@4A8AGR EFDB>G, >B@4A8O.  

П@4:B8:4: CD4>F<K9E>B9 CD<@9A9A<9 >B@4A8 F9D@<A4?4 < >B@4A8AB= 

EFDB>< EB6@9EFAB E C9847B7B@. 

 &9@4 3.6. �?B54?PAO9 E9F<. !4;A4K9A<9 < I4D4>F9D<EF<><. 

&9>@8я: �;GK9A<9 BEAB6AOI HGA>J<BA4?PAOI 6B;@B:ABEF9= 

CD98BEF46?S9@B= 7?B54?PAB= E9FPR �AF9DA9F, < B5M4S @9FB8B?B7<S 

<ECB?P;B64A<S 6 @98<J<AE><I <AHBD@4J<BAAOI E<EF9@4I.  

П@4:B8:4: #B<E> <AHBD@4J<< 6 7?B54?PAB= E9F< E CB@BMPR ?R5B7B 

5D4G;9D4. 



18 

 

&9@4 3.7. %9F< C9D984K< 84AAOI. "EAB6AO9 CBASF<S < 

I4D4>F9D<EF<><. 

&9>@8я: #BASF<9 KFB F4>B9 E9F96O9 CDBFB>B?O, < >4> A45BDO CD46<? 

<ECB?P;GRFES 8?S B5@9A4 84AAO@< @9:8G >B@CPRF9D4@< 6 E9F<. 

П@4:B8:4: #BEFDB9A<9 >B@CPRF9DAB= EI9@O. 

&9@4 3.8. %9F< BD74A<;4J<=. "EAB6AO9 CBASF<S, A4;A4K9A<9 < 

I4D4>F9D<EF<><. �BAFDB?PAB9 F9EF<DB64A<9 

&9>@8я: #BASF<9 >B@CPRF9DAOI E9F9=. !4;A4K9A<9 < CB>4;4F9?< 

>4K9EF64. �B>4?PAO9 < 7?B54?PAO9 E9F< Э�  

П@4:B8:4: #DB@9:GFBKA4S 4FF9EF4J<S. &9EF. �A4?<; D9;G?PF4FB6. 

$0745; 4. #@8:;04=>5 #" 

&9@4 4.1. &9>EFB6O= D984>FBD. 

П@4:B8:4: $45BF4 6 F9>EFB6B@ D984>FBD9  B= BH<E.  

&9@4 4.2. &45?<KAO= D984>FBD Calc 

&9>@8я: �;GK9A<9 BEAB6AOI <AEFDG@9AFB6 6 F45?<KAB@ D984>FBD9. 

П@4:B8:4: %B;84A<9 < D984>F<DB64A<9 Q?9>FDBAAOI F45?<J, 66B8 

HBD@G? 6 F45?<JG, EBID4A9A<9 F45?<JO A4 8<E>9. 

&9@4 4.3. !4EFDB=>4 695-5D4G;9D4 MS Explorer 

&9>@8я: <;GK9A<9 6<8B6 E4=FB6 < 5?B><DB64A<S 6D98BABEAOI CDB7D4@@ 

E CB@BMPR E4=F4 

П@4:B8:4: D45BF4 6 6955D4G;9D4I < >B@4A8AB= EFDB>9 "% 

&9@4 4.4. !4EFDB=>4 < D45BF4 CB?P;B64F9?PE>B7B <AF9DH9=E4. 

&9>@8я: <;GK9A<9 BEAB6AOI <AEFDG@9AFB6, < AB69=L<I F9IAB?B7<= 

CB?P;B64F9?PE>B7B <AF9DH9=E4. 

П@4:B8:4: $45BF4 E B5N9>FAB-BD<9AF<DB64AAO@ 7D4H<K9E><@ 

<AF9DH9=EB@ 6 6<DFG4?PAB= @4L<A9. 

&9@4 4.5. #BEFBSAAO= 6<DFG4?PAO= >4A4?. "EAB6AO9 CBASF<S < 

A4;A4K9A<9. 

&9>@8я: �;GK9A<9 6<8B6 >4A4?B6 CB8>?RK9A<S < EB;84A<9 CD9;9AF4J<<. 
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П@4:B8:4: %B;84A<9 4?7BD<F@4 CB8>?RK9A<S >4A4?B6 E CB@BMPR 

<AF9DA9F-EB98<A9A<S > #�.  

$0745; 5. �815@?>;83>=   
&9@4 5.1. "EAB6O 59;BC4EABEF< Э�  E<EF9@. �<DGEO < <I 

D4;AB6<8ABEF<. 

&9>@8я: �EFBD<S D4;6<F<S <AHBD@4J<BAAB= 59;BC4EABEF<, EB;84A<S 

C9D6OI 6<DGEB6 Elk Cloner.  

П@4:B8:4: !4EFDB=>4 BEAB6AB7B L?R;4 E9F96B7B CB8>?RK9A<S, 

G84?9A<9 E C9DEBA4?PAB7B >B@CPRF9D4 6<DGE4 ��"!  

&9@4 5.2. &BCB?B7<S E9F9=. #D4>F<>4 CBEFDB9A<S E9F96B= 

4DI<F9>FGDO.  

&9>@8я: CBASF<9 FBCB?B7<<, 9ё 6<8O, 4DI<F9>FGD4 E9F<. "5BDG8B64A<9 < 

CDB7D4@@AB9 B59EC9K9A<9. 

П@4:B8:4: D9L9A<9 CD4>F<>G@B6 CB CBEFDB9A<R D4;?<KAOI E9F9= 6 

E<EF9@9, E4@BEFBSF9?PAB < E C9847B7B@. 

&9@4 5.3. "EAB6O <AF9DA9F-E9F9= 

&9>@8я: �<8O E9F96OI CB8>?RK9A<=, BEB59AABEF< A4EFDB=>< 

@4DLDGF<;4J<<, >B@@GF4J<<, BEAB6O TCP/IP 

П@4:B8:4: !4EFDB=>4 D45BFO DBGF9D4, B5AB6?9A<9 CDBL<6><, GEF4AB6>4 

E9F96B7B CB8>?RK9A<S. 

&9@4 5.4. �A4?<; FD4H<>4 E9F<. #DBFB>B?O GDB6AS CD<?B:9A<=. 

%9D6<EO 

IP-48D9E4J<<. 

&9>@8я: 8<;4EE9@5?<DB64A<9 E9F96OI C4>9FB6, 4A4?<; <I EB89D:<@B7B 

П@4:B8:4: ECBEB5O 8<;4EE9@5?<DB64A<S E9F96OI C4>9FB6 

&9@4 5.5. �9;BC4EABEFP CB?P;B64F9?S CD< D45BF9 E CDB7D4@@4@<, 

E9D6<E4@< < EBJ<4?PAO@< E9FS@<. 

&9>@8я: <;GK9A<9 BEB59AABEF9= D45BFO BH<E4. 
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П@4:B8:4: 4A4?<; GS;6<@BEF9= 6 E9F< BH<E4 < 6AGFD9AA<I E9F96OI 

GEFDB=EF6, ;4>DOF<9 GS;6<@BEF< 54;O 84AAOI.  

&9@4 5.6. %9F< E 6O89?9AAO@ E9D69DB@. "EAB6AO9 CBASF<S, 

A4;A4K9A<9 < I4D4>F9D<EF<><. 

&9>@8я: �;GK9A<9 CDB7D4@@<DB64A<S E9D69D4  

 П@4:B8:4: ИB>7>64я 4FF9EF4J<S. &9EF. �A4?<; D9;G?PF4FB6. 

$0745; 6. #@>5:B=O9 @0745; 

&9@4 6.1. #BEF4AB6>4 CDB5?9@O  

&9>@8я: #DB9>F<DB64A<9 E<EF9@O 5G8GM97B CDB9>F4.  

П@4:B8:4: #BEF4AB6>4 CDB5?9@O. 

&9@4 6.2. �BAJ9CFG4?PAO= QF4C 

&9>@8я: �BAJ9CF D4;D45BF>< CDB9>F4.  

П@4:B8:4: $4;D45BF>4 >BAJ9CF4 CDB9>F4.  

&9@4 6.3. &9IA<K9E>4S < F9IAB?B7<K9E>4S CDBD45BF>4  

П@4:B8:4: $4;D45BF>4 CDB9>F4.  

&5<0 6.4. &5AB8@>20=85 8 70I8B0 8B>3>2>3> ?@>5:B0  
П@4:B8:4: �4M<F4 <FB7B6B7B CDB9>F4. 
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3.2 'G51=O9 (B5<0B8G5A:89) ?;0= <>4C;S «%8AB5<=>5 

04<8=8AB@8@>20=85. �07>2O9 C@>25=P» 

(2 3>4 >1CG5=8S) 

&45?<J4 2 
 

 

 
№ C/C 

 

 
 

!4;64A<9 @B8G?S, >9=E4 

�B?<K9EF6B K4EB6  

 
(BD@O 4FF9EF4J<</ 
>BAFDB?S 

 
�E97B 

 
&9BD<
S 

 
#D4>F
<>4 

$0745; 1. �2545=85 2 @0AH8@5==O9 
:C@A «%8AB5<=>3> 
04<8=8AB@8@>20=8S» 

30 14 16  

1. �2>4=>5 70=SB85, 2E>4=>9 
:>=B@>;P 

2 1 1 �9E984, 6IB8AB= 
>BAFDB?P 

2. %>2@5<5==O5 A5B52O5 
B5E=>;>388 

3 2 1  

2.1 %9F< 6 A4L9= :<;A< 1 1 0 �9E984, 
?45BD4FBDA4S 
D45BF4 

2.2 �;GK9A<9 E9F96OI 
<AEFDG@9AFB6 8?S 
EB6@9EFAB= D45BFO 

2 1 1 �9E984, 
?45BD4FBDA4S 
D45BF4 

3. �>:0;P=O5 8 3;>10;P=O5 
A5B8 

9 4 5  
 

3.1 �B@CBA9AFO E9F< 2 1 1 �9E984, GEFAO= 
BCDBE, CD9;9AF4J<S 

D9L9A<S 
3.2 %9F< LAN < WAN 2 1 1 �9E984, GEFAO= 

BCDBE, CD9;9AF4J<S 
D9L9A<S 

3.3 &9IAB?B7<< 8BEFGC4 
CB8>?RK9A<S > �AF9DA9FG 

2 1 1 �9E984, GEFAO= 
BCDBE, CD9;9AF4J<S 

D9L9A<S 
3.4 !4EFDB=>4 <AF9DA9F-

CB8>?RK9A<S 8?S 8B@4 < 
A95B?PLB7B BH<E4 

3 1 2 �9E984, GEFAO= 
BCDBE, CD9;9AF4J<S 

D9L9A<S 
4. %5BP :0: ?;0BD>@<0 6 3 3  

 
 

4.1 �BA69D79AFAO9 E9F< 2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 
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4.2 "F>4;BGEFB=K<6BEFP < 
A489:ABEFP 
E9F< 

2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

4.3 'CD4:A9A<9: EB;84A<9 
A489:AB= E9F< 

2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

5. #>AB>S==> <5=SRI0SAS 
A5B520S A@540 

8 4 4  

5.1 &9A89AJ<< D4;6<F<S E9F9= 4 2 2 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

5.2 %9F96O9 F9IAB?B7<< 8?S 8B@4 
< BH<E4 

2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

5.3 %9F964S 4DI<F9>FGD4 2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

6. КBAFDB?ьAB9 F9EF<DB64A<9 
CB D4;89?G 

2 0 2 ПD><56GF>G=ая 
аFF5EFаFия 

$0745; 2. %>740=85 A5B8 A 
8A?>;P7>20=85< A5B52>3> 
>1>@C4>20=8S 

64 33 31  

7 %5B520S >?5@0F8>==0S 
A8AB5<0 

10 6 4  

 

7.1 $4;D45BF>4 @9I4A<;@B6, 
D45BF4 6 "% 

4 2 2 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

 

7.2 %FDG>FGD4 >B@4A8 < D9:<@O 
D45BFO "% 

4 2 2 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

 

7.3 �BDSK<9 >?46<L< < >?46<L< 
5OEFDB7B 6O;B64 

2 2 0 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

 

8. �07>20S =0AB@>9:0 
CAB@>9AB2 

4 2 2  

 

8.1 "7D4A<K9A<9 8BEFGC4 > 
>BAH<7GD4J<S@ GEFDB=EF6 

2 1 1 �9E984, D9L9A<9 
?45BD4FBDAB= 
D45BO 

8.2 !4EFDB=>4 A4K4?PAOI 
C4D4@9FDB6 >B@@GF4FBD4 

2 1 1 �9E984, D9L9A<9 
?45BD4FBDAB= 
D45BO 

9 %E5<0 04@5A>2 6 3 3  

9.1 

 

!4EFDB=>4 IP-48D9E4J<< 2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 
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9.2 %B;84A<9 CDBEFB= E9F< 2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

9.3 "EAB6O 59;BC4EABEF< CD< 
G84?ёAAB@ GCD46?9A<< 

2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

10 %5B52O5 ?@>B>:>;O 8 
:><<C=8:0F88 

6 3 3  

10.1 "EAB6O >B@@GA<>4J<= 2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

10.2 %9F96O9 CDBFB>B?O < 
EF4A84DFO 

2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

10.3 #9D984K4 84AAOI 6 E9F< 2 1 1 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

11 %5B52>9 4>ABC? 4 4 0  

11.1 #DBFB>B?O H<;<K9E>B7B 
GDB6AS 

2 2 0 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

11.2 #DBFB>B?O >4A4?PAB7B 
GDB6AS 

2 2 0 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

12 Ethernet 4 2 2 �9E984, 
?45BD4FBDA4S 
D45BF4 

12.1 �B@@GF4FBDO ?B>4?PAOI 
E9F9= 

2 0 2  

�9E984, 
?45BD4FBDA4S 
D45BF4 

12.2 #DBFB>B? D4;D9L9A<S 
48D9EB6 

2 2 0 �9E984, 
CD9;9AF4J<S 
D9L9A<S 

13 &@0=A?>@B=O9 C@>25=P 8 2 6  

13.1 #DBFB>B?O FD4AECBDFAB7B 
GDB6AS 

2 1 1 �9E984, 
?45BD4FBDA4S 
D45BF4 

13.2 TCP < UDP 2 1 1 �9E984, 
?45BD4FBDA4S 
D45BF4 

13.3 "5@9A 84AAO@< E 
<ECB?P;B64A<9@ TCP < UDP 4 0 4 

�9E984, 
?45BD4FBDA4S 
D45BF4 

14 '@>25=P ?@8;>65=89 
4 2 2 

 

 

14.1 #DBFB>B?O GDB6AS 
CD<?B:9A<= 

2 1 1 
�9E984, GEFAO= 

BCDBE 
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14.2 "5M9<;69EFAO9 CDBFB>B?O < 
E9D6<EO GDB6AS CD<?B:9A<= 

2 1 1 
�9E984, GEFAO= 

BCDBE 
15 %>740=85 =51>;PH>9 A5B8 

14 7 7 
 

15.1 'EFDB=EF64 6 D4@>4I 
A95B?PLB= E9F< 4 2 2 

�9E984, 
?45BD4FBDA4S 
D45BF4 

15.2 #D<?B:9A<9 < CDBFB>B?O 6 
A95B?PLB= E9F< 4 2 2 

�9E984, 
?45BD4FBDA4S 
D45BF4 

15.3  4ELF45<DB64A<9 8B 
D4;@9DB6 >DGCAB= E9F< 2 1 1 

�9E984, 
?45BD4FBDA4S 
D45BF4 

15.4 "59EC9K9A<9 E9F96B= 
59;BC4EABEF< 2 1 1 

�9E984, 
?45BD4FBDA4S 
D45BF4 

15.5 "EAB6AO9 D45BK<9 
I4D4>F9D<EF<>< E9F< 2 1 1 

�9E984, 
?45BD4FBDA4S 
D45BF4 

16 �>=B@>;P=>5 B5AB8@>20=85 
?> @0745;C 

4 2 2 
#DB@9:GFBKA4S 
4FF9EF4J<S 

17 $0745; 3. #@>5:B=0S 
45SB5;P=>ABP 

14 2 12 
 

17.1 #DB9>F «"59EC9K9A<9 
59;BC4EABEF< A4 >4A4?PAB@ 
GDB6A9» 

2 0 2 

 �4M<F4 
<A8<6<8G4?PAB7B/ 
7DGCCB6B7B CDB9>F4 

17.2 #DB9>F «!4EFDB=>4 
59ECDB6B8AOI E9F9= < 
«59ELB6AB=» E9F<» 

2 0 2 

�4M<F4 
<A8<6<8G4?PAB7B/ 
7DGCCB6B7B CDB9>F4 

17.3 #DB9>F «"59EC9K9A<9 
59;BC4EABEF< A4 E9F96B@ 
GDB6A9» 

2 0 2 

�4M<F4 
<A8<6<8G4?PAB7B/ 
7DGCCB6B7B CDB9>F4 

17.4 #DB9>F «!4EFDB=>4 E9F< A4 
BEAB69 BF>DOFB7B 
CDB7D4@@AB7B B59EC9K9A<S» 

 

2 

 

0 

 

2 

�4M<F4 
<A8<6<8G4?PAB7B/ 
7DGCCB6B7B CDB9>F4 

17.5 #DB9>F «!4EFDB=>4 E9D6<EB6 
< E?G:5 A4 BEAB69 ;4>DOFB7B 
CDB7D4@@AB7B B59EC9K9A<S» 

 

2 

 

0 

 

2 

�4M<F4 
<A8<6<8G4?PAB7B/ 
7DGCCB6B7B CDB9>F4 

17.6 #DB9>F «%B;84A<9 E<EF9@ 
46FB@4F<;4J<< CB 
D4;69DFO64A<R E9F<» 

 

4 

 

2 

 

2 

�4M<F4 
<A8<6<8G4?PAB7B/ 
7DGCCB6B7B CDB9>F4 

�FB7B: 
108 49 59 
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СB89D:4A<9 Gч95AB7B (F9@4F<ч9E>B7B) C?4A4 @B8G?ь «С<EF9@AB9 

48@<A<EFD<DB64A<9. �07>2O9 C@>25=P»  

2 3>4 >1CG5=8S 
$0745; 1. �2545=85 2 @0AH8@5==O9 :C@A «%8AB5<=>3> 

04<8=8AB@8@>20=8S» 
Т5<а 1. Вв>4=>5 7а=ят85 

&9>@8я: �AEFDG>F4: CB F9IA<>< 59;BC4EABEF<. %9F< 59; 7D4A<J, E9F< 3 

>4> CB@BMA<> 6 B5GK9A<<, B5M9A<<, D45BF9. %9F< D4;?<KAB7B D4;@9D4, 

>?<9AFO < E9D69D4, B5M<9 E6989A<S B E9FSI; CD<AJ<CO CBEFDB9A<S E9F9=. 

#D<@9A9A<9 ?B>4?PAOI E9F9=; >B@CBA9AFO 8?S 79A9D4J<< ?B>4?PAB= E9F<. 

П@4:B8:4: #B6FBD9A<9 <;GK9AAB7B @4F9D<4?4. �OCB?A9A<9 

?45BD4FBDAB= D45BFO. �IB8AB= >BAFDB?P. 

&9@4 2. %B6D9@9AAO9 E9F96O9 F9IAB?B7<< 

2.1.  %9F< 6 A4L9= :<;A<. 

&9>@8я: &9IAB?B7<< CDBL?B7B < A4EFBSM97B, EB6D9@9AAO9 F9A89AJ<< 6 

E9F96OI F9IAB?B7<SI. 

2.2.  �;GK9A<9 E9F96OI <AEFDG@9AFB6 8?S EB6@9EFAB= D45BFO. 

&9>@8я: �A4>B@EF6B E B5?4KAO@< F9IAB?B7<S@<, F9IAB?B7<< 

6<DFG4?<;4J<< < A4EFDB=>4 EB6@9EFAB= G84?ёAAB= D45BFO. 

П@4:B8:4: 89@BAEFD4J<S D45BFO A4 B5?4KAOI E9D6<E4I, D45BF4 E 

6<DFG4?<;4J<9= < GEF4AB6>4 CDB7D4@@ 8?S 8B@4LA9= D45BFO. 

&9@4 3. �B>4?PAO9 < 7?B54?PAO9 E9F< 

3.1.  �B@CBA9AFO E9F<. 

&9>@8я: "5;BD >B@CBA9AFB6 E9F<, B>BA9KAO9 GEFDB=EF64, 

CDB@9:GFBKAO9 E9F96O9 GEFDB=EF64, ED98EF64 E9F96B7B CB8>?RK9A<S, 

CD98EF46?9A<S E9F<, FBCB?B7<K9E><9 EI9@O, CD98EF46?9A<9 < HGA>J<< 

>B@CBA9AFB6 E9F<. 

П@4:B8:4: CBEFDB9A<9 EB5EF69AAB= FBCB?B7<< E9F<.  

3.2. %9F< LAN < WAN. 
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&9>@8я: &<CO E9F9=, ?B>4?PAO9 E9F<, 7?B54?PAO9 E9F<, E9F< �AF9DA9F, 

�AFD4A9F, Э>EFD4A9F. &9IAB?B7<= CB8>?RK9A<S > �AF9DA9FG. 

П@4:B8:4: �484A<9 A4 BCD989?9A<9 F<C4 E9F<. 

3.3.  &9IAB?B7<< 8BEFGC4 CB8>?RK9A<S > �AF9DA9FG. 

&9>@8я: �AF9DA9F-CB8>?RK9A<9 8B@4LA9= E9F<, A95B?PLB7B BH<E4. 

%CBEB5O CB8>?RK9A<S > E9F<. 

П@4:B8:4: !4EFDB=>4 DBGF9D4, CB8>?RK9A<9 GEFDB=EF6 > <AF9DA9FG < 

D4;5BD BEAB6AOI CDBFB>B?B6 CB8>?RK9A<S > E9F<. 

3.4. !4EFDB=>4 <AF9DA9F-CB8>?RK9A<S 8?S 8B@4 < A95B?PLB7B 

BH<E4. 

&9>@8я: $45BK<9 EF4A84DFO 8?S CB8>?RK9A<S 8B@4 < A95B?PLB7B BH<E4 

> E9F<. 

П@4:B8:4: �AF9DA9F-CB8>?RK9A<9 8?S 8B@4 < BH<E4 3 BF?<K<S 6 

A4EFDB=>9 < BEB59AABEF< >BAH<7GD4J<< GEFDB=EF6, 6 ;46<E<@BEF< BF GE?B6<= 

D4;69DFO64A<S. 

&9@4 4. %9FP >4> C?4FHBD@4 

4.1. �BA69D79AFAO9 E9F<. 

&9>@8я: &D48<J<BAAO9 B5BEB5?9AAO9 E9F<, >BA69D79AFA4S E9FP. 

П@4:B8:4: �;GK9A<9 E9D6<EB6 >BA69D79AFAOI E9F9=. 

4.2.  "F>4;BGEFB=K<6BEFP < A489:ABEFP E9F<. 

&9>@8я: %9F964S 4DI<F9>FGD4, BF>4;BGEFB=K<6BEFP, 

@4ELF45<DG9@BEFP, >4K9EF6B B5E?G:<64A<S, 59;BC4EABEFP. 

П@4:B8:4: !4EFDB=>4 BF>4;BGEFB=K<6BEF< 6 BH<E9 E 86G@S 

CDB64=89D4@<, D9;9D6<DB64A<9 >4A4?B6 E6S;<. 

4.3. 'CD4:A9A<9: %B;84A<9 A489:AB= E9F<. 

&9>@8я: %9F964S 4DI<F9>FGD4, BF>4;BGEFB=K<6BEFP, 

@4ELF45<DG9@BEFP, >4K9EF6B B5E?G:<64A<S, 59;BC4EABEFP 

П@4:B8:4: !4EFDB=>4 BF>4;BGEFB=K<6BEF< A4 L2 GDB6A9, L3 

GDB6A9. "F>4;BGEFB=K<6BEFP A4 GEFDB=EF64I D4;AOI 69A8BDB6. 
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&9@4 5. #BEFBSAAB @9ASRM4SES E9F964S ED984 

5.1. &9A89AJ<< D4;6<F<S E9F9=. 

&9>@8я: !B6O9 F9A89AJ<<, >BAJ9CJ<S BYOD, EB6@9EFA4S D45BF4 K9D9; 

�AF9DA9F, %9F96O9 F9IAB?B7<= 8?S 8B@4. 

П@4:B8:4: &9D@<AB?B7<S E9F96B= 59;BC4EABEF<. �;GK9A<9 64>4AE<= 6 

EH9D9 <AHBD@4J<BAAOI F9IAB?B7<= < E9F96OI F9IAB?B7<=. 

5.2. %9F96O9 F9IAB?B7<< 8?S 8B@4 < BH<E4. 

&9>@8я: &9IAB?B7<K9E><9 F9A89AJ<< 8?S E9F9= BH<EB6 < 8B@4, 

BD74A<;4J<S E9F< CB ?<A<< Q?9>FDBC<F4A<S. 

П@4:B8:4: �;GK9A<9 E9F< E6B97B 8B@4. 

5.3. %9F964S 4DI<F9>FGD4. 

&9>@8я: %9F964S 4DI<F9>FGD4. 

П@4:B8:4: 'CD4:A9A<9 A4 EB;84A<9 A489:AB= E9F<.  

&9@4 6. �BAFDB?PAB9 F9EF<DB64A<9 CB D4;89?G 

П@4:B8:4: #DB@9:GFBKA4S 4FF9EF4J<S. &9EF. �A4?<; D9;G?PF4FB6. 

$0745; 2. %>740=85 A5B8 A 8A?>;P7>20=85< A5B52>3> >1>@C4>20=8S  
&9@4 7. %9F964S BC9D4J<BAA4S E<EF9@4 

7.1.   $4;D45BF>4 @9I4A<;@B6, D45BF4 6 "%. 

&9>@8я: !4;A4K9A<9 "%, ECBEB5O 8BEFGC4, CDB7D4@@O Q@G?SJ<< 

F9D@<A4?4, A46<74J<S 6 BC9D4J<BAAB= E<EF9@9. 

П@4:B8:4: #B?GK9A<9 8BEFGC4 > GEFDB=EF64@. 

7.2. %FDG>FGD4 >B@4A8 < D9:<@O D45BFO "%. 

&9>@8я: �4;B64S EFDG>FGD4 >B@4A8, E<AF4>E<E < 6O;B6 >B@4A8 

П@4:B8:4: $45BF4 E >B@4A8B= EFDB>B=. 'CD46?9A<9 

CDBJ9EE4@< <; >B@4A8AB= EFDB><. 

7.3.  �BDSK<9 >?46<L< < >?46<L< 5OEFDB7B 6O;B64. 

&9>@8я: �BDSK<9 >?46<L< < >?46<L< 5OEFDB7B 6O;B64.  

&9@4 8. �4;B64S A4EFDB=>4 GEFDB=EF6 

8.1. "7D4A<K9A<9 8BEFGC4 > >BAH<7GD4J<S@ GEFDB=EF6. 
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&9>@8я: �4M<F4 8BEFGC4 GEFDB=EF6, A4EFDB=>4 C4DB?9=, L<HDB64A<9 

C4DB?9=, 54AA9DAO9 EBB5M9A<S, <AEFDG@9AF CDB69D>< E<AF4>E<E4. 

П@4:B8:4: !4EFDB=>4 AAA @B89?< A4 B5BDG8B64A<< >B@C4A<< Link. 

8.2. !4EFDB=>4 A4K4?PAOI C4D4@9FDB6 >B@@GF4FBD4. 

&9>@8я: %BID4A9A<9 H4=?4 F9>GM9= >BAH<7GD4J<<, <;@9A9A<9 F9>GM9= 

>BAH<7GD4J<<, ;4C<EP >BAH<7GD4J<< 6 F9>EFB6O= H4=?. 

П@4:B8:4: !4EFDB=>4 A4K4?PAOI C4D4@9FDB6 >B@@GF4FBD4. 

&9@4 9. %I9@4 48D9EB6 

9.1.   !4EFDB=>4 IP-48D9E4J<<. 

&9>@8я: #DBFB>B?O, 6;4<@B89=EF6<9 CDBFB>B?B6, E9F96O9 CDBFB>B?O. 

П@4:B8:4: !4EFDB=>4 IP-48D9E4 A4 >B@@GF4FBD9, DBGF9D9, >B@CPRF9D4I 

CB8 GCD46?9A<9@ "% Linux. 

9.2. %B;84A<9 CDBEFB= E9F<. 

&9>@8я: �AF9DH9=EO < CBDFO, A4EFDB=>4 IP-48D9EB6. 

П@4:B8:4: �AEFDG@9AFO CDB69D>< E<AF4>E<E4, A4EFDB=>4 6<DFG4?PAOI 

<AF9DH9=EB6 >B@@GF4FBD4, CDB69D>4 E<AF4>E<E4, CDB69D>4 48D9E4J<< 

<AF9DH9=E4. 

9.3. "EAB6O 59;BC4EABEF< CD< G84?ёAAB@ GCD46?9A<<. 

&9>@8я: #DBFB>B?O G84?ёAAB7B 8BEFGC4. �I A98BEF4F>< < 

ECBEB5O B59;BC4E<FP G84?9AAO= 8BEFGC. 

П@4:B8:4: !4EFDB=>4 AAA-@B89?<, D45BF4 E RADIUS < TACACS+. 

&9@4 10. %9F96O9 CDBFB>B?O < >B@@GA<>4J<< 

10.1. "EAB6O >B@@GA<>4J<=. 

&9>@8я: 'EF4AB6?9A<9 CD46<?, >B8<DB64A<9 EBB5M9A<9, <A>4CEG?SJ<S < 

89<A>4CEG?SJ<S, E<AIDBA<;4J<S EBB5M9A<= < 64D<4AFO 8BEF46>< EBB5M9A<S. 

П@4:B8:4: �A4?<; >48DB6 A4 L2 GDB6A9. #9D9I64F >48DB6 E CB@BMPR 

EFBDBAA97B #". 

10.2.    %9F96O9 CDBFB>B?O < EF4A84DFO. 
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&9>@8я: #D46<?4, D97?4@9AF<DGRM<9 ECBEB5O B5@9A4 84AAO@<, E9F96O9 

CDBFB>B?O, 6;4<@B89=EF6<9 CDBFB>B?B6. 

П@4:B8:4: %BCBEF46?9A<9 CDBFB>B?B6 A45BD4 TCP/IP. 

10.3.    #9D984K4 84AAOI 6 E9F<. 

&9>@8я: %97@9AF4J<S EBB5M9A<S, 98<A<J4 84AAOI CDBFB>B?4. 

П@4:B8:4: "CD989?9A<9 GDB6AS PDU. 

&9@4 11. %9F96B= 8BEFGC 

11.1.   #DBFB>B?O H<;<K9E>B7B GDB6AS. 

&9>@8я: (<;<K9E><= GDB69AP, ED98EF64 CB8>?RK9A<S H<;<K9E>B7B 

GDB6AS, EF4A84DFO H<;<K9E>B7B GDB6AS. 

11.2.  #DBFB>B?O >4A4?PAB7B GDB6AS. 

&9>@8я: �4A4?PAO= GDB69AP, CB8GDB6A< >4A4?PAB7B GDB6AS, GCD46?9A<9 

8BEFGCB@ > ED989, CD98BEF46?9A<9 8BEFGC4 > ED989, EF4A84DFO >4A4?PAB7B 

GDB6AS. 

&9@4 12. Etherne 

12.1. �B@@GF4FBDO ?B>4?PAOI E9F9=. 

П@4:B8:4: &45?<J4 MAC-48D9EB6, BEAB6A4S <AHBD@4J<S B 

>B@@GF4FBD4I, H<?PFD4J<S >48DB6, CB?GK9A<9 <AHBD@4J<< B MAC-48D9E4I, 

ECBEB5O C9D9EO?>< <AHBD@4J<< A4 >B@@GF4FBD9. 

12.2. #DBFB>B? D4;D9L9A<S 48D9EB6. 

&9>@8я: #DBFB>B? D4;D9L9A<S 48D9EB6 ARP, HGA>J<< ARP, ARP-;4CDBE, 

ARP-BF69F, F45?<JO ARP, CDB5?9@O ARP. 

&9@4 13. &D4AECBDFAO= GDB69AP 

13.1.   #DBFB>B?O FD4AECBDFAB7B GDB6AS. 

&9>@8я: $B?P FD4AECBDFAB7B GDB6AS, HGA>J<< FD4AECBDFAB7B GDB6AS, 

@G?PF<C?9>E<DB64A<9 E94AEB6 E6S;<, A489:ABEFP FD4AECBDFAB7B GDB6AS, TCP 

< UDP, %BBF69FEF6GRM<= CDBFB>B? FD4AECBDFAB7B GDB6AS 8?S 

EBBF69FEF6GRM97B CD<?B:9A<S. 

П@4:B8:4: %D46A9A<9 I4D4>F9D<EF<> TCP < UDP. 
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13.2.    TCP < UDP. 

&9>@8я: (GA>J<< CDBFB>B?4 TCP, ;47B?B6B> CDBFB>B?4 TCP, (GA>J<< 

CDBFB>B?4 UDP, ;47B?B6B> CDBFB>B?4 UDP, BF89?PAO9 E94AEO E6S;<, AB@9D4 

CBDFB6, C4DO EB>9FB6, 7DGCCO AB@9DB6 CBDFB6, B5@9A 84AAO@< CB CDBFB>B?G 

TCP, B5@9A 84AAO@< CB CDBFB>B?G UDP, CD<?B:9A<S, <ECB?P;GRM<9 TCP, 

CD<?B:9A<S, <ECB?P;GRM<9 UDP. 

П@4:B8:4: !45?R89A<9 ;4 CDBJ9EEB@ FD9IEFBDBAA97B >6<F<DB64A<S 

CDBFB>B?4 TCP E CB@BMPR CDB7D4@@O Wireshark. �;GK9A<9 ;4I64K9AAOI 

C4>9FB6 DNS < UDP E CB@BMPR CDB7D4@@O Wireshark 

13.3     "5@9A 84AAO@< E <ECB?P;B64A<9@ TCP < UDP. 

П@4:B8:4:  B89?<DB64A<9 B5@9A4 84AAO@< E <ECB?P;B64A<9@ TCP < 

UDP. 

&9@4 14. 'DB69AP CD<?B:9A<= 

14.1.  #DBFB>B?O GDB6AS CD<?B:9A<=. 

&9>@8я: 'DB69AP CD98EF46?9A<S < E94AEB6O=, CDBFB>B?O GDB6AS 

CD<?B:9A<=, @B89?P «>?<9AF-E9D69D», B5M9<;69EFAO9 CDBFB>B?O < E9D6<EO 

GDB6AS CD<?B:9A<=. #DBFB>B?O 695-FD4H<>4 < Q?9>FDBAAB= CBKFO, E9D6<EO 

IP- 48D9E4J<<, E9D6<EO EB6@9EFAB7B 8BEFGC4 > H4=?4@. 

П@4:B8:4: !4EFDB=>4 E9D69D4 FTP, IIS WebServer, Apache2. 

14.2    "5M9<;69EFAO9 CDBFB>B?O < E9D6<EO GDB6AS CD<?B:9A<=. 

&9>@8я: #DBFB>B?O HTTPS < HTTP. #D<AJ<C D45BFO SMTP, POP, IMAP. 

П@4:B8:4: �AF9DA9F < Q?9>FDBAA4S CBKF4. 

&9@4 15. %B;84A<9 A95B?PLB= E9F< 

15.1. 'EFDB=EF64 6 D4@>4I A95B?PLB= E9F<. 

&9>@8я: &BCB?B7<< E9F9= A95B?PLB7B D4;@9D4. �O5BD GEFDB=EF6 8?S 

A95B?PLB= E9F<. IP-48D9E4J<S 6 D4@>4I A95B?PLB= E9F<. $9;9D6<DB64A<9 6 

A95B?PLB= E9F<. 

П@4:B8:4: %B;84A<9 FBCB?B7<< E6B9= 5G8GM9= E9F<. 

15.2.  #D<?B:9A<9 < CDBFB>B?O 6 A95B?PLB= E9F<. 
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&9>@8я: $4ECDBEFD4A9AAO9 CD<?B:9A<S < CDBFB>B?O. #D<?B:9A<S 8?S 

C9D984K< 7B?BE4 < 6<89B. 

П@4:B8:4: !4EFDB=>4 DHCP-E9D69D4, A4EFDB=>4 DNS-E9D69D4 A4 D4;AOI 

Windows < Linux. 

15.3.   4ELF45<DB64A<9 8B D4;@9DB6 >DGCAB= E9F<. 

&9>@8я: $4EL<D9A<9 A95B?PLB= E9F<, 4A4?<; CDBFB>B?B6, <ECB?P;B64A<9 

E9F< EBFDG8A<>4@<. 

П@4:B8:4: $4;D45BF>4 C?4AB6 8?S 5G8GM97B @4ELF45<DB64A<S E9F<. 

15.4.  "59EC9K9A<9 E9F96B= 59;BC4EABEF<. 

&9>@8я: '7DB;O 59;BC4EABEF< < GS;6<@BEF<. %9F96O9 4F4><. 

#D98BF6D4M9A<9 E9F96OI 4F4>. 

П@4:B8:4: �;GK9A<9 G7DB; 59;BC4EABEF< E9F<. '7DB;O 59;BC4EABEF< < 

GS;6<@BEF<. 

15.5.   "EAB6AO9 D45BK<9 I4D4>F9D<EF<>< E9F<. 

&9>@8я: �ECB?P;B64A<9 >B@4A8O ping. �B@4A8O traceroute 

show. �B@4A84 arp. 

П@4:B8:4: �AF9DCD9F4J<S 6O6B84 >B@4A8O ping, traceroute, show, arp. 

&9@4 16. �BAFDB?PAB9 F9EF<DB64A<9 CB D4;89?G 

П@4:B8:4: #DB@9:GFBKA4S 4FF9EF4J<S. &9EF. �A4?<; D9;G?PF4FB6. 

 $4;89? 3.   #DB9>FA4S 89SF9?PABEFP 

&9@4 17. #DB9>FA4S 89SF9?PABEFP 

17.1. #DB9>F «"59EC9K9A<9 59;BC4EABEF< A4 >4A4?PAB@ GDB6A9». 

П@4:B8:4: #BASF<S B >B@@GF4FBD4I < >4A4?PAB@ GDB6A9. 'S;6<@BEF< 

>4A4?PAB7B GDB6AS, CDBFB>B?O STP, ;4M<F4 BF DDOS-4F4> A4 >B@@GF4FBDO, 

DHCP- snooping. 

17.2.  #DB9>F «!4EFDB=>4 59ECDB6B8AOI E9F9= < «59ELB6AB=» E9F<». 

П@4:B8:4: %D46A9A<9 < 6O5BD EF4A84DFB6 802.11. !4EFDB=>4 

59ECDB6B8AB= E9F< A4 K4EFBF9 2.4 < 5 ��J. �9;BC4EABEFP 59ECDB6B8AB= E9F<. 

&9BD<S MESH-E9F9=. 
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17.3.    #DB9>F «"59EC9K9A<9 59;BC4EABEF< A4 E9F96B@ GDB6A9». 

П@4:B8:4: "EB59AABEF< D94?<;4J<< ED98EF6 IPSec, #DBFB>B? 

GCD46?9A<S >D<CFB>?RK4@< IKE, �4M<F4 C9D984649@OI 84AAOI E CB@BMPR 

CDBFB>B?B6 �! < ESP, �DI<F9>FGD4 ED98EF6 59;BC4EABEF< IPSec. 

17.4.   #DB9>F «!4EFDB=>4 E9F< A4 BEAB69 BF>DOFB7B CDB7D4@@AB7B 

B59EC9K9A<S». 

П@4:B8:4: #B<E> BF>DOFB7B CDB7D4@@AB7B B59EC9K9A<S 8?S A4EFDB=>< 

E9F9=. !4EFDB=>4 E9F< BH<E4, CB?P;GSEP FB?P>B "% Linux. #D9<@GM9EF64 < 

A98BEF4F>< >BAH<7GD<DB64A<S E9F<, <ECB?P;GS >B@CPRF9DO, 6 >4K9EF69 

E9F96B7B B5BDG8B64A<S CB8 GCD46?9A<9@ "% Linux. 

17.5.   #DB9>F «!4EFDB=>4 E9D6<EB6 < E?G:5 A4 BEAB69 ;4>DOFB7B 

CDB7D4@@AB7B B59EC9K9A<S». 

П@4:B8:4: #B<E> ;4>DOFB7B CDB7D4@@AB7B B59EC9K9A<S 8?S A4EFDB=>< 

E9F9=. !4EFDB=>4 E9F< BH<E4, CB?P;GSEP FB?P>B "% Linux. #D9<@GM9EF64 < 

A98BEF4F>< >BAH<7GD<DB64A<S E9F<, <ECB?P;GS >B@CPRF9DO, 6 >4K9EF69 

E9F96B7B B5BDG8B64A<S CB8 GCD46?9A<9@ "% Linux. 

17.6.   #DB9>F «%B;84A<9 E<EF9@ 46FB@4F<;4J<< CB D4;69DFO64A<R 

E9F<». 

П@4:B8:4: $45BF4 E E<EF9@4@< 46FB@4F<;4J<<, BD>9EFD<DB64A<S E9F9= 3 

Ansible, Docker, Python < CB8>?RK49@O= @B8G?P netmiko. 
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4. #;0=8@C5<O5 @57C;PB0BO.      

#D98@9FAO9 D9;G?PF4FO: 

● EHBD@<DB64A GEFB=K<6O= <AF9D9E > <AHBD@4J<BAAO@ F9IAB?B7<S@; 

● ;A4A<9 4CC4D4FAB7B B59EC9K9A<S #� < BC9D4J<BAAOI E<EF9@, 

>?4EE<H<>4J<< >B@CPRF9DAOI E9F9=; 

● G@9A<9 <E>4FP < GEFD4ASFP A9CB?48>< 6 E9F<, HBD@G?<DB64FP CDB5?9@G 

< CD<A<@4FP B5BEAB64AAO9 D9L9A<S CB GEFD4A9A<R QFB= CDB5?9@O. 

�<KABEFAO9 D9;G?PF4FO: 

● CDBS6?9A<9 4>>GD4FABEF< CD< D45BF9 E >B@CPRF9DAO@ 

B5BDG8B64A<9@; 

● CDBS6?9A<9 QF<>< 7DGCCB6B= D45BFO, BFABL9A<S 89?B6B7B 

EBFDG8A<K9EF64, 6;4<@BG64:9A<S; 

● CDBS6?9A<9 GCBDEF64 6 8BEF<:9A<< D9;G?PF4F4. 

 9F4CD98@9FAO9 D9;G?PF4FO: 

● G@9A<9 <E>4FP, <;6?9>4FP < BF5<D4FP AG:AGR <AHBD@4J<R <; 

BF>DOFOI <EFBKA<>B6; 

● CDBS6?9A<9 <AF9D9E4 > <EE?98B64F9?PE>B= < CDB9>FAB= 89SF9?PABEF<; 

● G@9A<9 <;?474FP @OE?< 6 KёF>B= ?B7<K9E>B= CBE?98B64F9?PABEF<, 

BFEF4<64FP E6BR FBK>G ;D9A<S, E4@BEFBSF9?PAB A4IB8<FP BF69FO A4 6BCDBEO 

CGFё@ ?B7<K9E><I D4EEG:89A<=. 

4.1.     #;0=8@C5<O5 @57C;PB0BO <>4C;S «%8AB5<=>5 
04<8=8AB@8@>20=85. %B0@B>2O9 C@>25=P» 

#D98@9FAO9 D9;G?PF4FO: 

 CBA<@4A<9 BEAB6AOI 4DI<F9>FGDAOI, 4CC4D4FAOI < CDB7D4@@AOI 

ED98EF6 EB6D9@9AAOI >B@CPRF9DB6; 

 G@9A<9 D45BF4FP E B5BDG8B64A<9@, CB8>?RK4FP >B@CPRF9DO > E9F<, 

A4EFD4<64FP < BCF<@<;<DB64FP E9F<, 8<47ABEF<DB64FP A9CB?48>< < 

6BEEF4A46?<64FP E<EF9@O; 

 G@9A<9 D45BF4FP E E9FS@< < A4EFD4<64FP <I; 
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 A46O>< C9D6BA4K4?PAB7B CDB7D4@@<DB64A<S < D4;D45BF>< E>D<CFB6; 

 ;A4A<S 6B;@B:AB7B >4DP9DAB7B D4;6<F<S < D94?<;4J<< E<EF9@AOI 

48@<A<EFD4FBDB6. 

�<KABEFAO9 D9;G?PF4FO:   

 CDBS6?9A<9 GCBDEF64 6 8BEF<:9A<< D9;G?PF4F4; 

 CDBS6?9A<9 G@9A<S D45BF4FP 6 7DGCC9, D4;6<FO9 BFABL9A<S 

89?B6B7B EBFDG8A<K9EF64, 6;4<@BG64:9A<S; 

 G@9A<9 C?4A<DB64FP D45BFG < CD986<89FP D9;G?PF4F < 8BEF<74FP 97B. 

 9F4CD98@9FAO9 D9;G?PF4FO: 

 G@9A<9 BD<9AF<DB64FPES 6 <AHBD@4J<BAAOI CBFB>4I < D45BF4FP E 

D4;AO@< <EFBKA<>4@< <AHBD@4J<<; 

 A46O>< CDB9>FAB= 89SF9?PABEF<; 

 CDBS6?9A<9 4>>GD4FABEF< CD< D45BF9 E >B@CPRF9DAO@ B5BDG8B64A<9@. 

4.2. #;0=8@C5<O5 @57C;PB0BO <>4C;S «%8AB5<=>5 
04<8=8AB@8@>20=85. �07>2O9 C@>25=P»  

#D98@9FAO9 D9;G?PF4FO: 

 CD98EF46?9A<9 B DB?< E<EF9@AB7B 48@<A<EFD<DB64A<S 6 EB6D9@9AAB@ 

B5M9EF69; 

 A46O>< G84?9AAB7B 48@<A<EFD<DB64A<S; 

 A46O>< CB 48@<A<EFD<DB64A<R E9F9= A95B?PL<I >B@C4A<=; 

 6?489A<9 @9FB8<>B= >BAH<7GD<DB64A<S 4>F<6AB7B E9F96B7B 

B5BDG8B64A<S; 

 6?489A<9 @9FB8<>B= >BAH<7GD<DB64A<S BEAB6AOI E9F96OI E9D6<EB6; 

 G@9A<9 D9L4FP 54;B6O9 ;484K< GCD46?9A<S E<EF9@B= < E9FPR. 

�<KABEFAO9 D9;G?PF4FO: 

 CDBS6?9A<9 BF69FEF69AAB7B BFABL9A<S > GK9A<R, 7BFB6ABEF< < 

ECBEB5ABEF< B5GK4RM<IES > E4@BD4;6<F<R, E4@BB5D4;B64A<R;  

 CDBS6?9A<9 >B@@GA<>4F<6AB= >B@C9F9AFABEF< 6 B5M9A<< < 

EBFDG8A<K9EF69 EB E69DEFA<>4@< 6 CDBJ9EE9 B5D4;B64F9?PAB=, GK95AB- 
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<EE?98B64F9?PE>B= < CDB9>FAB= 89SF9?PABEF<; GK4EF<S 6 EBJ<4?PAB ;A4K<@OI 

CDB9>F4I, CB6OL9A<9 GDB6AS E4@BBJ9A>< 5?47B84DS D94?<;B64AAO@ CDB9>F4@; 

 CDBS6?9A<9 J9?BEFAB7B @<DB6B;;D9A<S, EBBF69FEF6GRM97B 

EB6D9@9AAB@G GDB6AR D4;6<F<S <AHBD@4J<BAAOI F9IAB?B7<=; 

 4>>GD4FAB9 BFABL9A<9 > @4F9D<4?PAB-F9IA<K9E><@ J9AABEFS@. 

 9F4CD98@9FAO9 D9;G?PF4FO: 

 G@9A<9 BD<9AF<DB64FPES 6 E6B9= E<EF9@9 ;A4A<=: BF?<K4FP AB6B9 

;A4A<9 BF <;69EFAB7B; 

 G@9A<9 C9D9D454FO64FP CB?GK9AAGR <AHBD@4J<R: 89?4FP 6O6B8O 6 

D9;G?PF4F9 EB6@9EFAB= D45BFO 7DGCCO, ED46A<64FP < 7DGCC<DB64FP CD98@9FO 

< <I B5D4;O; 

 G@9A<9 <;?474FP @OE?< 6 KёF>B= ?B7<K9E>B= CBE?98B64F9?PABEF<, 

BFEF4<64FP E6BR FBK>G ;D9A<S, 4A4?<;<DB64FP E<FG4J<R < E4@BEFBSF9?PAB 

A4IB8<FP BF69FO A4 6BCDBEO CGFё@ ?B7<K9E><I D4EEG:89A<=; 

 CDBS6?9A<9 GCBDEF64 6 8BEF<:9A<< D9;G?PF4F4; 

 G@9A<9 D45BF4FP A48 CDB9>FB@ 6 >B@4A89, 7DGCC9 <?< >B??9>F<69, 

QHH9>F<6AB D4ECD989?SFP B5S;4AABEF<; CD986<89FP D9;G?PF4F < 8BEF<74FP 97B. 

 

 

 

 

 

 

 

 



36 

 

II. �><?;5:A >@30=870F8>==>-?5403>38G5A:8E CA;>289 @50;870F88 

>1I5@072820RI59 ?@>3@0<<O 

1. �0;5=40@=O9 CG51=O9 3@0D8: =0 2024-2025 CG51=O9 3>4 

№ 
?/? 

"A=>2=O5 E0@0:B5@8AB8:8 

>1@07>20B5;P=>3> ?@>F5AA0 

 

1. �B?<K9EF6B GK95AOI A989?P 36 

2. �B?<K9EF6B K4EB6 6 A989?R 3 

3. �B?<K9EF6B K4EB6 6 7B8 108 

4. !989?P 6 I CB?G7B8<< 16 

5. !989?P 6B II CB?G7B8<< 20 

6. !4K4?B ;4ASF<= 09 E9AFS5DS 

7. �OIB8AO9 8A< 31 89>45DS 3 08 SA64DS 

8. ">BAK4A<9 GK95AB7B 7B84 31 @4S 

 

 

 

 

 

 

 

 

 



37 

 

2. 'A;>28S @50;870F88 ?@>3@0<<O 

 4F9D<4?PAB- F9IA<K9E>B9 B59EC9K9A<9: 

&D95B64A<S > CB@9M9A<R: 

− CB@9M9A<9 8?S ;4ASF<=, BF69K4RM<9 FD95B64A<S@ %# 2.4.3648320 8?S 

GKD9:89A<= 8BCB?A<F9?PAB7B B5D4;B64A<S; 

− >4K9EF69AAB9 BE69M9A<9; 

− EFB?O, EFG?PS CB >B?<K9EF6G B5GK4RM<IES < 1 D45BK<@ @9EFB@ 8?S 

C9847B74. 

"5BDG8B64A<9: 

«IT ->G5 7. �D4@<?P»: 

 E<EF9@AO= 5?B> iRU Home 310H5GM; 

 @4A<CG?SFBD F<C4 «@OLP»; 

 >?46<4FGD4; 

 @BA<FBD ICL ViewRay 2711IQH; 

 B5:<@AB= <AEFDG@9AF; 

 A45BD BF69DFB>; 

 ABGF5G> ICL RAYbook Si1512; 

 <AF9D4>F<6AO= >B@C?9>E E 6OK<E?<F9?PAO@ 5?B>B@ < @B5<?PAO@ 

>D9C?9A<9@ Nextpanel 75; 

 8BE>4 @47A<FAB-@4D>9DA4S A4EF9AA4S, 

 H?<CK4DF @47A<FAB-@4D>9DAO= A4 FD9AB79. 

 C4S?PA4S EF4AJ<S ELEMENT 878 E A45BDB@ 8?S C4=>< 700�F,        

�9D4@<K9E><= A47D964F9?P; 

 8O@BG?B6<F9?P EB LF4F<6B@ < C9D9IB8A<>B@ CB8 DG>46  ���"! 

02813. 

«IT — >G5» 

 C4FK C4A9?P E @4DLDGF<;4FBD4@<, >459?S@< 

 >459?PAO= F9EF9D Nikomax; 

 >459?P UTP 5 >4F97BD<< 305m; 
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 >459?PAO= F9EF9D Fluke; 

 >?46<4FGD4 ">?<>; 

 @BA<FBD Philips; 

 @BA<FBD Samsung 23.5"; 

 A45BD <AEFDG@9AFB6 8?S @BAF4:4 %�% 6 EG@>9; 

 A45BD <AEFDG@9AFB6 Cablexpert TK-Network, 31 CD98@9F; 

 A45BD BF69DFB> FORCE, 12 CD98@9FB6; 

 A45BD BF69DFB> Kingtony, 24 CD98@9F4; 

 AB: 8?S 6<FB= C4DO; 

 B5:<@AB= <AEFDG@9AF; 

 B5:<@AB= <AEFDG@9AF Nikomax; 

 BF69DF><; 

 E<EF9@AO9 5?B>< 8?S E5BD></D4;5BD><; 

 @4F. C?4FO < CDBK<9 >B@CBA9AFO 8?S E5BD>< D4;5BD><; 

 F9?96<;BD Samsung 65"; 

 F9D@BC4EF4; 

 GEFDB=EF6B 8?S ;4K<EF>< 6<FB= C4DO; 

 ABGF5G> lenovo ThinkPad L590; 

 @OLP; 

 >B@CPRF9D Be Techno Simple 8?S E5BD><. 

«IT — >G5 7. �9DIASS #OL@4» 

 >B@CPRF9DO < ABGF5G>< A4 >4:8B7B B5GK4RM97BES < 

CD9CB8464F9?S; 

 4>GEF<K9E>4S E<EF9@4; 

 >459?< < B5:<@AB= <AEFDG@9AF, >BAA9>FBDO;  

 C4FK-C4A9?P; 

 <AF9DH9=EAO= HWIC @B8G?P; 

 L>4H @BAF4:AO= A4CB?PAO=; 
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 @B8G?P SFP+ FD4AE<69D MikroTik S+2332LC10D; 

 kvm >BAEB?P; 

 @BAB5?BKAB9 <AF9D4>F<6AB9 GEFDB=EF6B; 

 A4CB?PA4S @B5<?PA4S EFB=>4 8?S <AF9D4>F<6AOI 8BEB> <?< 

GA<69DE4?PAB9 A4EF9AAB9 >D9C?9A<9; 

 8BE>4 @47A<FB-@4D>9DA4S A4EF9AA4S; 

 H?<CK4DF. 

«IT — >G5 %B?A9KAO=» 

 >B@CPRF9DO < ABGF5G>< A4 >4:8B7B B5GK4RM97BES < 

CD9CB8464F9?S; 

 4>GEF<K9E>4S E<EF9@4; 

 DBGF9D; 

 >B@@GF4FBDO (A4 24 < 48 CBDFB6); 

 @4DLDGF<;4FBD E <AF97D<DB64AAO@< E9D6<E4@< Cisco ISR 4321; 

 >459?< < B5:<@AB= <AEFDG@9AF, >BAA9>FBDO; 

 C4FK-C4A9?P; 

 <AF9DH9=EAO= HWIC @B8G?P;  

 @9:E9F96B= Q>D4A Cisco Firepower 1010 ASA Appliance, Desktop; 

 L>4H @BAF4:AO= A4CB?PAO=; 

 @B8G?P SFP+ FD4AE<69D MikroTik S+2332LC10D; 

 kvm >BAEB?P; 

 @BAB5?BKAB9 <AF9D4>F<6AB9 GEFDB=EF6B; 

 A4CB?PA4S @B5<?PA4S EFB=>4 8?S <AF9D4>F<6AOI 8BEB> <?< 

GA<69DE4?PAB9 A4EF9AAB9 >D9C?9A<9; 

 H?<CK4DF. 

�AHBD@4J<BAAB9 B59EC9K9A<9 (A4 6O5BD C9847B74): 

 BC9D4J<BAA4S E<EF9@4 Linux; 

 CDB7D4@@AB9 B59EC9K9A<9 LibreOffice,  B="H<E; 
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 CDB7D4@@AB9 B59EC9K9A<9 8?S E9F96B7B 48@<A<EFD<DB64A<S: 

Virtual Box, �?B>ABF, Yandex 8B>G@9AFO. 

�48DB6B9 B59EC9K9A<9: 

$94?<;B6O64FP CDB7D4@@G @B7GF C9847B7< 8BCB?A<F9?PAB7B 

B5D4;B64A<S, B5?484RM<9 8BEF4FBKAO@< ;A4A<S@< 6 B5?4EF< C9847B7<><, 

CE<IB?B7<< < @9FB8B?B7<<, ;A4RM<9 BEB59AABEF< F9IAB?B7<< B5GK9A<S CB 

A4CD46?9A<R «%<EF9@AB9 48@<A<EFD<DB64A<9». 
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3. (>@<O 0BB5AB0F88 8 >F5=>G=O5 <0B5@80;O 

%<EF9@4 >BAFDB?S ;A4A<= < G@9A<= B5GK4RM<IES CD98EF46?S9FES 6 6<89 

GKёF4 D9;G?PF4FB6 CB <FB74@ 6OCB?A9A<S CD4>F<K9E><I ;484A<= < CBED98EF6B@ 

A45?R89A<S, BFE?9:<64A<S 8<A4@<>< D4;6<F<S B5GK4RM97BES. 

%<EF9@4 BFE?9:<64A<S D9;G?PF4FB6 B5GK4RM<IES 6OEFDB9A4 

E?98GRM<@ B5D4;B@ 

− BCD989?9A<9 A4K4?PAB7B GDB6AS ;A4A<=, G@9A<= < A46O>B6; 

− CDB@9:GFBKAO= >BAFDB?P; 

− <FB7B6O= >BAFDB?P. 

3.1. �>=B@>;P @57C;PB0B82=>AB8 >1CG5=8S. 
 >4C;P 1 «%8AB5<=>5 04<8=8AB@8@>20=85. %B0@B>2O9 C@>25=P»  

(1-O9 7>8 >5Cч9=8я) 

"J9A<64S ?<KABEFAO9 < @9F4CD98@9FAO9 D9;G?PF4FO, C9847B7 CDB6B8<F 

A45?R89A<9 ;4 B5GK4RM<@<ES, BFE?9:<64A<9 8<A4@<>< <;@9A9A<S <I 

F6BDK9E><I, >B@@GA<>4F<6AOI < <AOI ECBEB5ABEF9= B5GK4RM<IES 

(#D<?B:9A<S 1, 2). 

� A4K4?9 GK95AB7B 7B84, A4 6FBDB@ ;4ASF<<, CDB6B8<FES 6IB8A4S 

8<47ABEF<>4 BCD989?9A<S GDB6AS G@9A<=, A46O>B6, D4;6<F<S 89F9= < <I 

F6BDK9E><I ECBEB5ABEF9=   EB7?4EAB CD98?B:9AAB= HBD@9 (#D<?B:9A<9 3, 

6IB8AB= >BAFDB?P).  4>E<@4?PAB9 >B?<K9EF6B 54??B6 4 20 54??B6. 

#DB@9:GFBKA4S 4FF9EF4J<S CDB6B8<FES 6 HBD@9 GK9F4 D9;G?PF4FB6 CB 

<FB74@ 6OCB?A9A<S CDB@9:GFBKAB7B F9EF<DB64A<S. (#D<?B:9A<9 4). 

 4>E<@4?PAB9 >B?<K9EF6B 54??B6, >BFBDB9 @B:AB CB?GK<FP CB D9;G?PF4F4@ 

CDB@9:GFBKAB7B F9EF<DB64A<S 4 50 54??B6. 

#D<@9D <FB7B6B7B F9EF<DB64A<S CD<6989A 6 CD<?B:9A<< 5. 

 4>E<@4?PAB9 >B?<K9EF6B 54??B6, >BFBDB9 @B:AB CB?GK<FP CB 

D9;G?PF4F4@ <FB7B6B7B F9EF<DB64A<S 4 50 54??B6. 
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�FB7B6O= >BAFDB?P B5GK4RM<IES D94?<;G9FES CBED98EF6B@ BJ9A>< 

<FB7B6OI CDB9>FB6. (#D<?B:9A<9 10).  4>E<@4?PAB9 >B?<K9EF6B 54??B6 ;4 

6OCB?A9A<9 <FB7B6B7B CDB9>F4 4 50 54??B6. 

%G@@4 54??B6 <FB7B6B7B F9EF<DB64A<S < ;4M<FO <FB7B6B7B CDB9>F4 

C9D96B8<FES 6 B8<A <; GDB6A9= BE6B9A<S B5D4;B64F9?PAB= CDB7D4@@O EB7?4EAB 

F45?<J9 3. 

'@>25=P >A2>5=8S ?@>3@0<<O ?> >:>=G0=88 >1CG5=8S 

&45?<J4 3 
 

�0;;O, =01@0==O5 >1CG0RI8<AS '@>25=P >A2>5=8S 

0339 54??B6 !<;><= 

40379 54??B6 %D98A<= 

803100 54??B6 �OEB><= 

                       

 (BD@O CDB6989A<S <FB7B6 CB >4:8B= F9@9 < >4:8B@G D4;89?G 

B5M9D4;6<64RM9= CDB7D4@@O EBBF69FEF6GRF J9?S@ < ;484K4@ �""#. 

3.2. �>=B@>;P @57C;PB0B82=>AB8 >1CG5=8S. 
 >4C;P 2 «%8AB5<=>5 04<8=8AB@8@>20=85. �07>2O9 C@>25=P» 

(2-B= 7B8 B5GK9A<S) 

"J9A<64S ?<KABEFAO9 < @9F4CD98@9FAO9 D9;G?PF4FO, C9847B7 CDB6B8<F 

A45?R89A<9 ;4 B5GK4RM<@<ES, BFE?9:<64A<9 8<A4@<>< <;@9A9A<S <I 

F6BDK9E><I, >B@@GA<>4F<6AOI < <AOI ECBEB5ABEF9= B5GK4RM<IES 

(#D<?B:9A<S 6,7). 

%<EF9@4 >BAFDB?S ;A4A<= < G@9A<= B5GK4RM<IES CD98EF46?S9FES 6 6<89 

GK9F4 <A8<6<8G4?PAB7B D9;G?PF4F4 CB >4:8B@G >BAFDB?PAB@G @9DBCD<SF<R < 

CB86989A<S 6 <FB79 EG@@4DAB7B 54??4 8?S >4:8B7B B5GK4RM97BES.  

#D< ;4K<E?9A<< AB6OI GK9A<>B6 A4 6FBDB= 7B8 B5D4;B64F9?PAB= 

CDB7D4@@O, CDB6B8<FES 6IB8AB9 F9EF<DB64A<9 (#D<?B:9A<9 11). �4AAB9 

F9EF<DB64A<9 E?G:<F CB>4;4F9?9@ GDB6AS ;A4A<= B5GK4RM<IES CB 84AAB@G 

A4CD46?9A<R. 
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&9>GM<= >BAFDB?P BEGM9EF6?S9FES D97G?SDAB 6 F9K9A<9 GK95AB7B 7B84. 

�BAFDB?P F9BD9F<K9E><I ;A4A<= BEGM9EF6?S9FES E CB@BMPR C9847B7<K9E>B7B 

A45?R89A<S, F9EFB6, BCDBEB6. � CD4>F<K9E>B= 89SF9?PABEF< D9;G?PF4F<6ABEFP 

BJ9A<649FES >4K9EF6B@ 6OCB?A9A<S D45BF GK4M<IES, 789 4A4?<;<DGRFES 

CB?B:<F9?PAO9 < BFD<J4F9?PAO9 EFBDBAO D45BF, >BDD9>F<DGRFES A98BEF4F><. 

#DB@9:GFBKA4S 4FF9EF4J<S CDB6B8<FES 6 HBD@9 GK9F4 D9;G?PF4FB6 CB <FB74@ 

6OCB?A9A<S CDB@9:GFBKAB7B F9EF<DB64A<S. (#D<?B:9A<9 8).  4>E<@4?PAB9 

>B?<K9EF6B 54??B6, >BFBDB9 @B:AB CB?GK<FP CB D9;G?PF4F4@ CDB@9:GFBKAB7B 

F9EF<DB64A<S 4 50 54??B6.                                                   

#D<@9D <FB7B6B7B F9EF<DB64A<S CD<6989A 6 CD<?B:9A<< 9. 

 4>E<@4?PAB9 >B?<K9EF6B 54??B6, >BFBDB9 @B:AB CB?GK<FP CB 

D9;G?PF4F4@ CDB@9:GFBKAB7B F9EF<DB64A<S 4 50 54??B6.        

�FB7B6O= >BAFDB?P B5GK4RM<IES D94?<;G9FES CBED98EF6B@ BJ9A>< 

<FB7B6OI CDB9>FB6. �?S BJ9A>< CDB9>F4 K?9A4@ >B@<EE<< D9>B@9A8G9FES 

<ECB?P;B64FP 5?4A> BJ9A>< CDB9>FB6 (#D<?B:9A<9 10).  4>E<@4?PAB9 

>B?<K9EF6B 54??B6, >BFBDB9 6B;@B:AB CB?GK<FP CB D9;G?PF4F4@ <FB7B6B7B 

CDB9>F4 3 50 54??B6. 

%G@@4 54??B6 D9;G?PF4FB6 <FB7B6B7B F9EF<DB64A<S < ;4M<FO <FB7B6B7B 

CDB9>F4 C9D96B8<FES 6 B8<A <; GDB6A9= BE6B9A<S B5D4;B64F9?PAB= CDB7D4@@O 

EB7?4EAB F45?<J9 4. 
&45?<J4 4 

 

�0;;O, =01@0==O5 >1CG0RI8<AS '@>25=P >A2>5=8S 

0339 54??B6 !<;><= 

40379 54??B6 %D98A<= 

803100 54??B6 �OEB><= 

 

(BD@O CDB6989A<S <FB7B6 CB >4:8B= F9@9 < >4:8B@G D4;89?G 

B5M9D4;6<64RM9= CDB7D4@@O EBBF69FEF6GRF J9?S@ < ;484K4@ �""#. 



44 

 

4.    5B>48G5A:85 <0B5@80;O 

"5D4;B64F9?PAO= CDBJ9EE BEGM9EF6?S9FES 6 BKAB= HBD@9. 

� B5D4;B64F9?PAB@ CDBJ9EE9 <ECB?P;GRFES E?98GRM<9 @9FB8O: 

1. B5NSEA<F9?PAB-<??REFD4F<6AO=; 

2. @9FB8 CDB9>FB6; 

3. A47?S8AO=: 

−   <ECB?P;B64A<9 F9IA<K9E><I ED98EF6; 

−   CDBE@BFD B5GK4RM<I 6<89BDB?<>B6. 

4. CD4>F<K9E><9 ;484A<S. 

�O5BD @9FB8B6 B5GK9A<S BEGM9EF6?S9FES <EIB8S <; 4A4?<;4 GDB6AS 

7BFB6ABEF< B5GK4RM<IES > BE6B9A<R EB89D:4A<S @B8G?S, EF9C9A< E?B:ABEF< 

@4F9D<4?4, F<C4 GK95AB7B ;4ASF<S. !4 6O5BD @9FB8B6 B5GK9A<S ;A4K<F9?PAB 

6?<S9F C9DEBA4?PAO= EBEF46 7DGCCO, <A8<6<8G4?PAO9 BEB59AABEF<, 

6B;@B:ABEF< < ;4CDBEO 89F9=. 

 9FB8O 6BEC<F4A<S: @BF<64J<S, G59:89A<9, CBBMD9A<9, GCD4:A9A<9, 

EF<@G?<DB64A<9, EB;84A<9 E<FG4J<< GEC9I4 < 8D. 

"5D4;B64F9?PAO= CDBJ9EE EFDB<FES A4 E?98GRM<I CD<AJ<C4I: 

#D<AJ<C A4GKABEF<. �7B EGMABEFP EBEFB<F 6 FB@, KFB5O D95ёAB> 

GE64<64? D94?PAO9 ;A4A<S, CD46<?PAB BFD4:4RM<9 89=EF6<F9?PABEFP, 

EBEF46?SRM<9 BEAB6G EBBF69FEF6GRM<I A4GKAOI CBASF<=. 

#D<AJ<C A47?S8ABEF<. !47?S8AO9 B5D4;O ECBEB5EF6GRF CD46<?PAB= 

BD74A<;4J<< @OE?<F9?PAB= 89SF9?PABEF< D95ёA>4. !47?S8ABEFP B59EC9K<649F 

CBA<@4A<9, CDBKAB9 ;4CB@<A4A<9. 

#D<AJ<C 8BEFGCABEF< GKёF4 6B;D4EFAOI < <A8<6<8G4?PAOI 

BEB59AABEF9= 89F9= 6 CDBJ9EE9 B5GK9A<S CB CDB7D4@@9. #D98CB?4749F 

EBBFA9E9A<9 EB89D:4A<S, I4D4>F9D4 < B5Nё@4 GK95AB7B @4F9D<4?4 E GDB6A9@ 

D4;6<F<S, CB87BFB6?9AABEF< 89F9=. #9D9IB8<FP BF ?ё7>B7B > FDG8AB@G, BF 

<;69EFAB7B > A9<;69EFAB@G. !B 8BEFGCABEFP A9 BFB:89EF6?S9FES E ?ё7>BEFPR. 
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"5GK9A<9, BEF464SEP 8BEFGCAO@, EBCDS:9AB E CD<?B:9A<9@ E9DPё;AOI 

GE<?<=, KFB CD<6B8<F > D4;6<F<R ?<KABEF<. 

#D<AJ<C BEB;A4A<S CDBJ9EE4 B5GK9A<S. �4AAO= CD<AJ<C CD98CB?4749F 

A9B5IB8<@BEFP D4;6<F<S G D95ёA>4 D9H?9>E<6AB= CB;<J<<: >4> S G;A4? AB6B9, 

>4> 8G@4? D4APL9. �E?< D95ёAB> 6<8<F E6B< 8BEF<:9A<S, QFB G>D9C?S9F 6 Aё@ 

69DG 6 EB5EF69AAO9 6B;@B:ABEF<, CB5G:849F > AB6O@ GE<?<S@. � 9E?< D95ёAB> 

CBA<@49F, 6 Kё@ < CBK9@G BA BL<5ES, KFB 9Mё A9 CB?GK49FES, FB BA 89?49F 

C9D6O= L47 A4 CGF< > E4@B6BEC<F4A<R. 

#D<AJ<C 6BEC<FO64RM97B B5GK9A<S. "5GK4RM4S 89SF9?PABEFP 

C9847B74, >4> CD46<?B, ABE<F 6BEC<FO64RM<= I4D4>F9D. %B89D:4A<9 

B5GK9A<S, HBD@O 97B BD74A<;4J<<, @9FB8O < ED98EF64 B>4;O64RF 6?<SA<9 A4 

HBD@<DB64A<9 ?<KABEF< 6 J9?B@. 

�ECB?P;GRFES E?98GRM<9 C9847B7<K9E><9 F9IAB?B7<<: 

−  F9IAB?B7<S 7DGCCB6B7B B5GK9A<S; 

−  F9IAB?B7<S >B??9>F<6AB-6;4<@AB7B B5GK9A<S; 

−  F9IAB?B7<S D45BFO E 4G8<B- < 6<89B@4F9D<4?4@<.  

(BD@O BD74A<;4J<< B5D4;B64F9?PAB7B CDBJ9EE4:  

�A8<6<8G4?PA4S, <A8<6<8G4?PAB-7DGCCB64S < 7DGCCB64S.  

(BD@O BD74A<;4J<< GK95AB7B ;4ASF<S: 

� B5D4;B64F9?PAB@ CDBJ9EE9 CB@<@B FD48<J<BAAB7B GK95AB7B ;4ASF<S 

<ECB?P;GRFES @AB7BB5D4;AO9 HBD@O, >BFBDO9 A9EGF GK95AGR A47DG;>G < 

@B7GF <ECB?P;B64FPES >4> 4>F<6AO9 ECBEB5O BE6B9A<S 89FP@< 

B5D4;B64F9?PAB= CDB7D4@@O, 6 EBBF69FEF6<< E 6B;D4EFB@ B5GK4RM<IES, 

EBEF46B@ 7DGCCO, EB89D:4A<9@ GK95AB7B @B8G?S: 59E984, ?9>J<S, @4EF9D- 

>?4EE, CD4>F<K9E>B9 ;4ASF<9, ;4M<F4 CDB9>FB6, >BA>GDE, EBD96AB64A<9. 

 9FB8<K9E>B9 B59EC9K9A<9: 

 9FB8<K9E><9 CBEB5<S CB >4:8B= <;GK49@B= F9@9 (6 6<89 EC<E>4 >B@4A8 

< 6B;@B:ABEF9= 84AAB= CDB7D4@@O E CBSEA9A<S@<); GCD4:A9A<S CB >4:8B= 

<;GK49@B= F9@9 (6 6<89 EC<E>4 ?B7<K9E>< E6S;4AAOI 89=EF6<= E <;GK49@B= 
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CDB7D4@@B=, CD<6B8SM<I > >4>B@G-?<5B D9;G?PF4FG); @4F9D<4?O CB 

F9D@<AB?B7<< #"; <AEFDG>J<< CB A4EFDB=>9 B5BDG8B64A<S; GK95A4S < 

F9IA<K9E>4S ?<F9D4FGD4. 
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5. %?8A>: ;8B5@0BC@O 

%C<EB> ?<F9D4FGDO, <ECB?P;B64AAB= CD< A4C<E4A<< CDB7D4@@O: 

1. �9A<A �.  ., �B?<EA<K9A>B �. !., %4@BGK<F9?P E<EF9@AB7B 

48@<A<EFD4FBD4 3 5-9 <;8., C9D9D45. < 8BC. 3 %#5.: �)�-#9F9D5GD7, 2019 3 608 

E.: <?. 

2. �96<J><= !. �. '84?9AAO= E9D69D E6B<@< DG>4@<. "F 4;B6 EB;84A<S 

8B CD4>F<K9E>B= D45BFO. 3 %C5.: !4G>4 < F9IA<>4, 20213400 %., <?. 

3.  4>E<@B6 !. �., #BCB6 �. �., �B@CPRF9DAO9 E9F<: GK95AB9 CBEB5<9 

8?S EFG89AFB6 GKD9:89A<= ED98A97B CDBH9EE<BA4?PAB7B B5D4;B64A<S 3 6-9 

<;8., C9D9D45. < 8BC. 3  .: ("$' : �!($�- , 2016. 3 464 E.: <?. 

4. #DBIBDB64 ". �., �AHBD@4J<BAA4S 59;BC4EABEFP < ;4M<F4 

<AHBD@4J<<: GK95A<> 8?S %#" / ". �. #DBIBDB64. 4 2 9 <;8., EF9D. 4 %4A>F- 

#9F9D5GD7: �4AP, 20213124 E.: <?. 

5. $GEE<AB6<K  ., %B?B@BA �., �BA9E>G �., �BE<HB6<K #., �AGFD9AA99 

GEFDB=EF6B Windows. 7-9 <;8. 3 %#5.: #<F9D, 20183944 E.: <?. 3 (%9D<S 

«�?4EE<>4 computer science»). 

6. %4A89DE �., �A4?<; C4>9FB6: CD4>F<K9E>B9 DG>B6B8EF6B CB 

<ECB?P;B64A<R Wireshark < tcpdump 8?S D9L9A<S D94?PAOI CDB5?9@ 6 

?B>4?PAOI E9FSI, 3-9 <;8.: #9D. E 4A7?. 3 %#5.: """ "�<4?9>F<>4", 20193448 

E.: <?. 3 #4D4?. F<F. 4A7?. 

 Э?9>FDBAAO9 D9EGDEO: 

1. �B>G@9AF4J<S > VirtualBox [Э?9>FDBAAO= D9EGDE] URL: 

https://www.virtualbox.org/wiki/Documentation (84F4 B5D4M9A<S: 01.02.2024). 

2. �?4EE<H<>4J<S >B@CPRF9DB6. [Э?9>FDBAAO= D9EGDE] URL: 

http://book.kbsu.ru/theory/chapter3/1_3.html (84F4 B5D4M9A<S: 05.02.2024). 

3. $G>B6B8EF6B CB Bash 8?S A4K<A4RM<I [Э?9>FDBAAO= D9EGDE] URL: 

http://rus-linux.net/lib.php?name=/MyLDP/BOOKS/Bash-Guide-1.12-ru/bash- 

guide-index.html (84F4 B5D4M9A<S: 05.02.2024). 

https://www.virtualbox.org/wiki/Documentation
https://www.virtualbox.org/wiki/Documentation
http://book.kbsu.ru/theory/chapter3/1_3.html
http://book.kbsu.ru/theory/chapter3/1_3.html
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4. %9D69DO Linux. %9D69DO Apache < Squid [Э?A9>FDBAAO= D9EGDE] 

URL: http://rus-linux.net/MyLDP/BOOKS/Linux-Servers/ch01.html(84F4 

B5D4M9A<S: 07.02.2024). 

5. &9IA<K9E>4S 8B>G@9AF4J<S Windows 8?S D4;D45BFK<>B6 < �&- 

EC9J<4?<EFB6. [Э?9>FDBAAO= D9EGDE] URL: https://docs.microsoft.com/ru- 

ru/windows/ (84F4 B5D4M9A<S: 07.02.2024). 

6. *<?RD<> ".,  B8G?< S8D4 Linux [Э?9>FDBAAO= D9EGDE] URL: 

http://rus-linux.net/MyLDP/BOOKS/Moduli-yadra-Linux/kern-mod-index.html 

(84F4 B5D4M9A<S: 07.02.2024). 

�<F9D4FGD4, D9>B@9A8B64AA4S B5GK4RM<@ES: 

1. Bash-E>D<CFO, DG>B6B8EF6B 6 11 K4EFSI [Э?9>FDBAAO= D9EGDE] 

URL: https://ruvds.com/doc/bash.pdf (84F4 B5D4M9A<S: 01.02.2024); 

2. Linux | �<AG>E [Э?9>FDBAAO= D9EGDE] URL: https://vk.com/linux0ids 

(84F4 B5D4M9A<S: 07.02.2024); 

3. Linux B5;BD 8?S A4K<A4RM<I 4 BEAB6AO9 @B@9AFO, <EFBD<S 

[Э?9>FDBAAO= D9EGDE] URL: https://gitjournal.tech/linux-obzor-dlja- 

nachinajushhih-osnovnye-momenty-istorija/ (84F4 B5D4M9A<S: 07.02.2024); 

4. "EAB6O >B@CPRF9DAOI E9F9=. [Э?9>FDBAAO= D9EGDE]URL: 

https://habr.com/ru/post/307252/ (84F4 B5D4M9A<S: 07.02.2024); 

5. $G>B6B8EF6B  CB  VirtualBox [Э?9>FDBAAO= D9EGDE] URL: 

https://hackware.ru/?p=3647 (84F4 B5D4M9A<S: 07.02.2024); 

6. %9F96B9 48@<A<EFD<DB64A<9. %<E48@<A < Mikrotik [Э?9>FDBAAO= 

D9EGDE] URL: https://vk.com/disnetern (84F4 B5D4M9A<S: 07.02.2024). 

http://rus-linux.net/MyLDP/BOOKS/Linux-Servers/ch01.html
https://docs.microsoft.com/ru-ru/windows/
https://docs.microsoft.com/ru-ru/windows/
https://docs.microsoft.com/ru-ru/windows/
http://rus-linux.net/MyLDP/BOOKS/Moduli-yadra-Linux/kern-mod-index.html
https://ruvds.com/doc/bash.pdf
https://ruvds.com/doc/bash.pdf
https://vk.com/linux0ids
https://gitjournal.tech/linux-obzor-dlja-nachinajushhih-osnovnye-momenty-istorija/
https://gitjournal.tech/linux-obzor-dlja-nachinajushhih-osnovnye-momenty-istorija/
https://gitjournal.tech/linux-obzor-dlja-nachinajushhih-osnovnye-momenty-istorija/
https://habr.com/ru/post/307252/
https://habr.com/ru/post/307252/
https://hackware.ru/?p=3647
https://hackware.ru/?p=3647
https://vk.com/disnetern
https://vk.com/disnetern
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                                                                                                                                                                                  #D<?B:9A<9 1  

�;0=: =01;R45=8S 70 48=0<8:>9 ;8G=>AB=>3> @0728B8S >1CG0RI8EAS (AB0@B>2O9 C@>25=P) 

№ �DGCCO  �4F4   
 
 

 
№ 
C
/ 

C 

 

 
       (�" 

#"����&��� ��+�%&�� ��+!"%&!"�" $����&�/ 
"�'+�.Щ�)%/ 

'CBDEF6B 6 
8BEF<:9A<< 
D9;G?PF4F4 

'@9A<9 D45BF4FP 6 7DGCC9, 
6OEFD4<64A<9 BFABL9A<= 
89?B6B7B EBFDG8A<K9EF64, 

6;4<@BG64:9A<S 

'@9A<9 C?4A<DB64FP D45BFG 
< CD986<89FP D9;G?PF4F < 

8BEF<74FP 97B 

 

�FB7B 

1      

2      

3      

4      

5      

6      

7      

8      

9      

&      

 

3 54??4 3 >4K9EF6B CDBS6?S9FES E<EF9@4F<K9E><  
2 54??4 3 >4K9EF6B CDBS6?S9FES E<FG4F<6AB 
1 54?? 3 >4K9EF6B A9 CDBS6?S9FES  

 �=0G5=8S ?>:070B5;S ?> 3@C??5: 
 131.7 54??4 3 A<;><= GDB69AP D4;6<F<S >4K9EF64 6 7DGCC9  
 1.832.5 54??4 3 ED98A<= GDB69AP D4;6<F<S >4K9EF64 6 7DGCC9  
 2.633 54??4 3 6OEB><= GDB69AP D4;6<F<S >4K9EF64 6 7DGCC9 
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#D<?B:9A<9 2 

 >=8B>@8=3 4>AB865=8S >1CG0RI8<8AS <5B0?@54<5B=OE @57C;PB0B>2 (AB0@B>2O9 C@>25=P) 
№ �DGCCO  �4F4   

 

 

 

 

 

№ 

C

/

C 

 

 

 

 

(�" 

 

#"����&��� ��+�%&��  �&�#$�� �&!Ы) !��Ы�"� "�'+�.Щ�)%/ 

 

'@9A<9 D45BF4FP E D4;?<KAO@< 
<EFBKA<>4@< <AHBD@4J<<, <;6?9>4FP 
AG:AGR <AHBD@4J<R <; BF>DOFOI 

<EFBKA<>B6 

 

#D<@9A9A<9 A46O>B6 
CDB9>FAB= 
89SF9?PABEF< 

 

#DBS6?9A<9 
4>>GD4FABEF< CD< 

D45BF9 E 
>B@CPRF9DAO@ 
B5BDG8B64A<9@ 

 

 

�FB7B 

1 
     

2 
     

3 
     

4 
     

5 
     

6 
     

7 
     

.. 
     

 

3 54??4 3 >4K9EF6B CDBS6?S9FES E<EF9@4F<K9E><  

2 54??4 3 >4K9EF6B CDBS6?S9FES E<FG4F<6AB 
1 54?? 3 >4K9EF6B A9 CDBS6?S9FES 
�=0G5=8S ?>:070B5;S ?> 3@C??5:  
131.7 54??4 3 A<;><= GDB69AP D4;6<F<S >4K9EF64 6 7DGCC9 
1.832.5 54??4 3 ED98A<= GDB69AP D4;6<F<S >4K9EF64 6 7DGCC9 

  2.633 54??4 3 6OEB><= GDB69AP D4;6<F<S >4K9EF64 6 7DGCC9 
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                                                                                                   #D<?B:9A<9 3 

#@8<5@ 2E>4=>3> B5AB8@>20=8S (AB0@B>2O9 C@>25=P) 

�4F4   

(�" >1CG0RI53>AS �@C??0   

 4>E<@4?PAO= 54?? -20 

1. "?5@0F8>==0S A8AB5<0 4 QB> & (35) 

1) CD<>?48A4S CDB7D4@@4 

2) >B@C?9>E CDB7D4@@, BD74A<;GRM<= 6ER D45BFG >B@CPRF9D4 

3) E<EF9@4 CDB7D4@@<DB64A<S 

4) F9>EFB6O= D984>FBD 

2. �@0925@ 4 QB> ...(31) 

1) BEAB64 BC9D4J<BAAB= E<EF9@O 

2) CDB7D4@@4 8?S D45BFO E GEFDB=EF64@< >B@CPRF9D4 

3) CDB7D4@@4 8?S ;4M<FO #� 

4) S;O> CDB7D4@@<DB64A<S 

3. #@>3@0<<0, >ACI5AB2;SRI0S =5A0=:F8>=8@>20==O5 459AB28S ?> 
A1>@C 8 ?5@540G5 8=D>@<0F88 7;>C<OH;5==8:C, 0 B0:65 55 @07@CH5=85 
8;8 7;>=0<5@5==CR <>48D8:0F8R. (21) 

1) K9D6P 

2) 5D4A8@4GQD 

3) FDBSA 

4) 4AF<6<DGE 

4. �<55B ;8 :>=F5=B@0B>@ ?@8=F8?80;P=O5 >B;8G8S >B :><<CB0B>@0? 
(21) 

1) !9F A9 <@99F, QFB 864 45EB?RFAB B8<A4>B6OI GEFDB=EF64 

2) �BAJ9AFD4FBD ;A49F >4>B@G IBEFG >4><9 C4>9FO C9D9EO?4FP 
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3) �B@@GF4FBD @B:9F <@9FP 8<A4@<K9E><= IP, 4 >BAJ9AFD4FBD A9F 

4) �B@@GF4FBD ;A49F >4>B@G IBEFG >4><9 C4>9FO C9D9EO?4FP 

5. #>@S4>: ?>4:;RG5=8S ?0BG-:>@40 A;520 =0?@02>, A;54CRI89:(21) 

1) 59?B->BD<KA96O=, >BD<KA96O=; 59?B-;9?9AO=, E<A<=, 59?B-E<A<=, ;9?9AO=, 
59?B-BD4A:96O=, BD4A:96O=; 

2) BD4A:96O=, 59?B-BD4A:96O=, E<A<=, 59?B-E<A<=, ;9?9AO=, 59?B-;9?9AO=, 
>BD<KA96O=, 59?B->BD<KA96O=; 

3) 59?B-BD4A:96O=, BD4A:96O=, 59?B-;9?9AO=, E<A<=, 59?B-E<A<=, ;9?9AO=, 
59?B->BD<KA96O=, >BD<KA96O=; 

4) 59?B-BD4A:96O=, BD4A:96O=, 59?B-E<A<=, E<A<=, 59?B-;9?9AO= ;9?9AO=, 
59?B->BD<KA96O=, >BD<KA96O=. 

6. �0:85 CAB@>9AB20 >B=>ASBAS : CAB@>9AB20< 22>40 8=D>@<0F88?(11) 

1) CD<AF9D, E>4A9D, >?46<4FGD4 

2) 7D4H<K9E><= C?4AL9F, >?46<4FGD4, @<>DBHBA, E>4A9D 

3) @BA<FBD, E>4A9D, >?46<4FGD4 

7. �0: =0 A;5=35 A8A04<8=>2 =07O205BAS HDD-=0:>?8B5;P?(11) 

1)6<AK9EF9D 

2) 5B?64A>4 

3) E4=74 

4) 8<E>9F4 

8. -B>B :>4 (8;8 QB0 <8:@>?@>3@0<<0) >B25G05B 70 ?@>25@:C 107>2>9 
DC=:F8>=0;P=>AB8 :><?PRB5@0, B5AB8@>20=85 >1>@C4>20=8S 2> 2@5<S 
70?CA:0, 8=8F80;870F8R 703@C7:8 >?5@0F8>==>9 A8AB5<O. (21) 

1) %969DAO= @BEF 

2)  G?PF<>BAFDB??9D 

3) �D4=69D 

4) BIOS 
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9. �0:0S G0ABP #� >15A?5G8205B ?>4:;RG5=85 : 8=B5@=5BC 8 2=CB@5==59 
A5B8? (21) 

1) �<89B>4DF4 

2) %9F96B= 484CF9D 

3) #DBJ9EEBD 

4)  4F9D<AE>4S C?4F4 

10. #@>B>:>; 3 QB> &(21) 

1) ECBEB5ABEFP >B@CPRF9D4 CBEO?4FP H4=?O K9D9; >4A4?O C9D984K< 
<AHBD@4J<< 

2) GEFDB=EF6B 8?S D45BFO ?B>4?PAB= E9F< 

3) EF4A84DF C9D984K< 84AAOI K9D9; >B@CPRF9DAGR E9FP 

4) EF4A84DF BFCD46>< EBB5M9A<= K9D9; Q?9>FDBAAGR CBKFG 
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#D<?B:9A<9 4 

#@8<5@ ?@><56CB>G=>3> B5AB8@>20=8S (AB0@B>2O9 C@>25=P) 
�4F4 _________ 

(�" B5GK4RM97BES �DGCC4   

 4>E<@4?PAO= 54?? 3 50. 

1. #D9B5D4;G=F9 89ESF<KAB9 K<E?B 231 6 97B 86B<KAO= Q>6<64?9AF. �O59D<F9 
CD46<?PAO= BF69F 6 E?98GRM9@ EC<E>9. (35) 

1) 11110010 

2) 11011011 

3) 11110110 

4) 11100111 

5) 11100101 

6) 11101110 

2. �4>B64 BF?<K<F9?PA4S BEB59AABEFP �AF9DA9F4? (45) 
1) "A A9 GCD46?S9FES J9AFD4?<;B64AAB. 
2) � A9@ <ECB?P;GRFES FB?P>B H<;<K9E><9 48D9E4. 
3) "A <ECB?P;G9F K4EFAGR IP-48D9E4J<R. 
4) "A D45BF49F FB?P>B 6 >BA>D9FAOI 79B7D4H<K9E><I @9EFBCB?B:9A<SI. 

3.�4>GR >B@4A8G @B:AB <ECB?P;B64FP 8?S CDB69D>< 6;4<@B89=EF6<S 2 
>B@CPRF9DB6, CB8>?RK9AAOI > E9F<? (45) 

     1)Ipconfig 

    2)  Ping 

    3) Winipcfg 

     4) Ifconfig 

     5)nbtstst -s 

 

  4. #B?P;B64F9?P EF4?><649FES E CDB5?9@4@< CD< 8BEFGC9 > �AF9DA9FG. 
�OCB?A9A<9 >B@4A8O ping www.cisco.com ;4>4AK<649FES A9G84K9=. !B 
BFCD46>4 QIB-;4CDBE4 A4 IP-48D9E cisco.com E CB@BMPR ping 198.133.219.25 
B>4;O649FES GEC9LAB=. � K9@ CDB5?9@4? (45) 
 

1) ЭFBF 695-E9D69D A9 D45BF49F 

http://www.cisco.com/
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2) !9CD46<?PAO= L?R; CB G@B?K4A<R 

3) #DB5?9@4 E DNS 

4) !9CD46<?PAO= 48D9E >QL4 ARP 

5. �4>B= 64D<4AF S6?S9FES CD46<?PAO@ CD98EF46?9A<9@ 48D9EB6 IPv6? (35) 
1) 2001,0db8,3c55,0015,abcd,ff13 

2) 2001-0db8-3c55-0015-abcd-ff13 

3) 2001.0db8.3c55.0015.abcd.ff13 

4) 2001:0db8:3c55:0015::abcd:ff13 

 

 6. �4>B6B BEAB6AB9 CD98A4;A4K9A<9 CDBJ9EE4 @4DLDGF<;4J<<? (35) 

1) �A>4CEG?SJ<S 84AAOI, >BFBDO9 C9D984RFES CB E9F< 

2) �O5BD CGF9=, >BFBDO9 <ECB?P;GRFES 8?S C9D984K< FD4H<>4 > E9FS@ 
A4;A4K9A<S 

3) #D9B5D4;B64A<9 <@9A< URL 6 IP-48D9E 
4) �4M<F4 C9D984K< H4=?B6 K9D9; �AF9DA9F 
5) #9D9EO?>4 FD4H<>4 A4 BEAB69 MAC-48D9EB6 

     7. �4>B9 GEFDB=EF6B  CB;6B?<F G;?G 6;4<@B89=EF6B64FP E
 G;?B@, A4IB8SM<@ES 6 8DG7B= E9F<? (45) 

1) �B@@GF4FBD 

2) �BAJ9AFD4FBD 

3)  4DLDGF<;4FBD 
4) ';9? 

 8. �B@C4A<S D4EL<DS9F E6B= 5<;A9E 6 8DG7<I EFD4A4I. �E9 H<?<4?O 
8B?:AO 5OFP CBEFBSAAB CB8>?RK9AO > J9AFD4?PAB@G BH<EG >B@C4A<<. 
�4>4S E9F964S F9IAB?B7<S FD95G9FES 8?S CB889D:>< QFB7B FD95B64A<S? 
(35) 

1) %9FP LAN 

2) %9FP MAN 

3) %9FP WAN 

4) %9FP WLAN 

 

         9. �?S K97B E9F96B= 48@<A<EFD4FBD @B:9F <ECB?P;B64FP E?G:95AGR 
CDB7D4@@G tracert ? (35) 
 

1) KFB5O BCD989?<FP 4>F<6AO9 CB8>?RK9A<S TCP A4 #� 
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2) KFB5O CDB69D<FP <AHBD@4J<R B DNS-<@9A< A4 E9D69D9 DNS 

3) KFB5O BCD989?<FP @9EFB CBF9D< <?< ;489D:>< C4>9FB6 6 E9F 
4) KFB5O BFB5D4;<FP IP-48D9E, BEAB6AB= L?R; < 48D9E E9D69D4 DNS 8?S #�  

 

10. #BE@BFD<F9 A4 D<EGAB>. �;GK<F9 IP-48D9E4, A4EFDB9AAO9 A4 PC1. +FB 
S6?S9FES BC<E4A<9@ 48D9E4 L?R;4 CB G@B?K4A<R? (4 5) 

1) ЭFB IP-48D9E <AF9DH9=E4 Router1, E CB@BMPR >BFBDB7B >B@C4A<S 
CB8>?RK49FES > �AF9DA9FG. 

2) ЭFB IP-48D9E <AF9DH9=E4 Router1, E CB@BMPR >BFBDB7B ?B>4?PA4S E9FP, 
EB89D:4M4S PC1, CB8>?RK49FES > Router1 

3) ЭFB IP-48D9E >B@@GF4FBD41, E CB@BMPR >BFBDB7B PC1 CB8>?RK4RFES >  
8DG7<@ GEFDB=EF64@ B8AB= < FB= :9 ?B>4?PAB= E9F< 

4) ЭFB IP-48D9E E9F96B7B GEFDB=EF64 <AF9DA9F-CDB64=89D4, >BFBDB9 
D4ECB?B:9AB 6 B5?4>9. 

 

          11. &9IA<K9E><= EC9J<4?<EF <ECB?P;G9F >B@4A8G ping 127.0.0.1 . +FB 
CDB69DS9F EC9J<4?<EF? (35) 
 

1) TCP/IP-EF9> A4 G;?9 E9F< 
2) CB8>?RK9A<9 @9:8G 86G@S EBE98A<@< GEFDB=EF64@< Cisco 
3) CB8>?RK9A<9 @9:8G #� < BEAB6AO@ L?R;B@ 

4) CB8>?RK9A<9 @9:8G 86G@S >B@CPRF9D4@< 6 B8AB= < FB= :9 E9F< 

5) H<;<K9E>B9 CB8>?RK9A<9 BCD989?9AAB7B #� < E9F< 
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           12.  � K9@ ;4>?RK49FES A4;A4K9A<9 EBB5M9A<= ICMP? (35) 
 

1) %BB5M<FP @4DLDGF<;4FBD4@ B5 <;@9A9A<SI FBCB?B7<< E9F< 

2) "59EC9K<FP 8BEF46>G IP-C4>9F4 
3) #D98BEF46<FP B5D4FAGR E6S;P B C9D984K4I IP-C4>9F4 
4) !45?R84FP ;4 CDBJ9EEB@ D4;D9L9A<S 8B@9AAB7B <@9A< 6 IP-48D9E    

          13.   �4><@ B5M<@ F9D@<AB@ BC<EO64RF 84AAO9 A4 ?R5B@ GDB6A9 
@B89?< E9F<? (25) 
                  

1) �48D 
2) #4>9F 
3) �?B> 84AAOI CDBFB>B?4 (protocol data unit) 
4) %97@9AF 

 

 14. �4>B= CDBFB>B? CD9B5D4;G9F <@S 695-E4=F4, A4CD<@9D 
www.cisco.com , 6 E9F96B= 48D9E? (35) 
          

1) HTTP 

2) FTP 

3) DHCP 

4) DNS 

 

             15. �4>B= CDBFB>B? BF69K49F ;4 GCD46?9A<9 D4;@9DB@ E97@9AFB6 < 
E>BDBEFPR B5@9A4 E97@9AF4@< @9:8G 695->?<9AFB@ < 695-E9D69DB@? (25) 
 

1) TCP 

2) IP 

3) HTTP 

4) Ethernet 

    

 

http://www.cisco.com/
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#D<?B:9A<9 5 

#@8<5@ :>=B@>;P=>3> B5AB8@>20=8S  

(AB0@B>2O9 C@>25=P) 
 

 �4F4 _________ 

М4:A8<4;P=>9 6@9<я 6O?>;=9=8я 7484=89: 30 <8=CB 

М4:A8<4;P=>9 :>;8ч9AB6> 54;;>6- 50  

(�" >1CG0RI53>AS_______________�@C??0____________ 

�>?@>AO B5AB>2>3> 7040=8S 
 

1. �B@C4A<S D4EL<DS9F E6B= 5<;A9E 6 8DG7<I EFD4A4I. �E9 H<?<4?O 8B?:AO 
5OFP CBEFBSAAB CB8>?RK9AO > 7?46AB@G BH<EG >BDCBD4J<<. �4>4S E9F964S 
F9IAB?B7<S FD95G9FES 8?S QFB7B? (2 5) 
 

1) ?B>4?PA4S E9FP (LAN); 
2) 7BDB8E>4S E9FP (MAN); 
3) 7?B54?PA4S E9FP (WAN); 
4) 59ECDB6B8A4S ?B>4?PA4S E9FP (WLAN). 

2. #B?P;B64F9?P 8B@4LA97B >B@CPRF9D4 CB8OE><649F ISP-CB8>?RK9A<9, 
B59EC9K<64RM99 6OEB>BE>BDBEFAGR J<HDB6GR C9D984KG CB B5OKAO@ 
F9?9HBAAO@ ?<A<S@. �4>B= F<C CB8>?RK9A<S > ISP 9@G E?98G9F 
<ECB?P;B64FP? (25) 
 

1) DSL; 

2) >B@@GF<DG9@O= 8BEFGC; 
3) ECGFA<>B64S E6S;P; 
4) EBFB6O= @B89@; 
5) >459?PAO= @B89@. 

3. �4> >4K9EF6B B5E?G:<64A<S (QoS) CB@B749F E9F< CB889D:<64FP L<DB><= 
EC9>FD CD<?B:9A<= < E9D6<EB6? (2 5) 
 

1) EA<:4S CBE?98EF6<S BF>4;4 E9F<; 

2) ECBEB5EF6GS 5OEFDB@G 6BEEF4AB6?9A<R CBE?9 BF>4;4 
E9F<;CD98BEF46?SS @9I4A<;@O GCD46?9A<S E9F96O@ FD4H<>B@ CD< 
C9D97DG;>9; 

3) B59EC9K<64S 6B;@B:ABEFP D4EL<D9A<S E9F< 8?S CB8>?RK9A<S 
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AB6OI CB?P;B64F9?9=. 
 

4. !4 >4>B@ <AF9DH9=E9 >B@@GF4FBD4 48@<A<EFD4FBD 8B?:9A A4EFDB<FP IP- 

48D9E 8?S 6B;@B:ABEF< G84?ёAAB7B GCD46?9A<S QF<@ >B@@GF4FBDB@? (35) 
 

1) FastEthernet0/1 

2) VLAN 1 

3) vty 0 

4) console 0 

 

5. #BE?9 <;@9A9A<S A4EFDB9> A4 >B@@GF4FBD9  48@<A<EFD4FBD E9F< 6OCB?AS9F 
>B@4A8G copy running-config startup-config. '>4:<F9 D9;G?PF4F 66B84 QFB= 
>B@4A8O.(2 5) 
 

1) !B64S >BAH<7GD4J<S 5G89F EBID4A9A4 6B H?9L C4@SF<. 
2) !B64S >BAH<7GD4J<S 5G89F ;47DG:9A4 CBE?9 C9D9;4CGE>4 

>B@@GF4FBD4. 
3) &9>GM<= H4=? IOS 5G89F ;4@9A9A H4=?B@ E AB6O@< C4D4@9FD4@< 

>BAH<7GD4J<<. 
4) �;@9A9A<S >BAH<7GD4J<< 5G8GF G84?9AO, 4 <EIB8AO9 C4D4@9FDO 

5G8GF 6BEEF4AB6?9AO. 
 

6. �;7?SA<F9 A4 D<EGAB>. %9F96B= 48@<A<EFD4FBD A4EFD4<649F GCD46?9A<9 
8BEFGCB@ > >B@@GF4FBDG SW1. �E?< 48@<A<EFD4FBD <ECB?P;G9F CDBFB>B? 
Telnet 8?S CB8>?RK9A<S > >B@@GF4FBDG, >4>B= C4DB?P FD95G9FES 669EF< 8?S 
8BEFGC4 > CD<6<?97<DB64AAB@G D9:<@G EXEC? (35) 
 

 

1) letmein 

2) secretin 

3) lineconin 

4) linevtyin 
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7. �4>B9 CB8>?RK9A<9 B59EC9K<649F 59;BC4EAO= E94AE CLI E L<HDB64A<9@ > 
>B@@GF4FBDG? (25) 
 

1) >BAEB?PAB9 CB8>?RK9A<9; 
2) CB8>?RK9A<9 AUX; 
3) CB8>?RK9A<9 CB CDBFB>B?G Telnet; 
4) CB8>?RK9A<9 SSH. 

8. %9F96B= <A:9A9D A4EFD4<649F <AF9DH9=E, 66B8S E?98GRMGR >B@4A8G: 
SanJose(config)# ip address 192.168.2.1 255.255.255.0. �B@4A84 BF>?BAS9FES 
GEFDB=EF6B@. � K9@ CD<K<A4? (25) 
 

1) >B@4A84 66B8<FES 6 A9CD46<?PAB@ D9:<@9 D45BFO; 

2) <ECB?P;G9FES A9CD46<?PAO= E<AF4>E<E >B@4A8O; 
3) A9CD46<?PA4S @4E>4 CB8E9F<; 
4) <AF9DH9=E 6O>?RK9A < 8B?:9A 5OFP 6>?RK9A 8B FB7B, >4> 

>B@@GF4FBD GF69D8<F IP-48D9E. 
 

9. +FB CDB<;B=89F CBE?9 A4:4F<S >?46<L< Tab CD< 66B89 >B@4A8O 6 IOS?(25) 

1) CD9DO64A<9 F9>GM9= >B@4A8O < 6B;6D4F 6 D9:<@ A4EFDB=><; 
2) 6OIB8 <; D9:<@4 A4EFDB=>< < 6B;6D4F 6 CB?P;B64F9?PE><= D9:<@ 

EXEC; 

3) C9D9@9M9A<9 >GDEBD4 6 A4K4?B E?98GRM9= EFDB><; 
4) 66B8 BEF46L9=ES K4EF< A9CB?ABEFPR 66989AAB7B E?B64 6 >B@4A89. 

 

10. +FB S6?S9FES I4D4>F9D<EF<>B= EBB5M9A<= @AB7B48D9EAB= D4EEO?><? (25) 

1) "A< BFCD46?SRFES <;5D4AAB= 7DGCC9 IBEFB6. 
2) "A< BFCD46?SRFES 6E9@ IBEF4@ 6 B8AB= E9F<. 
3) "A< FD95GRF CB8F69D:89A<S. 
4) "A< BFCD46?SRFES 6 98<AEF69AAB9 @9EFB A4;A4K9A<S. 

11. �4>B= CDBFB>B? BF69K49F ;4 GCD46?9A<9 D4;@9DB@ E97@9AFB6 < E>BDBEFPR 
B5@9A4 E97@9AF4@< @9:8G 695->?<9AFB@ < 695-E9D69DB@? (35) 
 

1) TCP 

2) IP 

3) HTTP 

4) Ethernet 
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12. �4>B= GDB69AP 6 @B89?< TCP/IP BF69K49F ;4 @4DLDGF<;4J<R EBB5M9A<= 
@9:8G E9FS@<? (15) 

1) @9:E9F96B=; 
2) FD4AECBDFAO=; 
3) E9F96B= 8BEFGC; 
4) E94AEB6O=. 

 

13. �4>B9 GF69D:89A<9 FBKAB BC<EO649F CDBJ9EE <A>4CEG?SJ<< TCP/IP, 9E?< 
>B@CPRF9D BFCD46?S9F 84AAO9 CB E9F<? (25) 

 

1) �4AAO9 C9D984RFES E <AF9DA9F-GDB6AS A4 GDB69AP E9F96B7B 8BEFGC4 > E9F<. 
2) #4>9FO BFCD46?SRFES E GDB6AS E9F96B7B 8BEFGC4 A4 FD4AECBDFAO= GDB69AP. 
3) %97@9AFO C9D984RFES E FD4AECBDFAB7B GDB6AS A4 <AF9DA9F-GDB69AP. 
4) �48DO C9D984RFES E GDB6AS E9F96B7B 8BEFGC4 A4 <AF9DA9F-GDB69AP. 

 

14. �4>B= GA<>4?PAO= 48D9E 6EFDB9A 6 E9F96GR <AF9DH9=EAGR C?4FG Ethernet < 
<ECB?P;G9FES 8?S B5@9A4 84AAO@< CB E9F< Ethernet? (25) 
 

1) 48D9E G;?4; 
2) IP-48D9E; 
3) MAC-48D9E; 
4) E9F96B= 48D9E. 

 

15. %9F96B= 48@<A<EFD4FBD GEFD4AS9F A9CB?48>< CB8>?RK9A<S A4 E9D69D9. % 
CB@BMPR F9EF9D4 48@<A<EFD4FBD BCD989?S9F, KFB E<7A4?O, EB;84649@O9 
E9F96O@ >BAFDB??9DB@ E9D69D4, <E>4:9AO < A9 CB8IB8SF 8?S <ECB?P;B64A<S. 
� >4>B@ <; GDB6A9= @B89?< OSI 6OCB?AS9FES >?4EE<H<>4J<S BL<5><? (25) 
 

1) GDB69AP CD98EF46?9A<S; 
2) E9F96B= GDB69AP; 
3) H<;<K9E><= GDB69AP; 
4) >4A4?PAO= GDB69AP. 

 

16. %9F96B= <A:9A9D <;@9DS9F E>BDBEFP C9D984K< 5<F CB @47<EFD4?PAB= E9F< 
>B@C4A<< 8?S 64:A9=L<I H<A4AEB6OI CD<?B:9A<=. �8@<A<EFD4FBD 
B5A4DG:<649F, KFB H4>F<K9E>4S CDBCGE>A4S ECBEB5ABEFP B>4;4?4EP A<:9 

F9BD9F<K9E>< 6B;@B:AB=. �4><9 FD< H4>FBD4 @B7?< CB6?<SFP A4 F4>B9 
<;@9A9A<9 CDBCGE>AB= ECBEB5ABEF<? �O59D<F9 FD< 64D<4AF4.(25) 
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1) F9>GM<= B5N9@ FD4H<>4 E9F<; 
2) E?B:ABEFP ECBEB54 <A>4CEG?SJ<<, CD<@9AS9@B7B > 84AAO@; 

3) F<C FD4H<>4 E9F<; 
4) ;489D:>4, 6B;A<>L4S <;-;4 >B?<K9EF64 E9F96OI GEFDB=EF6, CB 

>BFBDO@ CDBIB8SF 84AAO9; 
5) CB?BE4 CDBCGE>4A<S CD< CB8>?RK9A<< E9F< WAN > �AF9DA9F; 
6) A489:ABEFP @47<EFD4?PAB= <AHD4EFDG>FGDO Ethernet gigabit.   

 

17. �4>4S @9FB8<>4 <ECB?P;G9FES 8?S G@9APL9A<S C9D9>DёEFAOI CB@9I 6 
@98AOI >459?SI? (25) 
 

1) A4?<K<9 A48?9:4M97B ;4;9@?9A<S; 
2) E6<64A<9 @9:8G EB5B= CDB6B8A<>B6 <; B8AB= C4DO; 
3) B5ёDFO64A<9 E6S;>< CDB6B8B6 E <ECB?P;B64A<9@ @9F4??<K9E>B7B 

Q>D4A<DB64A<S; 
4) D4;D45BF>4 >459?PAB= <AHD4EFDG>FGDO 8?S CD98BF6D4M9A<S 

6B;89=EF6<S C9D9>DёEFAOI CB@9I; 
5) BFEGFEF6<9 C9D97<5B6 CB8 BEFDO@ G7?B@ 6B 6D9@S GEF4AB6><. 

 

18. '>4:<F9 I4D4>F9D<EF<>G CB8GDB6AS LLC. (25) 
 

1) "A B59EC9K<649F A9B5IB8<@GR ?B7<K9E>GR 48D9E4J<R, >BFBD4S 
BCD989?S9F GEFDB=EF6B. 
    2) "A B59EC9K<649F D4;7D4A<K9A<9 84AAOI 6 EBBF69FEF6<< E FD95B64A<S@< 
H<;<K9E>B= E<7A4?<;4J<< ED98O C9D984K< 84AAOI. 
     3)"A CB@9M49F <AHBD@4J<R 6 >48D, KFB CB;6B?S9F A9E>B?P><@ 
CDBFB>B?4@ GDB6AS 3 <ECB?P;B64FP B8<A < FBF :9 E9F96B= <AF9DH9=E < ED98G 
C9D984K< 84AAOI. 
          4)"A BCD989?S9F CDB7D4@@AO9 CDBJ9EEO, >BFBDO9 B59EC9K<64RF 
D45BFG H<;<K9E>B7B GDB6AS. 
 

19. �4>B= @9FB8 <ECB?P;G9FES 8?S GCD46?9A<S 4EEBJ<4F<6AO@ 8BEFGCB@ 6 
59ECDB6B8AB= E9F<? (25) 
 

1) CSMA/CD; 

2) CD<BD<F9FAB9 GCBDS8BK9A<9; 
3) CSMA/CA; 

4) QEF4H9FA4S C9D984K4. 
 

20. +FB CDB<EIB8<F 6 CDBJ9EE9 <A>4CEG?SJ<< A4 >4A4?PAB@ GDB6A9 A4 
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>B@CPRF9D9, CB8>?RK9AAB@ > E9F< Ethernet? (2 5) 
 

1) 8B546?S9FES IP-48D9E; 
2) 8B546?S9FES ?B7<K9E><= 48D9E; 
3) 8B546?S9FES H<;<K9E><= 48D9E; 
4) 8B546?S9FES AB@9D CBDF4 CDBJ9EE4. 

 

21. � K9@ ;4>?RK4RFES FD< BEAB6AO9 HGA>J<BA4?PAO9 6B;@B:ABEF<, 
CD98BEF46?S9@O9 <A>4CEG?SJ<9= 84AAOI GDB6AS 2? �O59D<F9 FD< 64D<4AF4 
BF69F4. (15) 

1) <ECD46?9A<9 BL<5B> E CB@BMPR @9FB84 B5A4DG:9A<S >B??<;<=; 
2) GCD46?9A<9 E94AE4@< E <ECB?P;B64A<9@ AB@9DB6 CBDFB6; 
3) 48D9E4J<S >4A4?PAB7B GDB6AS; 
4) D4;@9M9A<9 < G84?9A<9 >48DB6 <; ED98O C9D984K< 84AAOI; 
5) B5A4DG:9A<9 BL<5B> 6 D4@>4I D4EKёFB6 CRC; 
6) D4;89?9A<9 7DGCC 5<FB6 6 >48DO; 
7) CD9B5D4;B64A<9 5<FB6 6 E<7A4?O 84AAOI. 

 

22. !4;B6<F9 869 I4D4>F9D<EF<>< MAC-48D9EB6 Ethernet? �O59D<F9 864 
64D<4AF4. (15) 

1) BA< S6?SRFES 7?B54?PAB GA<>4?PAO@<; 
2) BA< 6E9784 @4DLDGF<;<DGRFES 6 �AF9DA9F9; 
3) BA< 6OD4:4RFES 12 L9EFA48J4F9D<KAO@< J<HD4@<; 
4)  �%-48D9E4 <ECB?P;GRF 7<5>GR <9D4DI<K9E>GR EFDG>FGDG; 

           5) MAC-48D9E4 8B?:AO 5OFP GA<>4?PAO@< 8?S <AF9DH9=E4     
Ethernet < CBE?98B64F9?PAB7B <AF9DH9=E4 GEFDB=EF64. 
 

23. +FB E89?49F GEFDB=EF6B CD< CB?GK9A<< >48D4 Ethernet D4;@9DB@ 60 54=F? (25) 
1) BF5DBE<F >48D; 
2) B5D45BF49F >48D >4> 9EFP; 
3) BFCD46<F EBB5M9A<9 B5 BL<5>9 A4 GEFDB=EF6B-BFCD46<F9?P; 
4) 8B546<F 54=FO EB E?GK4=AO@< 84AAO@< 8?S 8BEF<:9A<S D4;@9D4 

>48D4 6 64 54=F4, CBE?9 K97B C9D9L?9F >48D. 
 

24. +FB E89?49F G;9? 6 E9F< Ethernet, 9E?< CB?GK<F >48D E MAC-48D9EB@ 
A4;A4K9A<S, >BFBDO= A9 EBBF69FEF6G9F 97B EB5EF69AAB@G MAC-48D9EG? (15) 
 

1) "F5DBE<F >48D. 
2) #9D9L?9F >48D A4 E?98GRM<= G;9?. 
3) '84?<F >48D <; ED98O. 
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4) "F5DBE<F ;47B?B6B> >4A4?PAB7B GDB6AS 8?S CDB69D>< IP-48D9E4 
CB?GK4F9?S. 
 

25. � >4><I 86GI E?GK4SI >B@@GF4FBD C9D9L?9F >48D <; >4:8B7B CBDF4, >DB@9 
CBDF4, K9D9; >BFBDO= QFBF >48D 5O? CB?GK9A? �O59D<F9 864 64D<4AF4. (15) 
 

1) 8?S >48D4 6 >4K9EF69 48D9E4 A4;A4K9A<S GEF4AB6?9A 
L<DB>B69M4F9?PAO= 48D9E; 

2) >B@@GF4FBDG A9<;69EF9A 48D9E A4;A4K9A<S; 
3) 48D9E <EFBKA<>4 6 ;47B?B6>9 >48D4 S6?S9FES L<DB>B69M4F9?PAO@ 

48D9EB@; 
4) 48D9E <EFBKA<>4 6 >48D9 S6?S9FES 7DGCCB6O@ 48D9EB@; 
5) 48D9E A4;A4K9A<S 6 >48D9 S6?S9FES <;69EFAO@ <A8<6<8G4?PAO@ 

48D9EB@. 
 

26. �4>B= ECBEB5 >B@@GF4J<< <@99F E4@O= A<;><= GDB69AP ;489D:><? (15) 
 

1) E>6B;A4S >B@@GF4J<S; 
2) >B@@GF4J<S E CDB@9:GFBKAO@ ID4A9A<9@; 
3) >B@@GF4J<S E <E>?RK9A<9@ HD47@9AFB6; 
4) 5OEFD4S C9D9EO?>4. 

 

27. �4><9 869 >B@4A8O @B:AB <ECB?P;B64FP A4 G;?9 Windows, KFB5O BFB5D4;<FP 
F45?<JG @4DLDGF<;4J<<? �O59D<F9 864 64D<4AF4 BF69F4.(25) 

1) netstat -s 

2) route print 

3) show ip route 

4) netstat -r 

5) tracert 



 

 

 

#D<?B:9A<9 6 

 

�;0=: =01;R45=8S 70 48=0<8:>9 ;8G=>AB=>3> @0728B8S >1CG0RI8EAS (107>2O9 C@>25=P)    
                            

!4CD46?9A<9 / �DGCC4________________________________________________________________ 

 

 C/C                  (�" 

#DBS6?9A<9 
BF69FEF69AAB7B 

BFABL9A<S > GK9A<R, 
7BFB6ABEF< < 
ECBEB5ABEF< 
B5GK4RM<IES > 
E4@BD4;6<F<R 

 

#DBS6?9A<9 
>B@@GA<>4F<6AB= 

>B@C9F9AFABEF< 6 B5M9A<< 
< EBFDG8A<K9EF69 EB 

E69DEFA<>4@< 6 CDBJ9EE9 
B5D4;B64F9?PAB= < 

CDB9>FAB= 89SF9?PABEF< 

#DBS6?9A<9 J9?BEFAB7B 
@<DB6B;;D9A<S, 
EBBF69FEF6GRM97B 
EB6D9@9AAB@G GDB6AR 

D4;6<F<S <AHBD@4J<BAAOI 
F9IAB?B7<= 

�>>GD4FAB9 BFABL9A<9 > 
@4F9D<4?PAB-

F9IA<K9E><@ J9AABEFS@ 
 

      �B>3> 

1       

2       

3       

4       

5       

6       

7       

8       

9       

10       

11       

12       

3 54??4 3 >4K9EF6B CDBS6?S9FES E<EF9@4F<K9E><, 2 54??4 3 >4K9EF6B CDBS6?S9FES E<FG4F<6AB, 1 54??- >4K9EF6B A9 CDBS6?S9F  



 

 

#D<?B:9A<9 7 

 

 >=8B>@8=3 4>AB865=8S >1CG0RI8<8AS <5B0?@54<5B=OE @57C;PB0B>2 (�4;B6O= GDB69AP) 

№ C/C                 (�" 

# " � � � � & � � � 

 

'@9A<9 
BD<9AF<DB64FP 6 
E6B9= E<EF9@9 
;A4A<=: BF?<K4FP 
AB6B9 ;A4A<9 BF 
<;69EFAB7B 

'@9A<9 
C9D9D454FO64FP 
CB?GK9AAGR 

<AHBD@4J<R: 89?4FP 
6O6B8O 6 D9;G?PF4F9 
EB6@9EFAB= D45BFO 

'@9A<9 <;?474FP 
@OE?< 6 KёF>B= 
?B7<K9E>B= 

CBE?98B64F9?PABEF<, 
BFEF4<64FP E6BR 
FBK>G ;D9A<S, 
4A4?<;<DB64FP 
E<FG4J<R < 

A4IB8<FP BF69FO A4 
6BCDBEO 

'@9A<9 BCD989?SFP 
< D9L4FP 54;B6O9 
;484K< GCD46?9A<S 
E<EF9@B= < E9FPR 

'@9A<9 D45BF4FP 
A48 CDB9>FB@ 6 

>B@4A89, 7DGCC9 <?< 
>B??9>F<69, 
QHH9>F<6AB 
D4ECD989?SFP 
B5S;4AABEF<, 
CD986<89FP 
D9;G?PF4F < 
8BEF<74FP 97B 

    �FB7B 

1        

2        

3        

4        

5        

6        

7        

8        

9        

10        

11        

12        

3 54??4 3 >4K9EF6B CDBS6?S9FES E<EF9@4F<K9E><, 2 54??4 3 >4K9EF6B CDBS6?S9FES E<FG4F<6AB, 1 54??- >4K9EF6B A9 CDBS6?S9F 



 

 

#D<?B:9A<9 8 
 

#@8<5@ ?@><56CB>G=>3> B5AB8@>20=8S (107>2O9 C@>25=P) $0745; 1.  
�2545=85 2 @0AH8@5==O9 :C@A «%8AB5<=>3> 04<8=8AB@8@>20=8S» 

                                                                                       �4F4  ________ 

М4:A8<4;P=>9 6@9<я 6O?>;=9=8я 7484=89: 30 <8=CB 

М4:A8<4;P=>9 :>;8ч9AB6> 54;;>6 - 50 

(�" >1CG0RI53>AS �@C??0 
  

 

1. �4K9@ GEFDB=EF6B GDB6AS 3 6OCB?AS9F ?B7<K9E>GR BC9D4J<R � 8?S IP- 48D9E4 
A4;A4K9A<S < @4E>< CB8E9F<? (45) 
1) KFB5O BCD989?<FP L<DB>B69M4F9?PAO= 48D9E E9F< A4;A4K9A<S; 

2) KFB5O BCD989?<FP G;?B6GR K4EFP 48D9E4 G;?4 A4;A4K9A<S; 

3) KFB5O BCD989?<FP BL<5BKAO9 >48DO; 

4) KFB5O BCD989?<FP E9F96GR K4EFP 48D9E4 E9F< A4;A4K9A<S. 

2. '>4:<F9 8<4C4;BAO IP-48D9EB6, ;4D9;9D6<DB64AAOI 8?S 6AGFD9AA97B K4EFAB7B 
<ECB?P;B64A<S. �O59D<F9 FD< 64D<4AF4. (35) 
1) 10.0.0.0/8 

2) 64.100.0.0/14 

3) 127.16.0.0/12 

4) 172.16.0.0/12 

5) 192.31.7.0/24 

6) 192.168.0.0/16 

3. �4><9 FD< 48D9E4 S6?SRFES 89=EF6GRM<@< CG5?<KAO@<? �O59D<F9 FD< 

64D<4AF4. (45) 
1) 198.133.219.17 

2) 192.168.1.245 

3) 10.15.250.5 

4) 128.107.12.117 



 

 

5) 192.15.301.240 

6) 64.104.78.227 

4. � >4>B@G F<CG BFABE<FES 48D9E IPv6 FE80::1? (35) 

1) loopback4; 

2) ?B>4?PAO= 48D9E >4A4?4; 

3) 7DGCCB6B= 48D9E; 

4) 7?B54?PAO= <A8<6<8G4?PAO= 48D9E. 

5. #BE@BFD<F9 A4 <;B5D4:9A<9. �EIB8S <; D9;G?PF4F4 >B@4A8O, >4><9 864 
GF69D:89A<S B E6S;< CB E9F< S6?SRFES 69DAO@<? �O59D<F9 864 64D<4AF4. (45) 

                               

1) <@99FES E6S;P @9:8G 84AAO@ GEFDB=EF6B@ <
 GEFDB=EF6B@ CB 48D9EG 192.168.100.1; 

2) E6S;P @9:8G 86G@S QF<@< G;?4@< CB;6B?S9F 
6OCB?ASFP 6O;B6O 6<89B>BAH9D9AJE6S;<; 

3) @9:8G QF<@ GEFDB=EF6B@ < GEFDB=EF6B@ CB 48D9EG 192.168.100.1 
<@99FES 4 FD4A;<FAOI G;?4; 

4) ED98A99 6D9@S C9D984K< 84AAOI @9:8G 86G@S G;?4@< EBEF46?S9F 2 @E; 

5) A4 QFB@ G;?9 L?R; CB G@B?K4A<R A9 A4EFDB9A. 

6. �4>4S CB8E9FP 5G89F EB89D:4FP 48D9E 192.168.1.96 6 >4K9EF69 CD<7B8AB7B 8?S 
<ECB?P;B64A<S 48D9E4 G;?4? (35) 
1) 192.168.1.64/26 

2) 192.168.1.32/27 

3) 192.168.1.32/28 

4) 192.168.1.64/29 

7. �4>B@G >B?<K9EF6G G;?B6 @B:AB A4;A4K<FP 48D9E4 6 E9F< E @4E>B= 
255.255.255.248? (35) 



 

 

1) 2 

2) 6 

3) 8 

4) 14 

5) 16 

6) 254 

8. �4>B9 GF69D:89A<9 B5 48D9E4J<< E <ECB?P;B64A<9@ @4EB> CB8E9F< 
CDB<;6B?PAB= 8?<AO 69DAB? (25) 
1) 6E9 CB8E9F< <@9RF B8<A4>B6O= D4;@9D; 

2) D4;@9DO CB8E9F9= @B7GF D4;?<K4FPES 6 ;46<E<@BEF< BF FD95B64A<=; 

3) CB8E9F< @B7GF D4;5<64FPES A4 CB8E9F< FB?P>B B8<A D4;; 

4) 8?S EB;84A<S 8BCB?A<F9?PAOI CB8E9F9= 5<FO 6B;6D4M4RFES, 4 A9 
;4<@EF6GRFES. 

9. #BE@BFD<F9 A4 <;B5D4:9A<9. $4EE@BFD<@ IP 48D9E 192.168.10.0/24, A4;A4K9AAO= 
;84A<R L>B?O. � E4@B= 5B?PLB= E9F< 6 QFB@ ;84A<< 4 100 GEFDB=EF6. �E?< 
192.168.10.0 S6?S9FES AB@9DB@ A4<5B?PL9= E9F<, >4>B= 5G89F AB@9D G 
E?98GRM9= CB D4;@9DG E9F<, EBEFBSM9= <; 40 GEFDB=EF6? (35) 

1) 192.168.10.0   

2) 192.168.10.128 

3) 192.168.10.192 

4) 192.168.10.224 

5) 192.168.10.240 



 

 

10. � >4><I 86GI E<FG4J<SI CDBFB>B? UDP E?98G9F CD98CBK9EFP CDBFB>B?G TCP 6 
>4K9EF69 FD4AECBDFAB7B CDBFB>B?4? �O59D<F9 864 64D<4AF4. (35) 
1) >B784 CD<?B:9A<S@ A9B5IB8<@B 74D4AF<DB64FP, KFB C4>9F 5G89F 

CB?GK9A J9?<>B@, 6 CD46<?PAB@ CBDS8>9, 59; 8G5?<DB64A<S; 
2) >B784 A9B5IB8<@ 5B?99 5OEFDO= @9I4A<;@ 8BEF46><; 

3) >B784 8BCB?A<F9?PAO9 A4>?48AO9 D4EIB8O A9 S6?SRFES CDB5?9@B=; 

4) >B784 CD<?B:9A<S@ A9 AG:AB 74D4AF<DB64FP 8BEF46>G 84AAOI; 

5) >B784 AB@9D4 CBDFB6 A4;A4K9A<S S6?SRFES 8<A4@<K9E><@<. 

11. �4>4S 64:A4S <AHBD@4J<S 8B546?S9FES > ;47B?B6>G FD4AECBDFAB7B GDB6AS 
TCP/IP 8?S B59EC9K9A<S B5@9A4 84AAO@< < CB8>?RK9A<S > G84?9AAO@ 
E9F96O@ GEFDB=EF64@? (3 5) 
1) C4D4@9FDO 6D9@9A< < E<AIDBA<;4J<<; 

2) AB@9D4 CBDFB6 A4;A4K9A<S < <EFBKA<>4; 

3) H<;<K9E><9 48D9E4 A4;A4K9A<S < <EFBKA<>4; 

4) ?B7<K9E><9 E9F96O9 48D9E4 A4;A4K9A<S < <EFBKA<>4. 

12. �4>B= @9I4A<;@ TCP CB;6B?S9F CD98BF6D4F<FP C9D97DG;>G E9F<? (25) 

1) FD9IEFBDBAA99 >6<F<DB64A<9; 

2) C4D4 EB>9FB6; 

3) 86GIEFBDBAA99 >6<F<DB64A<9; 

4) E>B?P;SM99 B>AB. 

       13. �4><9 FD< GF69D:89A<S I4D4>F9D<;GRF CDBFB>B? UDP?  �O59D<F9 FD< 



 

 

64D<4AF4. (35) 
1) UDP B59EC9K<649F BEAB6AO9 HGA>J<< FD4AECBDFAB7B GDB6AS 59; 

GEF4AB6?9A<S EB98<A9A<S. 
2) UDP B59EC9K<649F 5OEFDGR C9D984KG 84AAOI GDB6AS 3 E GEF4AB6?9A<9@ 

EB98<A9A<S. 
3) UDP <ECB?P;G9F CDBFB>B?O GDB6AS CD<?B:9A<= 8?S 6OS6?9A<S 

BL<5B>. 

4) UDP 4 QFB CDBFB>B? E A<;><@<
 A4>?48AO@< D4EIB84@<, >BFBDO= A9 CB889D:<649F @9I4A<;@O 
GCBDS8BK9A<S <?< GCD46?9A<S CBFB>B@. 

5) UDP <ECB?P;G9F CDBFB>B? IP 8?S 6OS6?9A<S < GEFD4A9A<S BL<5B>. 

6) UDP CD98BEF46?S9F E?B:AO9 @9I4A<;@O GCD46?9A<S CBFB>B@. 

         14. �4><9 869 HGA>J<< CD<A48?9:4F GDB6AR CD98EF46?9A<S? �O59D<F9 864 
64D<4AF4 BF69F4. (25) 

1) >B@CD9EE<S; 

2) 48D9E4J<S; 

3) L<HDB64A<9; 

4) GCD46?9A<9 E94AE4@<; 

5) 4GF9AF<H<>4J<S. 

15. �4><9 864 CDBFB>B?4 D45BF4RF A4 E4@B@ 6OEB>B@ GDB6A9 EF9>4 
CDBFB>B?B6 TCP/IP? �O59D<F9 864 64D<4AF4. (25) 

1) DNS 

2) Ethernet 

3) IP 

4) POP 

5) TCP 

6) UDP 

16. �4><9 869 DB?< @B:9F 6OCB?ASFP >B@CPRF9D 6 B8ABD4A7B6B= E9F< CD< 
BF>DOF<< 8BEFGC4 > H4=?G E B8AB7B >B@CPRF9D4 8?S 8DG7B7B >B@CPRF9D4? �O59D<F9 
864 64D<4AF4. (25) 



 

 

1) >?<9AF; 

2) 698GM<=; 

3) E9D69D; 

4) 698B@O=; 

5) CDB@9:GFBKAB9 GEFDB=EF6B. 

17. '>4:<F9 A4;A4K9A<9 EBB5M9A<S HTTP GET. (25) 

1) ;4CDBE 695-EFD4A<JO E 695-E9D69D4; 

2) BFCD46>4 <AHBD@4J<< B5 BL<5>9 E 695-E9D69D4 A4 695->?<9AF; 

3) ;47DG;>4 >BAF9AF4 A4 695-E9D69D E 695->?<9AF4; 

4) CB?GK9A<9 EBB5M9A<= Q?9>FDBAAB= CBKFO >?<9AF4 E CBKFB6B7B E9D69D4 
K9D9; TCP-CBDF 110. 

18. �9ECDB6B8AB@G G;?G A9B5IB8<@B ;4CDBE<FP IP-48D9E. �4>B= CDBFB>B? 
5G89F B5D454FO64FP QFBF ;4CDBE? (25) 

1) FTP 

2) HTTP 

3) DHCP 

4) ICMP 

5)  SNMP 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

#D<?B:9A<9 9 

#@8<5@ :>=B@>;P=>3> B5AB8@>20=8S (107>2O9 C@>25=P) 
$0745; 2. %>740=85 A5B8 A 8A?>;P7>20=85< A5B52>3> >1>@C4>20=8S 

 

 �4F4 _________ 

М4:A8<4;P=>9 6@9<я 6O?>;=9=8я 7484=89: 30 <8=CB 

М4:A8<4;P=>9 :>;8ч9AB6> 54;;>6 - 50 

(�" >1CG0RI53>AS__________________�@C??0_________  

�>?@>AO B5AB>2>3> 7040=8S 

 

1. �B@C4A<S D4EL<DS9F E6B= 5<;A9E 6 8DG7<I EFD4A4I. �E9 H<?<4?O 8B?:AO 
5OFP CBEFBSAAB CB8>?RK9AO > 7?46AB@G BH<EG >BDCBD4J<<. �4>4S E9F964S 
F9IAB?B7<S FD95G9FES 8?S QFB7B? (15) 
1) ?B>4?PA4S E9FP (LAN); 

2) 7BDB8E>4S E9FP (MAN); 

3) 7?B54?PA4S E9FP (WAN); 

4) 59ECDB6B8A4S ?B>4?PA4S E9FP (WLAN). 

2. #B?P;B64F9?P 8B@4LA97B >B@CPRF9D4 CB8OE><649F ISP-CB8>?RK9A<9, 
B59EC9K<64RM99 6OEB>BE>BDBEFAGR J<HDB6GR C9D984KG CB B5OKAO@ 
F9?9HBAAO@ ?<A<S@. �4>B= F<C CB8>?RK9A<S > ISP 9@G E?98G9F <ECB?P;B64FP? 
(15) 
1) DSL; 

2) >B@@GF<DG9@O= 8BEFGC; 

3) ECGFA<>B64S E6S;P; 

4) EBFB6O= @B89@; 

5) >459?PAO= @B89@. 

3. �4> >4K9EF6B B5E?G:<64A<S (QoS) CB@B749F E9F< CB889D:<64FP L<DB><= 
EC9>FD CD<?B:9A<= < E9D6<EB6? (25) 
1) EA<:4S CBE?98EF6<S BF>4;4 E9F<; 

2) ECBEB5EF6GS 5OEFDB@G 6BEEF4AB6?9A<R CBE?9 BF>4;4 E9F<; 



 

 

3) CD98BEF46?SS @9I4A<;@O GCD46?9A<S E9F96O@ FD4H<>B@ CD< C9D97DG;>9; 

4) B59EC9K<64S 6B;@B:ABEFP D4EL<D9A<S E9F< 8?S CB8>?RK9A<S AB6OI 
CB?P;B64F9?9=. 

4. !4 >4>B@ <AF9DH9=E9 >B@@GF4FBD4 48@<A<EFD4FBD 8B?:9A A4EFDB<FP IP- 

48D9E 8?S 6B;@B:ABEF< G84?ёAAB7B GCD46?9A<S QF<@ >B@@GF4FBDB@? (25) 
1) FastEthernet0/1 

2) VLAN 1 

3) vty 0 

4) console 0 

5. #BE?9 <;@9A9A<S A4EFDB9> A4 >B@@GF4FBD9 48@<A<EFD4FBD E9F< 
6OCB?AS9F >B@4A8G copy running-config startup-config. '>4:<F9 D9;G?PF4F 66B84 
QFB= >B@4A8O. (15) 
1) !B64S >BAH<7GD4J<S 5G89F EBID4A9A4 6B H?9L C4@SF<. 

2) !B64S >BAH<7GD4J<S 5G89F ;47DG:9A4 CBE?9 C9D9;4CGE>4 >B@@GF4FBD4. 

3) &9>GM<= H4=? IOS 5G89F ;4@9A9A H4=?B@ E AB6O@< C4D4@9FD4@< 
>BAH<7GD4J<<. 
4) �;@9A9A<S >BAH<7GD4J<< 5G8GF G84?9AO, 4 <EIB8AO9 C4D4@9FDO 
5G8GF 6BEEF4AB6?9AO. 

6. �;7?SA<F9 A4 D<EGAB>. %9F96B= 48@<A<EFD4FBD A4EFD4<649F GCD46?9A<9 
8BEFGCB@ > >B@@GF4FBDG SW1. �E?< 48@<A<EFD4FBD <ECB?P;G9F CDBFB>B? Telnet 
8?S CB8>?RK9A<S > >B@@GF4FBDG, >4>B= C4DB?P FD95G9FES 669EF< 8?S 8BEFGC4 > 
CD<6<?97<DB64AAB@G D9:<@G EXEC? (25) 

 

1) letmein 

2) secretin 



 

 

3) lineconin 

4) linevtyin 

7. �4>B9 CB8>?RK9A<9 B59EC9K<649F 59;BC4EAO= E94AE CLI E 
L<HDB64A<9@ > >B@@GF4FBDG? (25) 
1) >BAEB?PAB9 CB8>?RK9A<9; 

2) CB8>?RK9A<9 AUX; 

3) CB8>?RK9A<9 CB CDBFB>B?G Telnet; 

4) CB8>?RK9A<9 SSH. 

8. %9F96B= <A:9A9D A4EFD4<649F <AF9DH9=E, 66B8S E?98GRMGR >B@4A8G: 
SanJose(config)# ip address 192.168.2.1 255.255.255.0. �B@4A84 BF>?BAS9FES 
GEFDB=EF6B@. � K9@ CD<K<A4? (25) 
1) >B@4A84 66B8<FES 6 A9CD46<?PAB@ D9:<@9 D45BFO; 

2) <ECB?P;G9FES A9CD46<?PAO= E<AF4>E<E >B@4A8O; 

3) A9CD46<?PA4S @4E>4 CB8E9F<; 

4) <AF9DH9=E 6O>?RK9A < 8B?:9A 5OFP 6>?RK9A 8B FB7B, >4> 
>B@@GF4FBD GF69D8<F IP-48D9E. 

9. +FB CDB<;B=89F CBE?9 A4:4F<S >?46<L< Tab CD< 66B89 >B@4A8O 6 IOS? 
(15) 

1) CD9DO64A<9 F9>GM9= >B@4A8O < 6B;6D4F 6 D9:<@ A4EFDB=><; 

2) 6OIB8 <; D9:<@4 A4EFDB=>< < 6B;6D4F 6 CB?P;B64F9?PE><= D9:<@ EXEC; 

3) C9D9@9M9A<9 >GDEBD4 6 A4K4?B E?98GRM9= EFDB><; 

4) 66B8 BEF46L9=ES K4EF< A9CB?ABEFPR 66989AAB7B E?B64 6 >B@4A89. 

10. +FB S6?S9FES I4D4>F9D<EF<>B= EBB5M9A<= @AB7B48D9EAB= D4EEO?><? 
(25) 

1) "A< BFCD46?SRFES <;5D4AAB= 7DGCC9 IBEFB6. 

2) "A< BFCD46?SRFES 6E9@ IBEF4@ 6 B8AB= E9F<. 

3) "A< FD95GRF CB8F69D:89A<S. 

4) "A< BFCD46?SRFES 6 98<AEF69AAB9 @9EFB A4;A4K9A<S. 

11. �4>B= CDBFB>B? BF69K49F ;4 GCD46?9A<9 D4;@9DB@ E97@9AFB6 < 



 

 

E>BDBEFPR B5@9A4 E97@9AF4@< @9:8G 695->?<9AFB@ < 695-E9D69DB@? (25) 
1) TCP 

2) IP 

3) HTTP 

4) Ethernet 

12. �4>B= GDB69AP 6 @B89?< TCP/IP BF69K49F ;4 @4DLDGF<;4J<R 
EBB5M9A<= @9:8G E9FS@<? (15) 
1) @9:E9F96B=; 

2) FD4AECBDFAO=; 

3) E9F96B= 8BEFGC; 

4) E94AEB6O=. 

13. �4>B9 GF69D:89A<9 FBKAB BC<EO649F CDBJ9EE <A>4CEG?SJ<< TCP/IP, 
9E?< >B@CPRF9D BFCD46?S9F 84AAO9 CB E9F<? (25) 
1) �4AAO9 C9D984RFES E <AF9DA9F-GDB6AS A4 GDB69AP E9F96B7B 8BEFGC4 > E9F<. 

2) #4>9FO BFCD46?SRFES E GDB6AS E9F96B7B 8BEFGC4 A4 FD4AECBDFAO= GDB69AP. 

3) %97@9AFO C9D984RFES E FD4AECBDFAB7B GDB6AS A4 <AF9DA9F-GDB69AP. 

4) �48DO C9D984RFES E GDB6AS E9F96B7B 8BEFGC4 A4 <AF9DA9F-GDB69AP. 

14. �4>B= GA<>4?PAO= 48D9E 6EFDB9A 6 E9F96GR <AF9DH9=EAGR C?4FG 
Ethernet < <ECB?P;G9FES 8?S B5@9A4 84AAO@< CB E9F< Ethernet? (45) 
1) 48D9E G;?4; 

2) IP-48D9E; 

3) MAC-48D9E; 

4) E9F96B= 48D9E. 

15. %9F96B= 48@<A<EFD4FBD GEFD4AS9F A9CB?48>< CB8>?RK9A<S A4 E9D69D9. 
% CB@BMPR F9EF9D4 48@<A<EFD4FBD BCD989?S9F, KFB E<7A4?O, EB;84649@O9 
E9F96O@ >BAFDB??9DB@ E9D69D4, <E>4:9AO < A9 CB8IB8SF 8?S <ECB?P;B64A<S. � 
>4>B@ <; GDB6A9= @B89?< OSI 6OCB?AS9FES >?4EE<H<>4J<S BL<5><? (25) 
1) GDB69AP CD98EF46?9A<S; 

2) E9F96B= GDB69AP; 

3) H<;<K9E><= GDB69AP; 



 

 

4) >4A4?PAO= GDB69AP. 
16. %9F96B= <A:9A9D <;@9DS9F E>BDBEFP C9D984K< 5<F CB @47<EFD4?PAB= 

E9F< >B@C4A<< 8?S 64:A9=L<I H<A4AEB6OI CD<?B:9A<=. �8@<A<EFD4FBD 
B5A4DG:<649F, KFB H4>F<K9E>4S CDBCGE>A4S ECBEB5ABEFP B>4;4?4EP A<:9 
F9BD9F<K9E>< 6B;@B:AB=. �4><9 FD< H4>FBD4 @B7?< CB6?<SFP A4 F4>B9 <;@9A9A<9 
CDBCGE>AB= ECBEB5ABEF<? �O59D<F9 FD< 64D<4AF4. (25) 
1) F9>GM<= B5N9@ FD4H<>4 E9F<; 

2) E?B:ABEFP ECBEB54 <A>4CEG?SJ<<, CD<@9AS9@B7B > 84AAO@; 

3) F<C FD4H<>4 E9F<; 

4) ;489D:>4, 6B;A<>L4S <;-;4 >B?<K9EF64 E9F96OI GEFDB=EF6, CB >BFBDO@ 
CDBIB8SF 84AAO9; 
5) CB?BE4 CDBCGE>4A<S CD< CB8>?RK9A<< E9F< WAN > �AF9DA9F; 

6) A489:ABEFP @47<EFD4?PAB= <AHD4EFDG>FGDO Ethernet gigabit.   

17. �4>4S @9FB8<>4 <ECB?P;G9FES 8?S G@9APL9A<S C9D9>DёEFAOI CB@9I 6 
@98AOI >459?SI? (15) 
1) A4?<K<9 A48?9:4M97B ;4;9@?9A<S; 

2) E6<64A<9 @9:8G EB5B= CDB6B8A<>B6 <; B8AB= C4DO; 

3) B5ёDFO64A<9 E6S;>< CDB6B8B6 E <ECB?P;B64A<9@ @9F4??<K9E>B7B 
Q>D4A<DB64A<S; 
4) D4;D45BF>4 >459?PAB= <AHD4EFDG>FGDO 8?S CD98BF6D4M9A<S 6B;89=EF6<S 
C9D9>DёEFAOI CB@9I; 
5) BFEGFEF6<9 C9D97<5B6 CB8 BEFDO@ G7?B@ 6B 6D9@S GEF4AB6><. 

18. '>4:<F9 I4D4>F9D<EF<>G CB8GDB6AS LLC. (35) 

1) "A B59EC9K<649F A9B5IB8<@GR ?B7<K9E>GR 48D9E4J<R, >BFBD4S BCD989?S9F 
GEFDB=EF6B. 
2) "A B59EC9K<649F D4;7D4A<K9A<9 84AAOI 6 EBBF69FEF6<< E FD95B64A<S@< 
H<;<K9E>B= E<7A4?<;4J<< ED98O C9D984K< 84AAOI. 
3) "A CB@9M49F <AHBD@4J<R 6 >48D, KFB CB;6B?S9F A9E>B?P><@ CDBFB>B?4@ 
GDB6AS 3 <ECB?P;B64FP B8<A < FBF :9 E9F96B= <AF9DH9=E < ED98G C9D984K< 
84AAOI. 
4) "A BCD989?S9F CDB7D4@@AO9 CDBJ9EEO, >BFBDO9 B59EC9K<64RF D45BFG 
H<;<K9E>B7B GDB6AS. 

19. �4>B= @9FB8 <ECB?P;G9FES 8?S GCD46?9A<S 4EEBJ<4F<6AO@ 8BEFGCB@ 6 



 

 

59ECDB6B8AB= E9F<? (25) 
1) CSMA/CD; 

2) CD<BD<F9FAB9 GCBDS8BK9A<9; 

3) CSMA/CA; 

4) QEF4H9FA4S C9D984K4. 

20. +FB CDB<EIB8<F 6 CDBJ9EE9 <A>4CEG?SJ<< A4 >4A4?PAB@ GDB6A9 A4 
>B@CPRF9D9, CB8>?RK9AAB@ > E9F< Ethernet? (25) 
1) 8B546?S9FES IP-48D9E; 

2) 8B546?S9FES ?B7<K9E><= 48D9E; 

3) 8B546?S9FES H<;<K9E><= 48D9E; 

4) 8B546?S9FES AB@9D CBDF4 CDBJ9EE4. 

21. � K9@ ;4>?RK4RFES FD< BEAB6AO9 HGA>J<BA4?PAO9 6B;@B:ABEF<, 
CD98BEF46?S9@O9 <A>4CEG?SJ<9= 84AAOI GDB6AS 2? (25) �O59D<F9 FD< 64D<4AF4 
BF69F4. 
1) <ECD46?9A<9 BL<5B> E CB@BMPR @9FB84 B5A4DG:9A<S >B??<;<=; 

2) GCD46?9A<9 E94AE4@< E <ECB?P;B64A<9@ AB@9DB6 CBDFB6; 

3) 48D9E4J<S >4A4?PAB7B GDB6AS; 

4) D4;@9M9A<9 < G84?9A<9 >48DB6 <; ED98O C9D984K< 84AAOI; 

5) B5A4DG:9A<9 BL<5B> 6 D4@>4I D4EKёFB6 CRC; 

6) D4;89?9A<9 7DGCC 5<FB6 6 >48DO; 

7) CD9B5D4;B64A<9 5<FB6 6 E<7A4?O 84AAOI. 

22. !4;B6<F9 869 I4D4>F9D<EF<>< MAC-48D9EB6 Ethernet? �O59D<F9 
864 64D<4AF4. (15) 
1) BA< S6?SRFES 7?B54?PAB GA<>4?PAO@<; 

2) BA< 6E9784 @4DLDGF<;<DGRFES 6 �AF9DA9F9; 

3) BA< 6OD4:4RFES 12 L9EFA48J4F9D<KAO@< J<HD4@<; 

4)  �%-48D9E4 <ECB?P;GRF 7<5>GR <9D4DI<K9E>GR EFDG>FGDG; 

5) MAC-48D9E4 8B?:AO 5OFP GA<>4?PAO@< 8?S <AF9DH9=E4 Ethernet < 
CBE?98B64F9?PAB7B <AF9DH9=E4 GEFDB=EF64. 



 

 

23. +FB E89?49F GEFDB=EF6B CD< CB?GK9A<< >48D4 Ethernet D4;@9DB@ 60 
54=F? (45) 

1) BF5DBE<F >48D; 

2) B5D45BF49F >48D >4> 9EFP; 

3) BFCD46<F EBB5M9A<9 B5 BL<5>9 A4 GEFDB=EF6B-BFCD46<F9?P; 

4) 8B546<F 54=FO EB E?GK4=AO@< 84AAO@< 8?S 8BEF<:9A<S D4;@9D4 >48D4 6 64 
54=F4, CBE?9 K97B C9D9L?9F >48D. 

 

24. +FB E89?49F G;9? 6 E9F< Ethernet, 9E?< CB?GK<F >48D E MAC-48D9EB@ 
A4;A4K9A<S, >BFBDO= A9 EBBF69FEF6G9F 97B EB5EF69AAB@G MAC-48D9EG? (25) 
1) "F5DBE<F >48D. 

2) #9D9L?9F >48D A4 E?98GRM<= G;9?. 

3) '84?<F >48D <; ED98O. 

4) "F5DBE<F ;47B?B6B> >4A4?PAB7B GDB6AS 8?S CDB69D>< IP-48D9E4 CB?GK4F9?S. 

25. � >4><I 86GI E?GK4SI >B@@GF4FBD C9D9L?9F >48D <; >4:8B7B CBDF4, 
>DB@9 CBDF4, K9D9; >BFBDO= QFBF >48D 5O? CB?GK9A? �O59D<F9 864 64D<4AF4. (35) 
1) 8?S >48D4 6 >4K9EF69 48D9E4 A4;A4K9A<S GEF4AB6?9A L<DB>B69M4F9?PAO= 
48D9E; 

2) >B@@GF4FBDG A9<;69EF9A 48D9E A4;A4K9A<S; 

3) 48D9E <EFBKA<>4 6 ;47B?B6>9 >48D4 S6?S9FES L<DB>B69M4F9?PAO@ 48D9EB@; 

4) 48D9E <EFBKA<>4 6 >48D9 S6?S9FES 7DGCCB6O@ 48D9EB@; 

5) 48D9E A4;A4K9A<S 6 >48D9 S6?S9FES <;69EFAO@ <A8<6<8G4?PAO@ 48D9EB@. 

26. �4>B= ECBEB5 >B@@GF4J<< <@99F E4@O= A<;><= GDB69AP ;489D:><? (15) 

1) E>6B;A4S >B@@GF4J<S; 

2) >B@@GF4J<S E CDB@9:GFBKAO@ ID4A9A<9@; 

3) >B@@GF4J<S E <E>?RK9A<9@ HD47@9AFB6; 

4) 5OEFD4S C9D9EO?>4. 
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#D<?B:9A<9 10
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#D<?B:9A<9 11 

#@8<5@ 2E>4=>3> B5AB8@>20=8S 
                                                 (54;B6O= GDB69AP) 

1)� K9@ ;4>?RK49FES A98BEF4FB> D4;69DFO64A<S B8ABD4A7B6B= E9F<? (25) 

�) FDG8ABEFP A4EFDB=><;  

�) BFEGFEF6<9 J9AFD4?<;B64AAB7B 

48@<A<EFD<DB64A<S 

�) 6OEB>4S E?B:ABEFP;  

�) 8BDB7B6<;A4.  

2) �4K9@ AG:9A IP-48D9E? (25) 

�) #B;6B?S9F BCD989?<FP H<;<K9E>B9 D4ECB?B:9A<9 J9AFD4 B5D45BF>< 

84AAOI.  

�) #B;6B?S9F BCD989?<FP @9EFB 6 C4@SF<, <; >BFBDB7B ;4CGM9A4 CDB7D4@@4.  

�) #B;6B?S9F BCD989?<FP B5D4FAO= 48D9E 8?S BF69FAOI Q?9>FDBAAOI C<E9@.   

�) #B;6B?S9F BCD989?<FP <EFBKA<> < @9EFB A4;A4K9A<S C4>9FB6 84AAOI.  

3) #B>GC4F9?P D4;@9M49F E@4DFHBA DS8B@ E F9D@<A4?B@ BC?4FO 6 

@474;<A9, < C?4F4 ;4 CB>GC>< GEC9LAB BEGM9EF6?S9FES. �4>B= F<C 

59ECDB6B8AB= F9IAB?B7<< <ECB?P;B64?ES? (25) 

�) Bluetooth  

�) NFC 

�) Wi-Fi  

�) 3G  

4) %9F96B= >459?P >4>B7B F<C4 B5OKAB <ECB?P;G9FES 8?S CB8>?RK9A<S 

BH<EAOI >B@CPRF9DB6 > ?B>4?PAB= E9F<? (25) 

�) >B4>E<4?PAO= >459?P;  

�) 6<F4S C4D4;  

�) 6B?B>BAAB-BCF<K9E><= >459?P;   

�) CB?<@9DAO= 6B?B>BAAB-BCF<K9E><= >459?P.  
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5) �4>B6O CD9<@GM9EF64 <ECB?P;B64A<S 6B?B>BAAB-BCF<K9E>B7B >459?S 

8?S CB8>?RK9A<S GEFDB=EF6?  �O59D<F9 864 64D<4AF4. (25) 

�) �B?B>BAAB-BCF<K9E><= >459?P GEFB=K<6 > Q?9>FDB@47A<FAO@ < 

6OEB>BK4EFBFAO@ CB@9I4@.  

�) �?<A4 6B?B>BAAB-BCF<K9E>B7B >459?S @B:9F 8BEF<74FP A9E>B?P><I 

><?B@9FDB6.  

�) � 6B?B>BAAB-BCF<K9E>B@ >459?9 <ECB?P;G9FES 8BCB?A<F9?PAB9 

Q>D4A<DB64A<9 8?S ;4M<FO @98AOI CDB6B8B6.  

�) �B?B>BAAB-BCF<K9E><= >459?P G8B59A 6 GEF4AB6>9.  

�) �B?B>BAAB-BCF<K9E><= >459?P B5OKAB <ECB?P;G9FES 6 A95B?PL<I 

>BDCBD4F<6AOI < 8B@4LA<I E9FSI.  

6)(GA>J<< >4><I 86GI GDB6A9= @B89?< OSI EBBF69FEF6GRF GDB6AR 

E9F96B7B 8BEFGC4 @B89?< TCP/IP? �O59D<F9 864 64D<4AF4. (25) 

�) GDB69AP CD<?B:9A<=;  

�) H<;<K9E><=;  

�) FD4AECBDFAO=;  

�) E9F96B=;   

�) >4A4?PAO=. 

7)�4>B6 @<A<@4?PAO= D4;@9D 8BCGEF<@B7B >48D4 Ethernet? (25) 

�) 48 54=F;  

�) 64 54=F;  

�) 96 54=F;  

�) 128 54=F. (25) 

8)� EC9J<4?<EFG CB >B@CPRF9DAO@ E9FS@ B5D4F<?<EP 8?S D4;D45BF>< 

EI9@O IP 48D9E4J<< 6 E9F< ;4>4;K<>4. � E9F< 5G8GF <ECB?P;B64FPES IP-48D9E4 

<; E9F< 192.168.30.0/24. %C9J<4?<EF 6O89?S9F 254 IP-48D9E4 8?S IBEFB6 6 E9F<, 

AB <E>?RK49F IP-48D9E4 192.168.30.0/24 < 192.168.30.255/24. #BK9@G 

EC9J<4?<EF 8B?:9A <E>?RK<FP QF< 864 IP-48D9E4? (25) 



 

83 

 

�) IP-48D9E4 192.168.30.0/24 < 192.168.30.255/24 ;4D9;9D6<DB64AO 8?S 

E9D69DB6 Q?9>FDBAAB= CBKFO < DNS-E9D69DB6.  

�) IP-48D9E4 192.168.30.0/24 < 192.168.30.255/24 ;4D9;9D6<DB64AO 8?S 6A9LA<I 

CB8>?RK9A<= > �AF9DA9FG.  

�) IP-48D9E 192.168.30.0/24 S6?S9FES E9F96O@ IP-48D9EB@, 4 192.168.30.255/24 

4 L<DB>B69M4F9?PAO@ IP-48D9EB@.  

�) 192.168.30.0/24 S6?S9FES IP-48D9EB@, ;4D9;9D6<DB64AAO@ 8?S BEAB6AB7B 

L?R;4, 4 192.168.30.255/24 4 IP-48D9EB@, ;4D9;9D6<DB64AAO@ 8?S DHCP 

E9D69D4.  

9) �4>B= CDBFB>B? <ECB?P;G9FES 8?S 46FB@4F<K9E>B7B A4;A4K9A<S IP-

48D9EB6 IBEF4@? (25) 

�) DNS �) NAT �) DHCP  

10) �4>B6O FD< CD9<@GM9EF64 <ECB?P;B64A<S K4EFAOI IP-48D9EB6 < 

NAT? (25) 

�O59D<F9 FD< 64D<4AF4.  

�) Q>BAB@<F ;4D97<EFD<DB64AAO9 CG5?<KAO9 IP-48D9E4; 

�) G@9APL49F ;47DG;>G *# A4 >?<9AFE><I @4DLDGF<;4FBD4I; 

�) EB;849F A9E>B?P>B CG5?<KAOI IP-48D9EB6;  

�) E>DO649F K4EFAGR 48D9E4J<R ?B>4?PAB= E9F< BF 6A9LA<I GEFDB=EF6, 

CB8>?RK9AAOI > �AF9DA9FG;  

�) D4;D9L49F D4EL<D9A<9 ?B>4?PAB= E9F< 59; <ECB?P;B64A<S 8BCB?A<F9?PAOI 

CG5?<KAOI IP-48D9EB6;  

�) CB6OL49F CDB<;6B8<F9?PABEFP @4DLDGF<;4FBD4, CB8>?RK9AAB7B > 

�AF9DA9FG.  
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�BCB?A<F9?PA4S B5M9B5D4;B64F9?PA4S B5M9D4;6<64RM4S CDB7D4@@4 

«%<EF9@AB9 48@<A<EFD<DB64A<9» <@99F F9IA<K9E>GR A4CD46?9AABEFP. � IB89 

B5GK9A<S B5GK4RM<9ES CD<B5M4RFES > <A:9A9DAB-F9IA<K9E><@ ;A4A<S@ 6 

B5?4EF< <AHBD@4J<BAAOI F9IAB?B7<=, HBD@<DGRF ?B7<K9E>B9 < F9IA<K9E>B9 

@OL?9A<9. #DB7D4@@4 D4EEK<F4A4 A4 B5GK4RM<IES 12317 ?9F.  

#D< <;GK9A<< 8BCB?A<F9?PAB= B5M9B5D4;B64F9?PAB= 

B5M9D4;6<64RM9= CDB7D4@@O B5GK4RM<9ES CB;A4>B@SFES E GEFDB=EF6B@ 

C9DEBA4?PAB7B >B@CPRF9D4 < A4GK4FES E4@BEFBSF9?PAB 97B EB5<D4FP < 

>BAH<7GD<DB64FP, 4 CD< A9B5IB8<@BEF< 3 GEFD4ASFP A9<ECD46ABEF<, BE6BSF 

GEF4AB6>G < CD<AJ<CO 48@<A<EFD<DB64A<S BC9D4J<BAAOI E<EF9@, G;A4RF, >4> 

CB8>?RK<FP >B@CPRF9D > >B@CPRF9DAB= E9F<, < E@B7GF QFB= E9FPR GCD46?SFP: 

A4EFD4<64FP @4DLDGF<;4FBDO, GCD46?SFP 59ECDB6B8AO@ CB8>?RK9A<S@<, 

BD74A<;B6O64FP B5M<9 D9EGDEO, 5G8GF ;A4FP B5 BEAB6AOI CDBFB>B?4I 

7?B54?PAB= E9F<, <@9FP C9D6BA4K4?PAO9 A46O>< CDB7D4@@<DB64A<S A4 S;O>9 

Python.  

�4AA4S B5D4;B64F9?PA4S CDB7D4@@4 6>?RK49F 6 E95S 8BEF<:9A<S ED4;G 

A9E>B?P><I A4CD46?9A<=. � CDBJ9EE9 48@<A<EFD<DB64A<S 89F< CB?GK4F 

8BCB?A<F9?PAB9 B5D4;B64A<9 6 B5?4EF< @4F9@4F<><, Q?9>FDBA<>< < 

<AHBD@4F<><, 4 F4>:9 ;A4A<S 6 B5?4EF< F9IA<K9E>B7B 4A7?<=E>B7B S;O>4. 

 


